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Chapter 1

Introduction

1.1 Motivation

With the ever-growing technological explosion of the world, distributed systems are becoming more and
more widespread and spawning numerous applications in multi-agent systems including sensor networks,
cloud computing, swarm robotics, and intelligent systems [10-14]. In particular, distributed learning and
optimization techniques have attracted increasing attention due to the rapid growth of machine learning ap-
plications in multi-agent networks, such as mobile phones, wearable devices, and smart homes [15]. In such
methods, multiple agents operate in a distributed and cooperative manner to achieve a common learning task.
Typically, agents communicate their model parameters with their local neighbors without the sharing of user
data. Such cooperation has been demonstrated to help improve the learning performance over the network
while not compromising data privacy [16]. Consider a concrete example of learning the behavior of users
in a cellular network based on data generated using various mobile applications. Each user may generate
data that follows a distinct distribution and it is common to learn separate models for each user. However,
people may exhibit similar behaviors and relatedness among models commonly exists [15]. Hence, coopera-
tion among agents could be leveraged to promote the learning performance over the network. Compared to
a centralized approach, distributed methods offer multiple advantages that include robustness to drifts in the
statistical properties of the data, scalability, relying on local data and fast response among others.

Although cooperation among agents bene ts the operation of the system, it is also susceptible to attacks
where non-cooperative or adversarial neighbors sharing wrong information can disrupt the normal operation
of the entire network. In particular, it has been shown that cooperation through averaging is not resilient
to even one non-cooperative agent. For example, in both distributed consensus and distributed learning
systems, a single non-cooperative agent sending a constant value to its neighbors can lead the entire network
to converge to this value being transmitted by the non-cooperative agent [2, 17, 18]. Multiple detection
approaches based on a statistical analysis of hormal states have been presented in the literature [19-21] to
cope with attacks. However, detection methods are susceptible to false alarms and the attacker can always
change its attacking strategy to adapt to such detection rules, thus making these methods not able to provide
strong resilience guarantees. As a result, it is important to come up with resilient cooperation mechanisms

that can eliminate the possible damage caused by non-cooperative agents and ensure the resilience of the



information aggregation in distributed systems.

1.2 Challenges

The notion of resilience is broad and relates to the concepts of fault-tolerance, reliability, safety, and
robustness. In most of the cases, it refers to the ability of the system to withstand adversaries and bounce
back to a state of normal operation. A typical practice in the literature dealing with the design and analysis
of resilient distributed algorithms is to obtain bounds on the number of adversarial agents in the network and
achieve the desired objective as long as the number of adversaries in the network is less than the obtained
bounds. Such a setup poses some limitation as we need to assume that the number of adversarial agents
cannot be greater than the values indicated in the bounds. However, despite this limitation, these bounds
could be useful as they provide insight into the resilience or the ability of the network to perform normally
even in the presence of adversarial agents. On the other hand, it is indeed a challenge to develop methods and
techniques that do not rely on the knowledge and assumption on the maximum number of adversaries in the
network to achieve the desired performance in a resilient manner.

The resilience of distributed consensus, learning and optimization algorithms has been widely studied in
the literature. It has been well established that methods such as using the Tverberg partitions and the safe area
can achieve resilient vector consensus, yet with a high computational time complexity growing exponentially
in the dimension of the states [22, 23]. When applying resilient consensus algorithms into distributed learning
and optimization, one immediately faces the dilemma that 1) resilient scalar consensus algorithms cannot
guarantee resilient vector consensus for high-dimensional model parameters, and 2) it is not practical to
use resilient vector consensus algorithms given its exponential computational complexity in the dimension.
As a compromise, resilient consensus algorithms for scalar states are frequently used for achieving resilient
aggregation in distributed learning and optimization with high-dimensional model parameters, sacri cing the
strong resilience to adversaries. Hence, there is a major challenge in balancing the trade-off between the
resilience and the computational complexity in achieving resilient aggregation in distributed learning and
optimization algorithms.

Finally, to design resilient consensus, learning and optimization algorithms in distributed multi-agent
systems and analyze their performance, realistic attack methods being used to model the damage of cyber-
attacks on the system are needed. Therefore, it poses a challenge in obtaining the attack strategy that is not
restrictive and can adequately represent the worst-case attack one could realize in the real world to examine

the resilience of the system.



1.3 Contributions

The focus of our contributions is on carefully examining the vulnerabilities of a variety of distributed
consensus, learning, and optimization systems, and designing resilient cooperation mechanisms in such dis-
tributed systems to eliminate the damage caused by non-cooperative or adversarial agents. Our results are
supported by theoretical analysis as well as numerical implementations. Codes for the numerical implemen-

tations can be found at https://github.com/JianiLi. The detailed contributions of this thesis are listed below.

Chapter 3

In this chapter, we study the resilient vector consensus problem and a recently proposed solution referred to

as the Approximate Distributed Robust Convergence (ADRC) algorithm. The main contributions are:

» We show that the resilience of ADRC algorithm can be improved by using the notion of centerpoint instead

of Tverberg partition. We discuss these improvements in two, three and higher dimensions separately.

* Using centerpoints, we show thatjj  ng, (d+1)+1 is not only suf cient but also necessary to compute
a safe point, which is a key step in the ADRC algorithm. Heyeis the number of adversaries in the
neighborhood of a normal node We also provide an overview of various algorithms reported in the

literature to compute centerpoints in different dimensions.

» We compare and numerically evaluate our results with the existing algorithm by simulating resilient vector

consensus in multirobot networks.

Chapter 4

In this chapter, we study the problem of the resilient convergence of distributed learning algorithms for multi-

robot systems in the presence of Byzantine adversaries. We make the following contributions:

» We analyze the suf cient condition to achieve Byzantine resilient convergence of distributed learning al-
gorithms, which is to guarantee that the aggregated state lies inside the convex hull of the normal states.
When the suf cient condition is satis ed, we show that normal agents are guaranteed to converge towards
the global optimum state witlb(1=i) convergence rate using appropriate stepsize, whe&dhe time

iteration.

» We propose a centerpoint-based aggregation rule and show that it guarantees the resilient convergence of
the distributed learning algorithms whenever each normal dgéntthe network has  d jise 1

Byzantine neighbors.



» We evaluate our results using the examples of target pursuit and pattern recognition in multi-robot systems.
We compare the proposed centerpoint-based aggregation rule with the average, coordinate-wise median,
and geometric median-based rules. The simulation results show that our approach is resiffgaeto 1
Byzantine neighbors, and the cooperation improves the average learning performance over the network

than the non-cooperative case, while the other approaches are not resilient in the same scenarios.

Chapter 5

In this chapter, we study the resilient distributed diffusion Least-Mean-Square (LMS) problem in the multi-

task networks. Speci cally, we make the following contributions:

» By exploiting the adaptive weights that aim to cope with xed-value Byzantine attacks, we develop time-
dependent attack models that drive normal agents to converge to states selected by an attacker. The attack
models can be used to deceive a speci ¢ hode or the entire network and are applicable to both stationary
and non-stationary state estimation. Although the attack models are based on a strong knowledge of the
system, we show the attack can also succeed without such knowledge to demonstrate the practicality of the
proposed attack. This for the rst time dispels the myth that baseline diffusion multi-task LMS by itself is

resilient to adversarial attack.

» We develop a resilient distributed diffusion algorithm that can achieve resilience torugaonpromised
nodes in one normal agent's neighborhood. By selecting an appropridite proposed algorithm guaran-
tees normal agents will converge to their actual targets under any data falsi cation attacks. If the parameter
F selected by the normal agents is large, the resilient distributed diffusion algorithm degenerates to non-
cooperative estimation. Thus, we also analyze trade-off between the resilience of distributed diffusion and

its performance degradation in terms of MSD.

» We evaluate the proposed attack models and the resilient estimation algorithm using both stationary and
non-stationary multi-target localization. The simulation results are consistent with our theoretical analysis
and show that the approach provides resilience to attacks while incurring performance degradation which

depends on the assumption about the number of compromised nodes.

Chapter 6

In this chapter, we extend the work in Chapter 5 and study the resilient distributed multi-task learning problem

for general convex loss functions. In particular, we make the following contributions:



» We propose an ef cient Byzantine resilient online weight adjustment rule for distributed multi-task learn-
ing. We measure similarities among agents based on the accumulated loss of an agent's data and the models
of its neighbors. In each iteration, a normal agent computes the weights assigned to its neighbors in time

that is linear in the size of its neighborhood and the dimension of the data.

» We show that aggregation with the proposed weight assignment rule always results in an improved expected
regret than the non-cooperative case, and normal agents converge resiliently towards the global minimum.
Even when all the neighbors are Byzantine, a normal agent can still resiliently converge to the global
minimum bounded by the same expected regret as without any cooperation with other agents, achieving

resilience to an arbitrary number of Byzantine agents.

» We conduct three experiments for both regression and classi cation problems and demonstrate that our ap-

proach yields good empirical performance for non-convex models, such as convolutional neural networks.

Chapter 7

In this chapter, we extend the work in Chapter 6 and study the distributed clustered multi-task learning

problem. In particular, we make the following contributions:

» We propose an adaptive clustering method in distributed multi-task learning networks that allows agents to

perform the optimization task while simultaneously learn which neighbors are suitable for cooperation.
» We analyze the convergence and learning performance for the proposed method.

» We propose the optimal combination weights for aggregating the neighbors' model parameters after recog-
nizing which neighbors to cooperate with using the proposed clustering method that optimize the network

learning performance.

» We evaluate the proposed method for both linear regression and classi cation problems and compare the
results with existing distributed clustering methods. The evaluation results show that the proposed method
signi cantly improves the learning performance compared to the non-cooperative approach by correctly
estimating the clustering structure. In contrast, other methods fail to achieve the clustering information and

exhibit inferior learning performance.

Chapter 8

In this chapter, we study the resilient distributed reinforcement learning problem in the presence of Byzantine

agents. In particular, we make the following contributions:



» We propose a Byzantine resilient aggregation method for distributed reinforcement learning algorithms
and analyze the convergence of RL algorithms towards the optimal solution in the presence of an arbitrary

number of Byzantine agents when linear approximations are applied.

» We evaluate the proposed method using multiple RL tasks for both value-based and policy-based RL with
non-linear function approximations, such as Deep Q-learning and Deep Deterministic Policy Gradient
(DDPG). The evaluation results show that the proposed method exhibits better or similar learning per-
formance (measured by the accumulated reward over the network) than no-cooperation with or without the

presence of Byzantine agents.

Chapter 9

In this chapter, we extend the work in Chapter 8 and propose ef cient adaptive learning methods for dis-
tributed actor-critic algorithms that have linear time complexity and are resilient in the presence of attacks.

We make the following contributions:

» We propose ef cient adaptive learning methods for distributed actor-critic algorithms that allow agents to

learn which neighbors to cooperate with in a fully-decentralized network.

» We analyze the convergence of distributed actor-critic algorithms with the proposed method when linear

function approximations are applied.

» We evaluate the proposed method for multiple actor-critic algorithms including Deep Deterministic Policy
Gradient (DDPG), Soft Actor-Critic (SAC), Twin Delayed DDPG (TD3). The evaluation results show that
the proposed method greatly improves the learning performance than the non-cooperative case in all the
scenarios. Besides, when all the agents share the common learning task, the ef ciency and performance of
the proposed method matches that of averaging method. Moreover, the proposed method results in superior
performance in multi-task networks and in the presence of attacked agents — it is resilient even when all

one's neighbors are attacked, which matches the performance of the non-cooperative case.

1.4 Organization
The technical contributions of this thesis are in Chapter 3-9. This thesis is organized as follows.
» Chapter 2 reviews the related work in resilient distributed consensus, learning, and optimization algorithms.

» Chapter 3 studies the problem of resilient approximate vector consensus.



» Chapter 4 applies the results in Chapter 3 to distributed learning algorithms for resilient convergence of

networked agents in the learning systems.
» Chapter 5 studies the resilient distributed diffusion LMS problem in multi-task networks.

» Chapter 6 generalizes the results of Chapter 5 to general convex loss functions for resilient distributed

multi-task learning.
» Chapter 7 extends the results of Chapter 6 to the distributed clustered multi-task learning problem.
» Chapter 8 studies the resilient distributed reinforcement learning problem.

» Chapter 9 proposes the adaptive learning methods for distributed actor-critic algorithms that enable net-

worked agents to learn resiliently in the presence of attacks.

» Chapter 10 concludes this thesis.

1.5 Main Concepts

We introduce the following concepts used throughout this thesis.

» Capacity and knowledge of normal agents.Normal agents are the ones that always update their states
(estimates) according to a prescribed updating rule. For a normal lagelhtagents in its neighborhood

are indistinguishable, that ik,cannot identify which of its neighbors are adversaries.

» Synchronicity of the system. We consider two types of systems: synchronous and asynchronous. In
synchronousystems, there is a global clock assumed to produce time reference for all the agents. And
it is assumed that every agent starts and operates simultaneouslgyrichronousystems, every agent

operates according to its internal clock. Clocks may arbitrarily differ from each other.

« Distributed systems. Generally, two types of distributed systems are considered in the literature. One
is composed of a central server and multiple distributed workers and the workers communicate only with
the central node. The other is the peer-to-peer system where agents are fully decentralized and they com-
municate with their one-hop neighbors. Unless otherwise noted, the second model is considered in this

thesis.

» Scope of threats. Other than the normal agents, agents that could be subverted and controlled by an
adversary is usually referred to as non-cooperative or adversarial agents. The scope of threats con nes the
behavior of the adversary. There are several threat models considered in the literature including the crash

[24], non-colluding [19], malicious [17, 19, 25] and Byzantine [18, 22, 26-29] nodes. Crash nodes are



those could stop their updates and possibly communication. Non-colluding nodes do not know the network
topology, the identity of other misbehaving nodes, or the states of non-neighboring nodes. Malicious nodes,
however, have full knowledge of the networked system. Byzantine nodes differ from malicious nodes in
the way that it can transmit different information to different neighbors, whereas malicious nodes must
transmit the same information to each neighbor. Byzantine nodes are the most powerful threats that are

usually assumed in the literature and is of particular interest in this thesis.

Effect of attacks. False data injection attacks are usually employed to result in the following outcomes
on the distributed consensus, learning and optimization networks: 1) preventing the network from reaching
a consensus, 2) slowing down the convergence of the network, and 3) making the network converges to a

wrong state.



Chapter 2

Related Work

In this chapter, we review the related works of distributed consensus and learning algorithms in coop-
erative multi-agent systems, with a special focus on the vulnerabilities, attacks and resilience design of the
cooperation in such systems. We begin with the problem of resilient distributed (approximate) consensus in
multi-agent systems in Section 2.1. In Section 2.2, we review the resilient distributed learning and optimiza-
tion problems. Then, in Section 2.3, we discuss the problem of distributed reinforcement learning (RL) and
review existing work on resilient distributed RL. Finally, in Section 2.4, we make a comparison between our

contributions to the existing work in the literature.

2.1 Resilient Distributed Approximate Consensus

A fundamental problem in distributed systems is to have networked agents reach a state of consensus,
where the state can be either a scalar or a vector. The resilient distributed (approximate) consensus problem
initiated in [30] addresses such a problem when the states are composed of reals and is widely studied in the
robotics and control systems community [17, 22, 28, 31-34]. The main objective is to ensure that all normal
agents in a network satisfy tlsafetyandagreementonditions in the presence of Byzantine agents [22, 28]
by exchanging and updating their states via local interaction. The safety condition requires normal agents to
update their states such that they are always inside the convex hull of normal agents' initial states. Agreement
means that eventually, all normal agents' states are very close to each other, that is, within an arbitdary
distance from one another. Although it is often assumed that agents can exchange messages with all of their
one-hop neighbors, the gossip-based randomized consensus algorithms are also considered in the literature
where an agent chosen randomly wakes up, contacts a neighbor randomly within its connectivity radius, and
exchanges the state variable for an update of the state [35]. In this thesis, we focus on the rst cooperation
mechanism where agents exchange information with all of their neighbors. In the following, we rst discuss
the studies on resilient distributed consensus over scalar states, followed by the related work on resilient

distributed consensus over vector states.



2.1.1 Resilient Distributed Consensus over Scalar States

For scalar sates, the goal is to guarantee the convergence of normal agents to a commor2state
[Xmin (0); Xmax (0)] whereXmin (0) and Xmax (0) are the minimum and maximum of the initial values of
normal nodes respectively. The Weighted-Mean Subsequence Reduced (W-MSR) algorithm proposed in [17]
guarantees convergence in the presence of adversaries under certain robustness conditions on the underlying
network graph. Itis assumed in W-MSR that at miogtf a normal agent's neighbors may be misbehaving.

To achieve resilient consensus, each agent removdsshmallest and largest extreme values with respect

to its own value when updating its state. After removing the extreme values, the normal agent uses the av-
erage of the remaining values to be its updated state. This method requires an assumption of the number
f of Byzantine agents. And by increasifigthe W-MSR algorithm is resilient to more Byzantine agents.

The maximum value of = d3e 1, wheren is the total number of states to be aggregated with. In other
words, when setting = dZe 1, the algorithm can be resilient when less than half of the total number

of agents are Byzantine. Different variations of the W-MSR algorithms for scalar consensus have also been
proposed [36—38]. Further, the median-based consensus protocol was proposed [31, 39, 40] such that instead
of updating the state as an (weighted) average of neighbors' states, it uses the median of the neighbors' states
to be the aggregated state. Compared to the average value, the median is inherently robust to the presence of
outliers as a statistical measure. The nice robustness property the median has guarantees that as long as more
thandZepoints are if r;r]forr 2 R, then the median must be nr;r ] no matter where the other points

locate. This ensures that as long as the majority of the points are benign, the median is sure to be inside the
bounds of the benign points. The median-based updating rule is resilient talfe to 1 Byzantine nodes.

Note that by settin§ = d%e 1, the W-MSR algorithm is equivalent to the median.

Resilience can also be achieved via fault detection and isolation (FDI). For instance, [19] studies the FDI
problem for linear consensus networks via high connectivity networks and global knowledge of the network
structure by each agent. [20] considers a similar FDI problem for second-order systems. Authors in [21]
presents a distributed detection method for consensus+innovation algorithms via local observations of agents
only. However, detection approaches are usually de cient in providing strong resilience guarantees given that

they are susceptible to false alarms.

2.1.2 Resilient Distributed Consensus over \ector States

The problem is more challenging when the state vectors aR¢ iwhered 2. And the objective of
resilient consensus for vector states is to ensure that normal agents converge at some point in the convex hull

of their initial states. A simple approach could be to duimstances of resilient consensus algorithms over
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scalar states (such as the W-MSR or median-based updating rule), one for each dimension. For instance,
the approach of running the W-MSR algorithm multiple timesdatimensions has been applied to mobile
multi-robot systems for resilient formation control [41] and resilient ocking [42]. However, as a result of
this approach, normal agents might converge at a point outside of the convex hull of their initial states, as
discussed in [22]. The trade-off between resilience and accuracy has been studied in [6]. Resilient vector
consensus based on Tverberg partition has been proposed in recent years that guarantees the safety and
agreement conditions given the number of Byzantine agents is bounded by a fraction of the total number
of agents [22, 33]. The idea is to partition the points into a series of point sets (Tverberg partitions) each
containingn f points, where is the total number of points aridis the upper bound of adversarial points.
Then, there must be at least one partition containing only the normal points since &t paists can be
adversarial. As a result, the intersection of the partitions must lies inside the convex hull of the normal
points. And agents move towards somewhere inside the intersection of the Tverberg partitions thus ensuring
the safety condition. It should be noted that the computational complexity for computing a Tverberg point (a
point inside the intersection of the Tverberg partitions) is high, especially for large dimensions, which requires
0O(n9) whered is the dimension [43]. Further, a similar idea based on the concept of “safe area” that is the
intersection of any partition of size  f was proposed in [28]. The safe area can be can comput@¢hty
time using linear programming since the safe area is the intersectiogrd) half-spaces. Notably, there
exists a trade-off between resilience and computational time. A recent work [44] provides a more ef cient
algorithm following the idea of Tverberg partition with an assumption of a set of known normal agents and
an upper bound of the number of Byzantine agents. Moreover, an approximate solution for computing an
approximate Tverberg point was used in [32] that reduces the computational tim&fen?) to O(n),
yet also reducing the resilience bound frdgfr-e 1todye 1.

A summary of the resilient distributed approximate consensus algorithms we review is given in Table 2.1.

And Table 2.2 provides a summary of the resilient consensus algorithms.

Table 2.1: Resilient distributed approximate consensus algorithms.

Algorithm State Type Resilience Condition Computational Complexity
W-MSR [17] Scalar n 2f+1 O(nd)
Median [31] Scalar n 2f+1 O(nd)
Tverberg point [22] Vector n (d+1)f +1 o(n%)
Safe area [23] Vector n (d+1)f +1 o(nY)
Approximate Tverberg point [32] Vector n 2% +1 O(nd)
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Table 2.2: Summary of related work on resilient consensus.

Communication Protocol State Type Exchanging Messages With

Paper Synchronous  Asynchronous Scalar Vector All Neighbors Randomized Neighbor
[17, 31, 36-40] X - X - X -
[32, 41, 42] X - - X X -
[22] X X - X X -
[33, 44] X - - X X -
[28] - X - X X -
[45] - X - X - X
[46, 47] - X X - - X

2.2 Resilient Distributed Learning and Optimization

Distributed learning and optimization has attracted increasing attention due to the growth of machine
learning (ML) applications in distributed devices within multi-agent networks, such as mobile phones, wear-
able devices, and smart homes [48-51]. In such networks, multiple agents operate in a distributed and coop-
erative manner to achieve a learning task. For example, consider learning the behavior of users in a cellular
network based on data generated using various mobile applications. Each user may generate data that follows
a distinct distribution and it is common to learn separate models for each user. However, people may ex-
hibit similar behaviors and similarities among models commonly exist [15]. In this case, cooperation among
agents could be leveraged to promote the learning performance over the network.

Given data privacy concerns, cooperation among agents in a network relies typically on exchanging model
parameters instead of data. In a distributed learning network, an agent communicates model parameters with
its local neighbors and also updates these parameters by incorporating the neighbors' information [16]. A
variety of frameworks has been proposed in the literature for distributed learning and optimization. For
example, [18, 52—-54] considers a network consisting of one central server with multiple distributed learners
(agents) connected to the server. At each iteration, learners sample data and compute the gradient of the
local empirical loss. And the parameter server collects and aggregates the gradients from the learners and
updates the model that will be sent to the learners for the next iteration's gradient computation. In contrast, a
fully-decentralized network was considered in [2, 55-57] such that each agent communicates only with their
one-hop neighbors for information exchanging. Different underlying models being learned by the network
are also studied in the literature. In most cases [52, 58-60], discriminative models, such as linear regression,
SVM, or neural networks are used, whereas a generative model based on Bayesian learning is considered in
[61]. Besides, there are different messages to be aggregated, including gradients [54, 59, 62—-64] and model

parameters [55-58]. In addition, it is usually assumed in the literature that every agent in the network is access
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to data from the same distribution [18, 52—-54], which is also referred to as the single-task model; however,
there is a particular eld in distributed learning [55, 56, 59, 60] adopts the multi-task setting where agents
learn from distinct but related data distributions. Further, both synchronous and asynchronous communication
among agents are considered in the literature [65—68].

Although cooperation among agents helps improve the overall learning performance [69], it is also sus-
ceptible to attacks where non-cooperative or adversarial neighbors sharing wrong information can disrupt
the convergence of the algorithm. Average-based information aggregation rules have been widely used in
distributed learning [69—71], yet it has been shown that a single misbehaving agent can adversely impact the
convergence of the average-based aggregation rules [1, 72]. Therefore, it is crucial to design resilience in dis-
tributed learning that can ensure the convergence of normal agents towards their target models. The problem
of achieving resilient cooperation in distributed learning networks is a hot topic in recent years and there are
extensive works in this eld. In general, approaches solving this problem fall into two categories. One is by
resilient consensus algorithms that assumes a majority of the agents are normal and computes the resilient
aggregated result as a linear combination of the normal messages. The other approach tries to measure the
similarities among agents and aggregates the information by how much agents are related. While the second
approach can be used in either the single-task or the multi-task setup, the consensus-based (majority-based)
resilient aggregation rules are not directly applicable to the multi-task networks since each agent ts a distinct
model and agents might not form a majority group in such a network. Later in this section, we will review

some classic and widely used methods for the two major approaches.

2.2.1 Consensus-based Resilient Cooperation

The objective in resilient distributed learning is to ensure that every normal agent converges to its actual
target model. In a typical setup, agents are deployed in a fully-decentralized network, and they solve a
network optimization problem with access to local data sets and exchanging model parameters with neighbors
[73]. To achieve resilient distributed learning, one needs to ensure that the aggregated model parameter is
not in uenced by any adversarial agent. One approach is to discard cooperation with possible Byzantine
neighbors using the idea of trimming. In such an approach, it is assumed that a maximhuyzdntine
agents can be present in the neighborhood of a normal agent. Algorithms are then designed for a normal
agent to rank its neighbors based on some trust criteria and a normal agent discards the valuek feastits
trusted neighbors. Such a setup poses some limitation as one needs to assume that the number of adversarial
agents cannot be greater than the a given bound. Despite this limitation, these bounds could be useful as they

provide insight into the resilience or the ability of the network to perform normally even in the presence of
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adversarial agents. Various metrics have been proposed in the literature to evaluate a agent's trustworthiness,
including metrics based on the product of the weight and the loss [1, 2], model parameters [57], gradients and
their norms [54, 74], and a combination of gradient and model parameters [75]. For example, [57] proposes
a trimming algorithm where agents reject received values that are too large or too small, which follows the
idea of the W-MSR algorithm; and [54] presents a screening algorithm called Zeno that ranks the scores of
the aggregated gradients as the measurements of their trustworthiness and tismayelst scores.

Moreover, various majority-based aggregation rules have been proposed, similar to the median-based
approach used in resilient scalar consensus, that preclude states far away from the cluster of the normal
agents' states to achieve the resilience of distributed learning. Well-known majority-based aggregation rules
include the coordinate-wise median [52, 63, 64], coordinate-wise trimmed mean [52, 57], geometric median
[58, 62], Krum and multi-Krum [72], Bulyan and multi-Bulyan [76, 77]. For instance, coordinate-wise
median [52] computes the medians for each dimension of the aggregated parameters. It is designed to be
resilient when less than half of the agents are adversarial. Similarly, coordinate-wise trimmed mean [52]
follows the idea of the W-MSR algorithm that trinfislargest and smallest values and computes the mean
of the remaining values for each dimension, which is designed to be resilient tof uadeersarial agents.

[62] uses the geometric median and approximate geometric median as the aggregation result, which is a
generalization of the median in higher dimensions. The geometric median guarantees the aggregated state to
lie inside the Euclidean ball of radiusblowed up by a constant factor only as long as there are the majority

of points inside the Euclidean ball, thus guarantees that the geometric median is close to the majority of the
normal points when less than half of the agents are adversarial. Similarly, [18] proposes a method called
Krum that tries to preclude the vectors that are too far away. To nd the points that are far away from the
majority of the points, they compute the sum of the squared distances between each point anél its2

closest points, where is the number of aggregated states &nid the upper bound of the quantity of the
adversarial agents. It then computes the aggregation result to be the point that has the minimum value of
the summed squared distance. This guarantees that all the points that are far from the cluster of the majority
of the points are discarded. Krum is considered to be resiliamtif 2f + 2. A variant of Krum, namely
multi-Krum, selectsn points instead of only one point that score the best, and computes the average of these
points as the aggregation result [18]. It can be easily found that the cased andm = n correspond

to Krum and averaging respectively. When selectinge n f, multi-Krum achieves the same resilience

as Krum does. Further, Bulyan and multi-Bulyan are proposed on top of Krum [76, 77]. Instead of ranking
and ltering out the suspicious messages, these rules differ from the ranking methods in the way that they
do not need the ranking step and the aggregation result directly precludes states far away from the cluster of

the majority of the states by the intrinsic properties of the aggregation rules. However, studies have already
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reported all of the above-mentioned methods are not resilient to attacks under certain conditions [78—80]. We
summarize the consensus-based resilient distributed learning algorithms in Table 2.3.

Note that instead of manipulating the aggregation rules, one can also use computation redundancy to
realize resilient convergence for distributed learning algorithms, which typically involves coding theory and
algorithmic redundancy [81-83]. An example of such a framework is DRACO [81] in which the parameter
server uses redundant gradients received from agents to eliminate the effects of adversarial updates. Another
algorithm proposed recently is the RSA algorithm that introduce$,armorm regularization term into the
objective function for the resilience purpose [84]. It eliminates the effect caused by the magnitudes of ma-
licious messages sent by the Byzantine agents, as a result, only the number of Byzantine agents, but not the

magnitude, in uence the model update, making the algorithm robust to large outliers.

Table 2.3: Consensus-based resilient aggregation rules for distributed learning algorithms.

Aggregation Algorithms Resilience Condition Computational Complexity
W-MSR [57] n o 2f +1 O(nd)
Coordinate-Wise Trimmed Mean [52] n 2f+1 O(nd)
Coordinate-Wise Median [52, 63, 64] n 2f+1 O(nd)
Zeno [54] n f+1 O(nd)
Geometric Median [58, 62] n 2f +1 O(n?d)
Krum [18] n 2f +3 O(n?d)
Multi-Krum [18] n 2f +3 0O(n?d)
Bulyan [76] n 4f +3 O(n?d)
Multi-Bulyan [77] n 4 +3 O(n?d)

2.2.2 Distributed Multi-Task Learning and Clustering

Multi-task learning (MTL) deals with the problem of learning multiple related tasks simultaneously to
improve the generalization performance of the models learned by each task with the help of the other auxiliary
tasks [85, 86]. The extensive literature in MTL can be broadly categorized into two categories based on how
the data is collected. Theentralizedapproach assumes the data is collected beforehand at a centralized
entity. Many successful MTL applications with deep networks, such as in natural language processing and
computer vision, fall into this category [87—90]. This approach usually learns multiple objectives from a
shared representation by sharing layers and splitting architecture in the deep networks. An example is to learn
the depth and semantics from RGB images simultaneously [86]. On the other hadidttibeitedapproach
assumes data is collected separately by each task in a distributed manner. This approach is naturally suited

to model distributed learning in multi-agent systems such as mobile phones, autonomous vehicles, and smart
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cities [49-51].

Although it is often assumed that a clustered, sparse, or low-rank structure among tasks ig kmimsin
[91-93], such information may not be available in many real-world applications. Learning the relatedness
among tasks online from data to promote effective cooperation is a principle approach in MTL when the rela-
tionships among tasks are not knowpriori. There has been extensive work in online relationship learning
that can be broadly categorized into centralized and distributed methods. The rst group assumes that a cen-
tralized server collects the task models and utilizes a convex formulation of the regularized MTL optimization
problem over the relationship matrix, which is learned by solving the convex optimization problem [94-96].
The second group relies on a distributed architecture in which agents learn relationships with their neighbors
based on the similarities of their models and accordingly adjust weights assigned to neighbors [60, 97—99].
Typical similarity metrics, such ad divergence [55, 56, 100] and Wasserstein distance [56, 101], can be
used in MTL in the same way they are used in domain adaptation, transfer learning, and adversarial learning.
However, such metrics are mainly designed for measuring the divergence in data distributions and are not
suitable for online relationship learning due to ef ciency and privacy concerns in data sharing.

Distributed clustering is a relevant problem in the scope of MTL. Clustering is a well-known unsuper-
vised learning technique for grouping a set of data points [102]. Compared to the traditional clustering
problem, distributed clustering deals with the problem of grouping a set of networked agents in a multi-task
network running individual optimization tasks into clusters by their tasks relatedness [60, 97, 103, 104]. In
a distributed clustering network, agents perform local tasks while simultaneously learning which neighbors
they should cooperate with by measuring their similarities. Compared to traditional clustering, distributed
clustering is more challenging since any clustering error could lead an agent towards an undesired model.
Measuring the Euclidean distance between the model parameters of agents is a principle method used in dis-
tributed clustering. For example, in [103], if the Euclidean distance is less than a pre-de ned threshold, then
the two agents will be clustered into the same group. Similarly, in [104], an accumulated Euclidean distance
within a time-based sliding window is used. In addition, adaptive weights based on Euclidean distance are

used in [97] and [60] for distributed clustering.

2.2.3 Task Similarity-based Resilient Cooperation

Distributed learning and optimization over networks rely on in-network processing and cooperation
among neighboring agents. However, cooperation is bene cial only when agents share a common objec-
tive. Under the MTL setup, agents may belong to different clusters that pursue different objectives. And as

a result, indiscriminate cooperation will damage the learning of agents and lead to an undesired outcome.
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Thus, an effective clustering scheme is needed that enables agents to identify which cluster of neighbors to
cooperate with and which other neighbors they should ignore, in order to bene t from the cooperation with
neighbors. For instance, [60] proposes a method that assigns adaptive weights based on the similarity be-
tween models measured by Euclidean distance. Neighbors estimating a similar model with small Euclidean
distance are assigned large weights while those with large Euclidean distance are assigned small weights. By
doing so, only agents pursuing similar objectives cooperate, which the cooperation to be bene cial. Several
variants focusing on adaptive weights using Euclidean distance in multi-task networks can be found in [97,
103-105]. However, it was studied in [1, 2] that measuring model similarity using Euclidean distance actu-
ally introduces other vulnerabilities that can be exploited by adversaries. Byzantine agents can employ the
property of adaptive weights to send similar models to normal agents in order to gather a large weight. And
by doing so, Byzantine agents can lead normal agents to converge to anywhere desired by the adversary via
gradient-based attacks. Other similarity metrics, such alivergence [55, 56, 100], Wasserstein distance

[56, 101], cosine similarity [59] and Kullback—Leibler divergence [106] were proposed in the literature as a
measurement of the similarity between two data distributions, which are widely used in multi-task learning,
robust learning, domain adaptation, transfer learning, privacy preserving, and so on. In particuthr, the
divergence between the two distributions is measured to be large, if a predictor that performs well on one
and badly on the other exists, whereas if all functions in the hypothesis class perform similarly on both of the
distributions, then thél divergence is measured to be small [56]. The intuition behind Wasserstein distance

is the optimal transport problem that for a distribution of mass on a space, to transport the mass in such a
way that it is transformed into another distribution on the same space with the minimum cost, which is the
amount of mass it needs to transport times the mean distance it has to be moved [56]. The cosine similarity
measures the relative direction between two gradients. Consider the simple case when a server aggregates
two workers' gradients to update its model. In a stationary solution, the server has a zero aggregated gradient.
This is either when the two gradients are zero or the two gradients are of the same norm and point into oppo-
site directions. Cosine similarity is used to check if the two points to opposite directions and therefore could
resiliently cluster the gradients [59]. A summary of the resilient distributed learning algorithms we review in

this section is given in Figure 2.1 and Table 2.4.

2.3 Resilient Distributed Reinforcement Learning

With recent exciting achievements of deep learning bene ting from big data, powerful computation, and
new algorithmic techniques, we have been witnessing the renaissance of reinforcement learning (RL), espe-

cially combined with deep neural networks. As a data-driven method, RL provides solutions for controlling
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Table 2.4: Summary of related work on resilient distributed learning.

Param. Exchanged Task Type Network Topology
Paper Model Gradient Single Multiple Central Server Fully-decentralized
[18, 52-54, 62-64] - X X - X -
[58] X - X - X -
[57] X - X - - X
[1, 2,55, 56, 60, 97, 103-105] X - - X - X
[59] - X - X X -

agents in complex environment without the need of developing high- delity physical models, and is capable
of dealing with subtle considerations.

Markov decision processes (MDPs) are widely used for modeling RL problems. MDPs can be described
formally as a tupleM = IS; A; P; Ri, whereS is the state spacé is the set of actionP : S A! S
is the transition functionan® : S A S| R represents the reward function [107]. In RL, a learning
agent interacts with an unknown environment modeled by a MDP in discrete time step. At eath step
the agent receives an observat®nfrom the environment, and takes an act@mn2 A, resulting in the
environment moves to next stase,; with probability P (s;;a;; St+1 ), and the agent gets an immediate
rewardri+; = R(S;;a;Si+1 ) associated with the transition. The return (discounted long-term reward)

R = i Lo 'ri, where is the discounted factor that determines how much future rewards are counted.
The general objective of RL algorithms is to learn an optimal policg : S! A that maximize the
expectation of the returmmax , E (R).

The technique of training multiple RL agents distributedly for a common objective has been extensively
studied in recent years. Related work in distributed RL can be broadly grouped into two categories. In the
rst category, multiple agents operate in similar but independent MDPs whose actions do not affect each other
[108, 109]. Such an approach is widely used in recent RL techniques for parallel exploration and computation
to accelerate exploration and speed up learning, especially combined with deep neural networks. It is also
naturally suited to be used in multi-agent networks where networked agents perform similar RL tasks in
independent environments. We will discuss this approach in detail in Section 2.3.1. The second category
considers training RL algorithms for multiple agents in a single MDP, which can be further divided into
team learning and concurrent learning [110]. Team learning, using a single learner to learn the behaviors
for the entire team, is not a distributed learning approach and is out of the scope of this thesis. In contrast,
concurrent learning deals with the problem of making each agent learn in a shared MDP concurrently. There
are limitations to both of the two approaches. Team learning suffers from the scalability issues when the

number of agents is large; yet for concurrent learning, multiple learners taking actions in the same MDP
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Figure 2.1: Resilient aggregation rules in distributed learning algorithms.

will cause the environment to be non-stationary, thus violating the assumptions behind the traditional RL
algorithms. Many emerging techniques have been proposed for concurrent learning which we will discuss in
detail in Section 2.3.2. A taxonomy of the distributed RL problems considered in the literature is given in

Figure 2.2.

2.3.1 Distributed Reinforcement Learning in Independent MDPs

The technique of training multiple RL workers in independent MDPs in parallel to expand experience
memory and improve learning ef ciency has been widely used, especially combined with deep neural net-
works. A major body of such works considers using a centralized parameter server for model updates and
multiple actors to execute in multiple instances of the environment in parallel to collect state-action pairs.
For example, [109] considers the parallel training of a distributed Deep Q Network (DQN) where a single
parameter server collects the gradients of the Q network from distributed actors and updates the parameters

of the Q network; and the distributed actors explore in independent MDPs and store the collected state-action
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Figure 2.2: Distributed reinforcement learning algorithms.

pairs in the same experience replay memory and compute the gradients of the model. Another well-known
instance of such a paradigm termed A3C (Asynchronous Advantage Actor-Critic) is proposed in [111] where
they present an asynchronous variant of the actor-critic algorithm using asynchronous actors. Distributed RL
in fully-decentralized networks has also been studied in the literature [108, 112—-114]. For example, [112]
proposes a distributed implementation of Q-learning called QD-learning where every normal agent collabo-
ratively updates tabular Q-values that being shared with their neighbors. Further, [108] proposes a distributed
parallel RL method for policy evaluation with linear value function approximation. Moreover, [113] proposes

a distributed actor-critic framework that aims to learn a policy that performs well on average for the whole set
of tasks. Most of these works assume a single-task network, whereas [114] considers multi-task RL where
each agent is trained to solve its own task while constrained to stay close to the shared policy.

Besides the advantages of expanding the replay memory and speed up learning, training distributed RL
algorithms distributedly in independent MDPs has many practical applications in multi-agent networks, es-
pecially for recommender systems [115-117]. Although personalizing customer interactions at scale through
the data analysis of users' online behavior patterns has been realized by machine learning, recommending
special content types such as news and online short videos is still challenging. Reasons are that user pref-
erences in topics change frequently and the features of those contents are dynamic by nature and become
rapidly irrelevant. RL, in particular, can be tinto such scenarios in real-time. For example, consider learn-
ing the behavior of users using RL algorithms in a cellular network based on data generated using various
mobile applications. Each user may generate data that follows a distinct distribution and it is common to
learn separate models for each user. However, people may exhibit similar behaviors and similarities among
models commonly exist [15]. In this case, cooperation among agents could be leveraged. However, given
data privacy concerns, cooperation among agents in a network relies typically on exchanging model param-

eters instead of data. As a result, sharing experience memory by storing the state-action pairs in a common
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memory accessible to each agent [109] is not applicable to such privacy-sensitive real-world applications. In
a distributed learning network, an agent communicates model parameters with its local neighbors and also
updates these parameters by incorporating the neighbors' information [16]. It has been demonstrated that

such cooperation enables improved learning performance over the network [73].

2.3.2 Distributed Reinforcement Learning in A Shared MDP

Another line of research in distributed RL is the concurrent learning problem, also known as the multi-
agent reinforcement learning (MARL) problem, where multiple interactive agents work collaboratively or
competitively in the same environment modeled by a single MDP. One straightforward method in solving
this problem is to learn an individual policy for each agent by their individual actions without considering
the other agents' actions, which has been successfully applied to the two-player pong game [118]. However,
multiple agents taking actions in the environment rendering the environment non-stationary, making the ex-
perience buffer obsolete frequently and leading to convergence problems. To address such problems, several
methods have been proposed, such as by taking other agents' actions into account when updating one's critic
network [119], or using importance sampling to naturally decay obsolete data in experience buffer [120].
For example, [119] proposes a multi-agent policy gradient algorithm where agents learn a centralized critic
network based on the observations and actions of all agents. Their method has better empirical results than
traditional RL algorithms, such as DQN, Actor-Critic, a rst-order implementation of Trust Region Policy
Optimization (TRPO), and Deep Deterministic Policy Gradient (DDPG), in a variety of cooperative and
competitive multi-agent environments. In addition, [121] proposes a two-stage multi-goal multi-agent policy
gradient approach where at the rst stage, a single agent learns for their goal attainment; and at the second
stage, a credit assignment method is used to learn a centralized policy by the cooperation among agents.
Moreover, algorithms that use parameter sharing among agents in MARL can be found in [122-125], where

communication among agents contributes to improved overall performance.

2.3.3 Resilience in Distributed Reinforcement Learning

Although research in Byzantine resilient aggregation for distributed learning algorithms is very broad,
studies focusing on resilient distributed RL are limited. A recent work presented in [126] uses trimmed
mean to achieve resilience, where a centralized server exists in the network. In addition, a resilient version
of QD-learning in a full-decentralized network has been proposed in [127], which is based on the W-MSR

algorithm.
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2.4 Comparison to This Dissertation

The work presented in this thesis addresses multiple resilient consensus, learning and optimization prob-
lems in distributed multi-agent systems through designing resilient cooperation mechanisms and aggregation
rules. Specially, we seek to develop ef cient aggregation rules for distributed consensus, learning and op-
timization systems with strong resilience guarantees that can secure the system from Byzantine attacks. In
particular, compared to the previous work that directly applies consensus algorithms into distributed learn-
ing and optimization systems for resilient cooperation purpose, which faces the dilemma that 1) resilient
scalar consensus algorithms cannot guarantee resilient vector consensus, and 2) it is not practical to use
resilient vector consensus algorithms for high-dimensional model parameters given its exponential compu-
tational complexity in the dimension, we propose resilient aggregation methods for distributed learning and
optimization by measuring the similarities among agents, which addresses the dilemma between resilience
and computational complexity. In addition, we study the cooperation in fully-decentralized multi-agent learn-
ing and optimization systems and provide analytical and empirical evidence to demonstrate the bene ts from

such cooperation, in distributed supervised learning, clustering, and reinforcement learning networks.
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Chapter 3

Resilient Vector Consensus in Multi-Agent Networks Using Centerpéints

In this chapter, we study the resilient vector consensus problem in multi-agent networks and improve
resilience guarantees of existing algorithms. In resilient vector consensus, agents update their states, which
are vectors irRY, by locally interacting with other agents some of which might be adversarial. The main
objective is to ensure that normal (non-adversarial) agents converge at a common state that lies in the convex
hull of their initial states. Currently, resilient vector consensus algorithms, such as approximate distributed
robust convergence (ADRC) are based on the idea that to update states in each time step, every normal node
needs to compute a point that lies in the convex hull of its normal neighbors' states. To compute such a point,
the idea of Tverberg partition is typically used, which is computationally hard. Approximation algorithms for
Tverberg partition negatively impact the resilience guarantees of consensus algorithm. To deal with this issue,
we propose to use the idea of centerpoint, which is an extension of median in higher dimensions, instead of
Tverberg partition. We show that centerpoint provides a better characterization of the necessary and suf cient
conditions guaranteeing resilient vector consensus and is computationally more ef cient. We analyze these
conditions in two, three, and higher dimensions separately. We also numerically evaluate the performance of

our approach.

3.1 Introduction

Resilient consensus in a network of agents, some of which might be adversarial or faulty, has several ap-
plications in multirobot networks, distributed computing, estimation, learning and optimization (for instance,
see [2, 27, 32, 128, 129]). The main goal of resilient consensus is to ensure that all normal agents in a net-
work agree on a common state despite the presence of some adversarial agents, which aim to prevent normal
nodes from consensus and whose identities are unknown to normal agents. Resilient consensus is achieved
if appropriate state update laws are designed for normal agents and the underlying network topology satis es
certain connectivity and robustness conditions. For instance, when agents' states are scalars, [130] presents a
resilient distributed algorithm guaranteeing convergence of normal nodes to a common state.

If agents' states are vectors or pointsRA, d 2, then the resilient consensus objective is to ensure that

1©2020 IEEE. Adapted with permission, from [Mudassir Shabbir, Jiani Li, Waseem Abbas and Xenofon Koutsoukos, "Resilient
Vector Consensus in Multi-Agent Networks Using Centerpoints,” 2020 American Control Conference (ACC), 2020, pp. 4387-4392,
doi: 10.23919/ACC45564.2020.9147441].
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normal agents converge at some point in the convex hull of their initial states. A simple approach could be to
rund instances of scalar resilient consensus, one for each dimension. However, as a result of this approach,
normal agents might converge at a point outside of the convex hull of their initial states, as discussed in [22].
Thus, we cannot rely on resilient scalar consensus algorithms to achieve resilient vector consensus. Various
solutions have been proposed to achieve resilient vector consensus, which has been an active research topic,
for instance see [22, 28, 32-34].

In this chapter, we study the resilient vector consensus problem and a recently proposed solution referred
to as theApproximate Distributed Robust Convergence (ADRIGYrithm in [32]. We show that the resilience
of the algorithm, in terms of the number of adversarial agents whose presence does not prevent normal agents
from converging to a common state in the desired convex hull, is improved with some simple modi cation.

In particular, if normal agents implement ADRC as in [32], tht?n consensus is guaranteed if the number of
m

adversarial agents in the neighborhood of a normal agient;, Jz—d” 1, wherejNj is the number of

nodes in the neighborhood 'Qfalndd is the dimension of state ve?:tor. We show that in the cask0P; 3,
o.m oom

consensus is guaranteechjf 'd'\i—'lj 1, and ford > 3if ny, (jﬁN;il 1 wherer can be any integer.

ADRC is an iterative algorithm, and in each iteration, a normal node needs to compute some point in
the convex hull of points corresponding to its normal neighbors' states. To compute such a point, which is
referred to as theafe point authors in [32] utilize the idea dfverberg partitionof points inRY (discussed
in Section 3.3). We argue that instead of computing Tverberg partition, it is much better to use the notion
of centerpointin RY to compute safe points. The notion of centerpoint and its properties have been an
active research topic in discrete geometry [131, 132]. A centerpoint essentially extends the notion of median
in higher dimensions. We show that safe points, as used in ADRC algorithm, are essentially the interior
centerpoints. This perspective provides a complete characterization of safe points, and hence allows us to

improve the resilience bound of the algorithm.

» We show that the resilience of ADRC algorithm can be improved by using the notion of centerpoint instead

of Tverberg partition. We discuss these improvements in two, three and higher dimensions separately.

* Using centerpoints, we show thjatjj  n¢, (d+1)+1 is not only suf cient but also necessary to compute
a safe point, which is a key step in the ADRC algorithm. Heyeis the number of adversaries in the
neighborhood of a normal node We also provide an overview of various algorithms reported in the

literature to compute centerpoints in different dimensions.

» We compare and numerically evaluate our results with the existing algorithm by simulating resilient vector

consensus in multirobot networks.
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The rest of the chapter is organized as follows: Section 3.2 introduces notations and preliminaries. Section
3.3 provides an overview of the ADRC algorithm. Section 3.4 discusses the notion of centerpoint for ADRC
and presents main results in the chapter. Section 3.5 gives a numerical evaluation of our results, and Section

3.7 concludes the chapter.

3.2 Notations and Preliminaries

We consider a network of agents modeled ljracted graphG = ( V; E) with self-loops allowed, where
V represents agents aldrepresents interactions between agents. Each agent has ad-dimensional
state vector whose value is updated over time. The state of eachiageithet is represented by a point
xi(t) 2 RY. An edge(j;i ) means thai can observe the state valuejofTheneighborhoodf i is the set of
nodesN; = fj 2 Vj(j;i) 2 Eg. For a given set of point&  RY, we denote itgonvex hulby con(X ).
A set of points inRY is said to be irgeneral positionsf no hyperplane of dimensiod 1 or less contains
more thard points. A pointx 2 RY is aninterior pointof a setX ~ RY if there exists an open ball centered
atx which is completely contained i . We use terms agents and nodes interchangeably, and similarly use
terms points and states interchangeably.
Normal and Adversarial Agents. There are two types of agents in the network, normal and adversarial.
Normal agents are the ones that interact with their neighbors synchronously and always update their states
according to a pre-de ned state update rule, that is the consensus algohittversarialagents are the ones
that can change their states arbitrarily and do not follow the pre-de ned state update rule. Moreover, an
adversarial node can transmit different values to its different neighbors, which is referred t@gzdinéine
model. The number of adversarial nodes in the neighborhood of a normali iedkenoted by, . For
a normal node, all nodes in its neighborhood are indistinguishable, that éannot identify which of its
neighbors are adversarial.
Resilient Approximate Vector Consensus The goal of the resilient vector consensus is to ensure the fol-

lowing two conditions:

« Safety et X (0) = fx1(0);x2(0); ;xn(0)g RY be the set of initial states of normal nodes, then
at each time step, and for any normal nodg the state value of, denoted byx; (t) should be in the

conyX (0)).

» Agreement For every > 0, there exists some, such that for any normal node paiy , jjx; (t) x; (t)jj <

,8t>t .
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3.3 Background and Approximate Distributed Robust Convergence (ADRC) Algorithm

In this section, rstwe provide an overview of a resilient vector consensus algorithm known as the approx-
imate distributed robust convergence, recently proposed in [32]. Then, we discuss improvement in resilience
guarantees of the algorithm by reconsidering its computational aspects.

The ADRC is an iterative algorithm, in which a normal nadgathers the state values of its neighbors in
each iteratiort, and then computes a point that lies in the interior of the convex hull of its normal neighbors’
states. After computing this point, which is referred to asgafe points;(t), nodei updates its state as

follows:

xi(t+1) = i(O)si(t) + @ i(O)xi(t); (3.1)

where, (t) is a dynamically chosen parameter in the ra(@e1].? It is shown in [32] that if all normal
nodes follow this procedure, they converge at a common point and achieve resilient consensus (satisfying
safety and agreement conditions stated in the previous section).

Computation of a safe point in each iteration is the key step in the algorithm. For this, [32] utilizes results
from discrete geometry, in particular the idealoferberg partitiond133] and related results. We rst state
the main result regarding the partitioning of pointsRfi, and then discuss the application of this result, as

adapted in [32], for computing safe points.

Proposition 3.1. ([134-136]) If we have a seX of n points in general positions iRY, wheren ~ (r
1)(d+1)+1 andd 8, thenitis possible to partitioXX intor pairwise disjoint subset 1; X »; Xy

such that the intersection of convex hulls of thesebsets is non-empty and is at ledstimensional.

Such a partition is @verberg partition Now, consider a normal nodén our network havingn neighbors
in its neighborhood out of which at most are adversarial. Each node corresponds to a pointRd.
The goal for a node is to compute an interior point in the convex hullf n¢ normal points. Ifn
ns (d+ 1) + 1, then by Proposition 3.1, we will have a partitionrofpoints inton; + 1 subsets such that
the intersection of convex hulls of these subsets is non-empty ahdimensional. We call this intersection
region asTverberg region Since there are at most adversarial nodes and we have + 1 subsets in the
partition, one of these subsets consists of points corresponding to normal nodes only. Let us denote this
subset byX . Note that the Tverberg region lies in the convex hulXof, and convK ) itself lies in the
convex hull of all normal nodes points. Consequently, every interior point in the Tverberg region is a safe

point. Thus, to compute a safe point, a normal nbdemputes a Tverberg partition, which is possible if

2The choice of ; (t) depends on applications, for instance, in multirobot systems, it is selected such that the physical constraints
including maximum allowable displacement by a robot is not violated.

3For the ease of notation, we drop the subsdrifiom n; and n¢; denoting the total number of neighbors and the number of
adversarial neighbors of nodeespectively from here onward. Note that, in general these values can be different for different nodes.

26



n nf(d+1)+1 . Inotherwords, a normal node can compute a safe point in the presencedfersarial

neighborsifny d gl-e 1. Figure 3.1 gives an illustration of these ideas.

Figure 3.1: (a) Five normal (blue) and a single adversarial node. Shaded area is the convex hull of normal
nodes. (b) Tverberg partition consisting of two subsets, out of which one contains only normal nodes. Convex
hulls of both subsets have a non-empty intersection, corresponding to a Tverberg region. (c) Intersection of
Tverberg region and the convex hull of normal nodes.

However, computing a Tverberg partition in general is an NP-hard problem. The best known algorithm
that computes it in a reasonable run time is an approximate algorithm [137], which has a time complexity of
d°® n. The algorithm is approximate in a sense that to have a partitionpoints intor subsetsn ~ 29r
(ascomparedta (r 1)(d+1)+1 inProposition 3.1). Consequently, to compute a safe point in the
presence of; adversarial neighbors, a normal node needs to have atrieast(n; + 1)29 nodes in its
neighborhood. In other words, with a total wfneighbors, a node can compute a safe point, and hence

achieve resilient consensus (using ADRC) if thereraradversarial nodes in its neighborhood, where

n¢ — 1 (3.2)

Note that (3.2) indicateesilienceof the ADRC algorithm that relies on approximate Tverberg partitions to
compute safe points. For instance, the algorithm guarantees resilient conseRSui$ far every normal

node, less thaB5% of its neighbors are adversarial.

3.3.1 How Can We Improve the Resilience of ADRC?

Here, we ask if it is possible to improve the resilience of the ADRC algorithm? What modi cations will
allow us to guarantee consensus even if the number of adversarial nodes in the neighborhood of a normal node
is greater thamlzze 1?7 Next, we show that it is possible to achieve a better resilience bound if we use a
slightly different way of computing safe points, that is by using the notioreoterpoininstead of Tverberg
partition. Moreover, centerpoint provides a better characterization of necessary and suf cient conditions for

computing safe points.
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3.4 ADRC Using Centerpoints

In this section, we explain the notion otanterpointand its relation to safe point. Then, we discuss that
computing a safe point through centerpoint is more desirable as it results in improving the resilience of the

ADRC algorithm.

3.4.1 Safe Point and the Interior Centerpoint

The notion of safe point is pivotal in the ADRC algorithm, so we demesafe point as in [32] below.

De nition 3.1. (ns -Safe point)Given a set of points ind dimensions, of which at most correspond to
adversarial nodes, an; -safe point is a point that lies in the relative interior of the convex hu{lrof n;)

normal points. We refer to al}-e  1)-safe point inRY as an optimal safe point or just safe point.

As we discussed in the last section, a point that lies in the interior of the Tverberg regantdf) subsets
is always am; -safe point Here, we provide a better characterizationsgbafe point using centerpoint,

which is de ned below.

De nition 3.2. (Centerpoint)Given a se of n points inRY in general positions, a centerpoiptis a point,
not necessarily fron$, such that any closed half-spdoef RY that containgp also contains at leasigi-e

points fromS.

Intuitively, a centerpoint lies in the “center region” of the point cloud, in the sense that there are enough
points of S on each side of a centerpoint. A centerpoint, essentially, extends the notion median to higher

dimensions. A related notion of centerpoint depth is de ned as follows:

De nition 3.3. For a given pointset, centerpoint depth or simply depth of a ppietthe maximum number

such that every closed halfspace containingpntains at least points.

Thus, a centerpoint has depth at ledigt-e. The existence of such a point for any givenSés$ guaran-

teed by the famous Centerpoint Theorem (see [138, 139]).

Theorem 3.1. (Centerpoint Theorentjor any given point set in general positions in an arbitrary dimension,

a centerpoint always exists.

A centerpoint doesn't need to be unique, in fact, there can be in nitely many centerpoints. The set of all
centerpoints constitutes tleenterpoint regioror simply thecenter region It is known that center region is

closed and convex. We observe that the safe point from [32] is actually an interior centerpoint.

“Recall that closed half-spaceRf is a set of the fornix 2 R4 : a" x  bg for somea 2 RY nf0g.
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Theorem 3.2. For a given set of pointS in RY, ann; -safe point is equivalent to an interior centerpoint for

ne = dgire 1

Proof: See [3].
Theorem 3.2 provides a complete characterization of a safe point in the presencadversarial nodes.
Here, we would also like to note that = d%l 1is the best possible fraction, that is, there exist general

node positions where allowing more adversary nodes would mean that there is no safe point at all.

Proposition 3.2. For a set ofn nodes in general positions, ik d g7r-e, then there exist general examples

in which ann; -safe point does not exist.

Proof. Imagined + 1 copies of 1 points at the vertices of a non-degenemsmplex. If there areyi-
adversarial nodes whose identities are unknown, then there is no point that lies in the convex hull of remaining
points. Note that points in this examples can be arbitrarily perturbed to ensure that general positions condition

is not violated. O

Figure 3.2 demonstrates Proposition 3.2 for the planar case. Further, we note that every point in the
intersection of an appropriate Tverberg partition is a centerpoint and thus, also a safe point. However, the

converse is not true; a centerpoint or a safe point need not be a Tverberg point in general.

Figure 3.2: S is partitioned intoX; Y;Z each of which containe=3 points. If there aren=3 adversarial
nodes then points in either of these three sets can all be adversarial. We requirerthatadie point must

lie in the convex hull of normal nodes for all three possibilities. This is not possible because intersection of
three possible sets of normal nod¢qd Y,Y [ Z,Z [ X is empty. Therefore, there is mg -safe point in

this case.

In [32], normal nodes compute safe points using approximate Tverberg partitions [137], which deteriorate
the resilience of ADRC algorithm fromy d gire 1ltony d zze 1. However, with this new
characterization, we can use centerpoints to compute safe points. Thus, if we are able to compute centerpoint

exactly (in a reasonable run time), then we are able to improve the resilience of ADRC algorithm, that is,

>

N

1 (3.3)

o
+
=
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as compared to (3.2).
Next, we discuss the existence and computation of interior centerpoints in two, three and higher dimen-

sions separately.

3.4.2 Centerpoint-based Resilient Consensus in 2-D

In [32], authors show that am -safe point can be found iR? when the number of adversarial nodgs
is at mostmin dje;bjc  1wheren is total number of nodes in the neighborhood of a normal node. As
is evident, this is a loose bound on the resilience of such a consensus algorithm. Unfortunately, that is the
best that can be hoped for if one is to seek a safe-point using an approximate Tverberg partition. Tverberg
partitions are, in general, thought to be computationally expensive. However, we have showed in Theorem 3.2
that safe points and the interior centerpoints always coincide, and in the following subsection, we summarize
a well-known linear time algorithm to nd a centerpoint in the plane. It should be pointed out that complexity
of nding a centerpoint in general dimensions is unknown, although computing centerpoint depth of a given

point is coNP-Complete. In this section, we propose the following result to compute a safe point in the plane:

Theorem 3.3. Given a set ofi points in two dimensions in general positions,rgnrsafe point exists when-
ever the number of adversarial nodesnis d e 1. Moreover, such a safe point can be computed in

linear time.
Proof: See [3].

Remark 3.4. The set of Tverberg points is a subset of the centerpoint region. Thus, the existence of an
interior centerpoint in the plane, as shown above, is also implied by the existence of an interior Tverberg
point in dimensions two to eight. We hope that the alternative proof above may help extend this result to
dimensions greater tha® for which the existence of an interior centerpoint and interior Tverberg point are

unknown.

3.4.3 Computing Centerpointin 2-D

Here we address the computational aspects of the centerpoint in two dimensions. Due to a seminal result
in [140], it is possible to nd a centerpoint for a non-degenerate pointset in the opOfral time. We
remark that this result is also signi cant because it makes nding a centerpoint in linear time possible even
when checking whether a point is a centerpoint can not be done in better(thdagn) time. Here, we

brie y outline this method to compute a centerpoint of a set of points; the details can be found in [140].
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The algorithm is based on the idea that by pruning or replacing some of the “marginal points”, a center-
point of the remaining points is still a centerpoint of the original pointset. In each iteration one can compute
the points that are to be discarded or replaced, which will reduce the size of the set by a fraction. We continue
the pruning procedure until the size of the set becomes smaller than a xed constant, one can then compute
a centerpoint by any straightforward brute-force method. Pruning of points is a pivotal step in the algorithm.
Given a set oh pointsP, we start by de ning four half-planes, naméd U, R, andD (representing Letft,

Up, Right, and Down, respectively), such that each of them contains lesd3leari points (this ensures that

they don't contain any centerpoint) and their closures contain atdgaspoints. And the closure of each of
thesetd \ U,L\ D,R\ U, andR\ D contains atleastd3e d %e points. Itis, then, argued that either one

can discard the points of a triangle on three points from three of the four intersections or substitute four points
from the four intersection sets by their Radon paifthis reduces the size & by a signi cant fraction and

a centerpoint of the remaining point set is also a centerpoint of the original point set. The pruning process, as
illustrated in Figure 3.3, is repeated until the number of points is less than a small constant, and then one can
compute the centerpoint by a brute-force method. The construction of halfplanes with the prescribed number

of points in their intersection is achieved by the famous ham-sandwich cut algorithm [141].

(a) (b) (c)

Figure 3.3: One iteration illustration of replacing pointdih U,L\ D,R\ U, andR\ D by their Radon
points: (a) point set of 100 points, (b) intersections of the four half-planes, and (c) replacement of points in
the intersections by their Radon point.

3.4.4 Centerpoint-based Resilient Consensus in 3-D

The resilience bound that we get from the results in [32] guarantee @afe point in three dimensions
whenevemn; d ge-1 adversarial nodes. From the centerpoint theorem, we know that a safe point exists in
the interior of centerpoint region in 3-D even in the presencgefl) 1 adversarial nodes. In context of

Theorem 3.2, this property can be leveraged to present a better resilience guarantee.

5Any set of 4 points irR? can be partitioned into two disjoint sets whose convex hulls intersect. A point in the intersection of these
convex hulls is called a Radon point of the set.
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Theorem 3.5. An d%e 1 -safe point exists for every pointset in general positiorBinSuch a point can

be computed iD(n?) expected time.

Proof. We know that andje 1 -safe point is an interior centerpoint by Theorem 3.2, and [135] implies
that an interior centerpoint must exist in three dimensions. A randomized algorithm by Chan can be used
to compute a centerpoint in three dimension®im?) expected time [142]. We proceed by running Chan's
algorithm four times, and compute the centroid of the four centerpoints returned to get an interior centerpoint.

O

Next, we provide a brief overview of Chan's algorithm in which he computes a centerpoint of a non-
degenerate pointset @(nY 1) time [142]. He rst solves the decision version of the problem: does there
exist a point of deptt for a givenk? If the answer is yes, then a point of given depth is reported as well.
This decision version is solved using a randomized Linear Program solver by dualizing the pointset: given
pointsS are dualized to a s& of hyperplane and a point of given depth dualizes to special hyperplane
that has at leadt hyperplanes frons above or below it. The problem of nding this hyperplane is solved
by partitioning the space and solving sub-problems in each smaller region. The partitioning is done by the

famous Cutting Lemma [143]. For further details, we refer to the chapter [142].

3.4.5 Centerpoint-based Resilient Consenswsdimensions fod > 3

In higher dimensions, current methods to compute either a desirable Tverberg partition or a centerpoint
for a given pointset become computationally impractical. It is known deciding whether a point lies in the
intersection of a Tverberg partition is NP-Complete and deciding whether a point is centerpoint is coNP-
Complete. Various approximations are employed to compute these points in practice. In [32], authors use a
“lifting-based” approximation that nds an; -safe point in presence o 5 1 adversarial nodes. In
the following, we outline an algorithm by Miller and Sheehy to compute an approximate centerpoint [144].
The point returned by this algorithm has a centerpoint deptéC;g!éF1 for any integer 2. Forr = 3, this
gives ann; -safe point when the number of adversarial nodes is at @ﬂjbzst By increasing, the quality of
approximation, and hence the bound on the number of adversarial nodes improves. However, it comes at the
cost of increasing time complexity as the runtime of the algorithm(isdd) for an integer > 1.

Miller and Sheehy centerpoint-approximation algorithm is based on the technique of Radon's theorem
which states that for any given set of at leés® points, there exists a partition into two sets with intersecting
convex hulls; a point in the intersection of the two said sets is called a Radon point. They improve upon a

classic algorithm that starts by partitioning a given poinSetto groups ofd + 2 points and computing

Radon point for each group. The setdé%e Radon points returned in the previous iteration are assumed to
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be the new pointset and centerpoint for these points is recursively computed. An approximate centerpoint is,
thus, found in at modbgy., jSj iterations. Miller and Sheehy showed that they can create groups of larger
sizes (of multiples ofl + 2 points) and reduce the number of iterations. Details of their algorithm, anyalsis

and proof of correctness is available in [144]. As a consequence, we have the following result;

Theorem 3.6. For a given pointset irRY in general positions, ag=—7 -safe point exists and can be

computed in timé)(rdd) for any integer > 1.

Thus, using approximate centerpoint in dimensipoonsensus is guaranteed if the number of adversarial
nodes in the neighborhood of every normal nods;is d”—l for an integer > 1, which is better than

the resilience achieved by using approximate Tverberg partition, where 2 1.

@ (b) ©

Figure 3.4: (a) Initial positions of robots. (b) Final positions of robots using approximate Tverberg partition
based algorithm. (c) Final positions using centerpoint based algorithm.

3.5 Evaluation

We perform simulatiorfsto compare resilient consensus in multirobot systems in two dimensions using
centerpoint and approximate Tverberg partition [32]. At each iterdtiminthe multi-robot consensus algo-
rithm, a normal robot computes a safe poist(t) of its neighbors' positions (using centerpoint or approxi-
mate Tverberg partition), and calculates its new position using (3.1). In our experiments, wg set0 :8.
We consider stationary adversarial nodes, and assume that the network graph is undirected and xed.
group of 45 robots of which 5 are adversarial is distributed in a planar réffien[ 1;1] [ 1;1]2 R?
as shown in Figure 3.4(a). All normal robots have at maﬁ"ﬁ'e%je 1 adversaries in their neighborhood,
which means resilient consensus is guaranteed by the centerpoint based algorithm. However, a couple of
normal robots (depicted in yellow color) hame adversaries in their neighborhood, whe[éNT'je 1 <

N¢ d@e 1 . For the two robots in yellow, they have 7 and 8 neighbors, and both of them have 2

80ur code is available at https://github.com/JianiLi/MultiRobotsRendezvous
“For additional experiments with disk graphs and moving adversaries, see [3].
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@ (b)

Figure 3.5: Positions of normal robots as a function of iterations using (a) approximate Tverberg partition
based, and (b) centerpoint based algorithms.

adversarial neighbors in their respective neighborhoods. Consequently, the resilient consensus condition for
the approximate Tverberg partition based algorithm is not satis ed, and consensus is not guaranteed. Figures
3.4(b) and (c) show nal positions of robots for both algorithms. It is clear that consensus is achieved with
the centerpoint based algorithm, whereas robots fail to converge at a common point using the approximate
Tverberg partition based algorithm. Figure 3.5 illustrates positions of robots as a function of iterations and

demonstrates the same results.

3.6 Resilient Asynchronous Approximate Vector Consensus Using Centerpoints

The approximate vector consensus problem in Byzantine asynchronous systems has been extensively
studied, e.g., in [22, 23, 28]. In this section, we extend the proposed resilient synchronous approximate
consensus method using centerpoints todkgnchronous systens complete graphdased on [28]. In
a synchronous system, operations are coordinated by one, or more, centralized clock signals. In contrast,
there is no global clock in an asynchronous system and no upper bound on relative speeds of messages or
on message delay is required. As a result, it is not possible to distinguish between a faulty agent that has
halted and a normal one that is simply slow to respond [28]. For incomplete graphs, agents connected to
different Byzantine agents may end up in different consensus states. As a result, in the case of incomplete

graphs, resilient asynchronous approximate vector consensus relies on some robustness conditions on the
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connectivity graphs [33], which is not considered in this section.

3.6.1 lIterative Algorithms and Resilience Bounds

It has been well established in [28] that the iterative algorithm given in Algorithm 1 can be used for any
normal agent in multiple discrete iterations to achieve resilient asynchronous approximate vector consensus

in a complete graph.

Algorithm 1: Resilient Asynchronous Approximate Vector Consensus

1 for iterationt 0do

2 for every agent do

3 1. Broadcast its current state;

4 2. Receive multiple states from the other agents (including its own), never waiting for more
thann n; states since; states might have crashed, wharis the total number of agents
andn; is the upper bound for the number of Byzantine agents in the network;

5 3. Update its current state to a particular point inside a "safe areR® jiguaranteed to be in
the convex hull of the normal inputs, whedés the dimension of the states.

It needs to be assumed in Algorithm 1 that communication channels are point-to-point reliable (all mes-
sages are eventually delivered), complete (any pairwise communication is possible), and FIFO ( rst-in, rst-
out). The agents can reliably identify the sender of any message. Besides, agents use two communication
primitives, namely the reliable broadcast and the witness technique [28], to support the communication among

agents, such that

« thereliable broadcastechnique eliminates the situation when Byzantine agents convey different messages

to different normal agents, and
* thewitness techniqueesults in normal agents havimg n; common states.

The two techniques are essential for the correctness of the algorithm to ensure the unique consensus point.
The details of the two techniques as well as how they guarantee the correctness of the resilient asynchronous
approximate vector consensus algorithm in Algorithm 1 are thoroughly discussed in [28].

The only difference between the above algorithm for asynchronous approximate vector consensus and the
iterative algorithm for synchronous approximate vector consensus is in the second step where agents never
wait for more tham  n; states in the asynchronous system yet waitnfaotal states in the synchronous
system, which results in a different resilience bound between the two systems [23]. In particular, with com-
plete communication graphs, the necessary and suf cient condition to solve the resilient approximate vector
consensus problem is (h)> (d + 1) n¢, in synchronous systems; and (2 (d + 2) n; in asynchronous

systems [23].
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3.6.2 lterative Algorithms Using Centerpoints

The insight of our method lies in step 3 of Algorithm 1, where we compute a centerpoigg,cf n ns
accepted states as a point in the "safe area”. As we discuss in Section 3.4, this point is guaranteed to be inside
the convex hull of the normal inputs (safety condition) if the number of Byzantine poimtgjnaccepted

points is upper bounded byit-e 1. Sincenaep accepted points may contain all the Byzantine points,

n ng
d+1

it follows that the safety condition is guaranteedhjf d e 1, which is equivalent tav  n¢
(nf +1 1)(d+1)+1.Rearranging the terms and it yields that (d +2) ns + 1, which is consistent to
the results in [23]. Therefore, using centerpoint for computing a point in the "safe area” in step 3 of Algorithm
1, we could achieve resilient approximate vector consensus for asynchronous system@if- 2) ny +1.
Note that the difference between the resilience bounds for synchronous and asynchronous systems results
from the different number of accepted states for aggregation.

Compare our method with the method used in [23, 28] for computing a point in the safe area. In [23, 28],
they use linear programming for deterministically obtain a point inside the safe area. The linear program uses
atotal of ”m (d+1+ n n¢)constraintsird+ ”m (n n;) variables. It can be found that the linear

program cannot be solved in polynomial time figr = dy>-e 1 with the number of variables and constraints

that are not polynomial im. However, using centerpoints, we obse®€n) andO(n?) computation time

ford = 2 andd = 3 respectively as we discussed in 3.4. Note that 3 in many practical applications.

Hence, the centerpoint-based method for computing a point in the safe area offers more advantages in terms

of computational complexity and characterization.

@ (b) (©
Figure 3.6: Asynchronous approximate vector consensus: (a) Initial positions of robots. (b) Final positions

of robots using approximate Tverberg partition based algorithm. (c) Final positions using centerpoint based
algorithm.
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@ (b)

Figure 3.7: Asynchronous approximate vector consensus: positions of normal robots as a function of itera-
tions using (a) approximate Tverberg partition based, and (b) centerpoint based algorithms.

3.6.3 Evaluation

We perform simulatioristo compare resilient asynchronous approximate vector consensus in multirobot
systems using Algorithm 1 in two dimensions with centerpoint and approximate Tverberg partition [32] for
computing a point in the "safe area”. To realize asynchronous communication, we simulate each agent as
a thread with no global clock. In our simulation, we do not implement the reliable broadcast and witness
technique in order to make the Byzantine agents convey the same messages to all the normal agents and all
the normal agents have n; common messages. However, we achieve the same purpose by forcing the
Byzantine agents broadcast the same messages to all the other agents and assigning time sequence of agents
for broadcasting and receiving messages at each iteration.

Following Algorithm 1, at each iteratianof the multi-robot consensus algorithm, a normal rdbdartoad-
casts its current position, computes a safe pgift) of the rstn n; positions they receive from the other
agents (using centerpoint or approximate Tverberg partition), and calculates its new position using (3.1). In
our experiments, we set(t) = 1. We consider non-stationary Byzantine nodes, such that each Byzantine
node changes its position by moving right, down, left, and up with length 0.2 constantly for four consecutive
iterations starting from the rstiteration. We assume that the network graph is modeled by a complete graph.

A group of 17 robots of which 4 are adversarial is distributed in a planar ratfien[ 1;1] [ 1;1]2 R?

80ur code is available at https://github.com/JianiLi/asyncConsensus
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as shown in Figure 3.6(a), where blue nodes are normal agents and red nodes are Byzantine agents, and the
gray polygon is the convex hull of the initial positions of the normal agents. From the discussion in Section
3.6.2, using centerpoints in the third step of Algorithm 1, we achieve resilient asynchronous approximate vec-
torconsensusifi  (d+2)n¢ +1. Sincel7 (2+2) 4+1,theresilientasynchronous approximate vector
consensus is guaranteed by the centerpoint based algorithm. Figures 3.6(b) and (c) show the nal positions
of robots for consensus using approximate Tverberg partition and centerpoint, respectively. It is clear that
the resilient consensus is achieved with the centerpoint based algorithm, where agents end up in a common
position within the convex hull of their initial positions. However, robots fail to converge at a common point

in the convex hull of their initial positions using the approximate Tverberg partition based algorithm. Figure

3.7 illustrates positions of robots as a function of iterations and demonstrates the same results.

3.7 Conclusion

The task of ensuring consensus in the convex hull of vector states for a set of nodes, a fraction of which
may be under the in uence of an adversary, is a challenging problem. In this chapter, we present a geometric
characterization of an optimal point, in the form of a centerpoint, in the convex hull of normal nodes when
the number of adversarial nodes is limited tb=fd + 1) fraction of the size of the neighborhood of a node.

It also follows that the upper bound on the number of adversarial nodes is best possible in the worst case. We
propose to use well-known ef cient algorithms to compute exact centerpoints in two and three dimensions.
For higher dimensions, we use an approximate centerpoint algorithm proposed in [144], and improve previous
bound on the number of adversarial nodes.

It follows from our results that if the fraction of adversarial nodes in the neighborhood of every normal
node is at leasd=d + 1) , then adversarial nodes can make normal nodes converge to any point they desire in
the synchronous systems. At the same time, if their fraction is lesdtifdr 1) , then the resilient consensus
is guaranteed. In addition, in the asynchronous systems, this bound is redusé€d #02) . In future, we
aim to study and characterize the effect of adversarial nodes if their fraction in the neighborhood of a normal

node is between the above two numbers.
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Chapter 4

Byzantine Resilient Distributed Learning in Multi-Robot Systems Using Centerpbints

Distributed machine learning algorithms are increasingly used in multi-robot systems and are prone to
Byzantine attacks. In this chapter, we consider a distributed implementation of the Stochastic Gradient De-
scent (SGD) algorithm in a cooperative network, where networked agents optimize a global loss function
using SGD on the local data and by aggregating the estimates of immediate neighbors. Byzantine agents
can send arbitrary estimates to their neighbors, which may disrupt the convergence of normal agents to the
optimum state. We show that if every normal agent combines its neighbors' estimates (states) such that the
aggregated state is in the convex hull of its normal neighbors' states, then the resilient convergence is guar-
anteed. To assure this suf cient condition, we propose a resilient aggregation rule based on the notion of
centerpointwhich is a generalization of the median in the higher-dimensional Euclidean space. We evaluate
our results using examples of target pursuit and pattern recognition in multi-robot systems. The evaluation
results demonstrate the cases where distributed learning with the average, coordinate-wise median, and geo-
metric median-based aggregation rules fail to converge to the optimum state, whereas the centerpoint-based

aggregation rule is resilient in the same scenario.

4.1 Introduction

There is a growing trend towards collaboratively training machine learning models on distributed devices
to deal with the rapid increase of data and privacy and security concerns. In this chapter, we consider the
problem of distributed machine learning (DML) in a fully decentralized network [69, 70, 145]. In such a
network, agents interact with each other without a centralized server and leverage the shared information to
bene t their learning performance. Such a decentralized framework also addresses the single point of failure
problem as well as scalability issues and is naturally suited for applications in multi-robot systems, including
spectrum sensing in cognitive networks [146], target localization and tracking [147], distributed clustering
[148], and biologically inspired designs for mobile networks [149].

Although cooperation among agents helps improve the overall learning performance [69], it is also sus-

ceptible to attacks where non-cooperative or adversarial neighbors sharing wrong information can disrupt the

1©2020 RSS. Adapted with permission, from [Jiani Li, Waseem Abbas, Mudassir Shabbir, and Xenofon Koutsoukos. “Resilient
Distributed Diffusion for Multi-Robot Systems Using Centerpoint”. In: Proceedings of Robotics: Science and Systems (RSS). Corvalis,
Oregon, USA, July 2020. DOI: 10.15607/RSS.2020.XV1.021].
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Figure 4.1: Aggregating 9 points including 2 Byzantine points using different aggregation rules: all the
aggregated results fall outside of the convex hull (blue polygon) of the normal points.

convergence of the algorithm. Average-based information aggregation rules have been widely used in DML
[69—-71]; however, a single misbehaving agent can adversely impact the convergence of the average-based
aggregation rules [1, 72]. Many robust aggregation rules have also been proposed to cope with outliers in
data or Byzantine adversaries, including the coordinate-wise median [52, 63, 64], coordinate-wise trimmed
mean [52, 57], geometric median [58, 62], Krum and multi-Krum [72], Bulyan, and multi-Bulyan [76, 77].
However, studies have already reported successful attacks in Byzantine systems using the rules mentioned
above [78-80].

In this chapter, we study the problem of the resilient convergence of DML for multi-robot systems in the
presence of Byzantine adversaries. We show that in the aggregation step, if every normal agent in the network
combines its neighbors' states such that the aggregated result is in the convexnloathafneighbors' states,
then the resilient convergence of DML is guaranteed. We observe that most of the aggregation rules used in
the literature do not satisfy this condition, as illustrated in Figure 4.1. The primary challenge here is that
an agent cannot distinguish between its normal or Byzantine neighbors; hence, it cannot simply discard the
information from Byzantine neighbors to satisfy the above condition. To address this, we propose a resilient
aggregation rule based on the notionsaffe region For a normal agerk with ny neighbors, of which
anyf can be Byzantine agents, a safe region is the set of states that always lie in the convex hull of agent
k's normal neighbors' states. We show that a normal agent can always nd a state in the safe region by
computing acenterpoiniof its neighbors' states if d ji-e 1, whered is the dimension of states. Thus,
the centerpoint-based aggregation guarantees the resilient convergence of DML in the Byzantine system.

Our main contributions are:

» We analyze the suf cient condition to achieve Byzantine resilient convergence in distributed learning algo-
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rithms. The condition guarantees that the state obtained due to the aggregation step lies inside the convex
hull of the normal agents' states. When the suf cient condition is satis ed, we show that normal agents
converge to the global optimum state witl{1=i) convergence rate using appropriate stepsizes, where

denotes the time index.

» We propose a centerpoint-based aggregation rule and show that it guarantees the resilient convergence of

the distributed learning algorithms whenever each normal agentthe network hag d e 1

dnTkl
Byzantine neighbors.

» We evaluate our results using the examples of target pursuit and pattern recognition in multi-robot systems.
We compare the proposed centerpoint-based aggregation rule with the average, coordinate-wise median,
and geometric median-based rules. The simulation results show that our approach is resiffgpeto 1
Byzantine neighbors, and the cooperation improves the average learning performance over the network

than the non-cooperative case, while the other approaches are not resilient in the same scenarios.

The rest of the chapter is organized as follows: Section 4.2 discusses the related work. Section 4.3 formulates
the resilient distributed learning problem. Section 4.4 analyzes the suf cient condition to achieve resilient
convergence in distributed learning. Section 4.5 introduces the resilient aggregation rule based on the center-
point, which satis es the suf cient condition and further guarantees the resilient convergence in distributed
learning. Section 4.6 gives an evaluation of the results. Finally, Section 4.7 provides a discussion of the

proposed method and concludes the chapter.

4.2 Related Work

Approximate Byzantine Consensus.The approximate Byzantine consensus problem initiated in [30] is
widely studied in the robotics and control systems community and is very relevant to resilient distributed
learning and optimization. The main objective is to ensure that all normal agents in a network satisfy the
safetyand agreementconditions in the presence of Byzantine agents [22, 28]. Safety condition requires
normal agents to update their states such that they are always inside the convex hull of normal agents' initial
states. Agreement means that eventually, all normal agents' states are very close to each other, that is, within
an arbitrary > 0 distance from one another. The Mean Subsequence Reduced (MSR) algorithms [17, 150,
151] and the median-based algorithms [31, 39, 40] were proposed for the approximate Byzantine consensus
over scalar states. The problem is more challenging when the state vectorRéneliered 2. For vector
consensus, Tverberg partition [22, 33, 44], safe area [28], and centerpoint-based [3] approaches have been

proposed. The resilient vector consensus has various applications in multi-robot systems for fault-tolerant
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rendezvous [152], formation control [41], ocking [42], secure localization [153, 154], and target pursuit [4].
Some of these works rely on coordinate-wise resilient scalar consensus, which does not necessarily achieve
resilient vector consensus. Note that in the resilient consensus problem, the connectivity and robustness of the
underlying network play an important role in the convergence of the iterative algorithms. In order to achieve
resilient consensus, the underlying network should satisfy certain robustness conditions that in turn guarantee
the redundant information needed by agents to ensure consensus in the presence of adversarial agents [17,
151]. Different than the consensus problem, in distributed learning, agents learn to converge to their target
using the adaptation step in addition to the aggregation of the neighbors' states. We will show in Section
4.4 that the normal agents converge towards the optimum state as long as the safety condition is satis ed in
the aggregation step of distributed learning, regardless of the robustness of the underlying, which is different

from the case of resilient consensus.

Resilient Aggregation in DML. To achieve resilient convergence in DML, one approach is to discard co-
operation with possible Byzantine neighbors using the idea of trimming, similar to the MSR approach used
in resilient scalar consensus. In such an approach, it is assumed that a maxirhuByzdintine agents

can be present in the neighborhood of a normal agent. Algorithms are then designed for a normal agent
to rank its neighbors based on some trust criteria and a normal agent discards the values ffrégasts

trusted neighbors. Various metrics have been proposed in the literature to evaluate a agent's trustworthiness,
including metrics based on the product of the weight and the loss [1], model parameters [57], gradients and
their norms [54, 74], and a combination of gradient and model parameters [75]. Moreover, various majority-
based aggregation rules have been proposed, similar to the median-based approach used in resilient scalar
consensus. Well-known majority-based aggregation rules include the coordinate-wise median [52, 63, 64],
coordinate-wise trimmed mean [52, 57], geometric median [58, 62], Krum and multi-Krum [72], Bulyan and
multi-Bulyan [76, 77]. Instead of ranking and Itering out the suspicious messages, these rules differ from
the ranking methods in the way that they do not need the ranking step and the aggregation result directly
precludes states far away from the cluster of the majority of the states by the intrinsic properties of the aggre-
gation rules. However, studies have already reported all of the above-mentioned methods are not resilient to

attacks under certain conditions [78-80].

Resilient DML via Computation Redundancy. One can also use computation redundancy to achieve re-
silient convergence in DML, which typically involves coding theory and algorithmic redundancy [81-83].
An example of such a framework is DRACO [81] in which the parameter server uses redundant gradients
received from agents to eliminate the effects of adversarial updates. Another algorithm proposed recently is

the RSA [84] that introduces ag-norm regularization term into the objective function for the resilience pur-
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pose. It eliminates the effect caused by the magnitudes of malicious messages sent by the Byzantine agents,
as a result, only the number of Byzantine agents, but not the magnitude, in uence the model update, making

the algorithm robust to large outliers.

4.3 Problem Formulation

In this section, we describe the problem of distributed learning in networks in an adversarial setting.

4.3.1 Distributed Learning

Consider a network af agentd modeled by amindirected graplG = ( V; E), whereV represents agents
and E represents interactions between agents. A bi-directional @dige 2 E means that agents and|
can exchange information with each other. Since each agent also has its own information, e ke
E; 8k 2 V. Theneighborhoof k is the setNy = f1 2 Vj(I; k) 2 Eg. Each agerk has data (x} ; y}) 25,
sampled randomly from the distribution generated by the random varigbleherex} 2 RY,y} 2 R, and
Sk is the sample set. We consider a conpeadiction function(model)' ¢(xL) = ; xk, where \ 2 R%is
the model parameter (or state). We Ug€) to denote a conveloss functionassociated with the prediction
function for agenk, andf «( ) to denote the convex (expectedhk functionf( k) = E[ k( k; «)]-

The objectiveof the network ofn agents is to estimate the parameter vectoin a distributed and
cooperative manner, that minimizes a global cost function of the following form:

( o)
min J(), HI(_1fk() : (4.2)

Stochastic gradient descent (SGD) can be used to optimize the global cost function (4.1) given the stochastic
gradient ofJ ( ). Since such a value is not available, we consider a distributed solution for each agent, known
ascooperative SGDwhich takes the following two steps in synchronized rounds of communication between
agents [69]:

ki = ki 1 ki oaf \k(ok;i 1LY (SGD) 4.2)

n
Aggr i t12Ng (Aggregation) (4.3)

=
1

In cooperative SGD, at each iteratigragentk minimizes the individual risk using SGD given local data, fol-
lowed by an aggregation step that aggregates neighboring estimates. Heethe stepsize, "« ( i 1; L 1
is the gradient using the instantaneous realizanioﬁ of the random variable,, N is the neighborhood set

of agentk, andAggr( ) denotes an aggregation function. An example of aggregation functions is the convex

2We use termagentandrobot interchangeably.
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combination of the neighbors' states, i.e.,

Agar i 12Ny, a (1) i 5
12N «

whereay (i) denotes the weight assigned by aget | at iterationi, and satis es the following:

X
a(i) 0 ak(i)=1; ay(i)=0ifI 62N: (4.4)
12N

4.3.2 Byzantine Attacks and Resilient Distributed Learning

In distributed learning, the issue of resilience against Byzantine agents has received much attention re-
cently [29, 52, 58, 62, 155]. Since Byzantine agents can send incorrect information (state values) to their
neighbors, the aggregation step is susceptible to cyber-attacks. In particular, normal agents communicating
with Byzantine neighbors and updating their states using the Byzantine messages in the aggregation step may
converge to a point desired by the attacker [1].

We assume two types of agents in the network, normal and ByzamMiomnal agents are the ones that
interact with their neighbors synchronously and always update their estimates according to the prescribed
update rule. Byzantineagents are the ones that can change their states arbitrarily and do not follow the
prescribed update rule. Moreover, a Byzantine agent can transmit different values to its different neighbors.
Further, we assume that the identities of normal and Byzantine agents are not changing. Since Byzantine
agents that stop sending messages can be easily identi ed in a synchronous network, we assume Byzantine
agents always send messages during communication. For a normakagéragents in its neighborhood
are indistinguishable, that i&, cannot identify which of its neighbors are Byzantine. Further, we use the
following notation:

N set of normal agents;
F set of Byzantine agentfiNj + jFj = n);
Nk  setof neighbors of agekt
N,  setof normal neighbors of agekt
N, setof Byzantine neighbors of agdntsuch that
ING T+ N = NWi;
f upper bound on the number of Byzantine neighbors

of anormal agent, i.efN, j f.
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In the presence of Byzantine agents, the objective of the normal agents should be rewritten as follows:
( L X )
min F(), — f() (4.5)
JNJ k2N

We make the following assumption about the global objective function in (4.5).

Assumption 4.1. (Strong convexity) The global objective functiénis strongly convex in that there exists

a constant > 0 such that
FO) FOO+ TRl )+ oky xiBxy:

HenceF has a unique minimizer, denoted aswith F , F( ).

This chapter aims to address the problem of resilient distributed learning in the presence of Byzantine
agents. The goal is to ensure that all the normal agents in the network using the cooperative SGD algorithm

to optimize (4.5) achieveesilient convergengdormally stated below.

De nition 4.1. (Resilient Convergencd)he network is said to achieve resilient convergence if
lim E K k> =0;8k2N; (4.6)
B

thereby ensuring that all normal agents converge to the globally optimum state in expectation. Here,

the minimizer of(4.5).

4.4 Resilient Distributed Learning

In this section, we propose a suf cient condition to guarantee the resilient convergence of the cooperative
SGD algorithms. We also discuss the possible outcome when this condition is not satis ed. Later in Sec-
tion 4.5, we propose an aggregation rule that satis es the suf cient condition, which further guarantees the

resilient convergence of the cooperative SGD.

Suf cient condition. At each iterationi 2 N and for every normal agerk 2 N, the outcome of the

aggregation stepy;; is a convex combination of the estimates of the normal neighbdesi &,

X
ki = a|k(i)'\|;i 8 2N:k2N;
o X 4.7)
st.ak(i) 0;8/ 2N, ; and ak(i)=1:
I2N *

k
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In other words, at each iteratioana normal agenk aggregates its neighbors' estimates such that the output
of the aggregationy; is in theconvex hull of normal neighbors' state estimategardless of the estimates

from Byzantine neighbo?s

Next, we prove the resilient convergence when the suf cient condition is satis ed (Theorem 4.1). To

facilitate the analysis, we list the following assumptions and lemma.

Assumption 4.2. (Lipschitz-continuous gradients) The global objective functois continuously differen-

tiable andr F is Lipschitz continuous with Lipschitz constadnt 0, i.e.,

kr F(x) r F(y)k Lkx yk;8x;y:

Assumption 4.3. (First and second moment limits) The objective functforand the sequence of; for

k2N andi 2 N, obtained by implementing the cooperative SGD algorithm satisfy the following:
() F( i) Fint for some scalaFiys .

(ii) There exist scalarsg > 0Osuch that,
FECk) E I Wi D1 kr F( «i)k? and
KE  [r "k( «i; DIk gkr F( ki)k;8k 2N andi 2 N:
(iii) There exist scalarmM, 0OandVx Osuch that
Eilkr w(wis WK k E I ks WDIKE M+ Vikr F( i)k 8k 2N andi 2 N:

Lemma 4.1. Under Assumptions 1-3 and stepsize ;i oo whereGy , Wk + 5 forallk 2 N,

i 2 N, the iterates of SGD (ste@.2)) satisfy the following inequalities:
N 1 2
E[F(ki+1) F1 (@ kic)EF(w) F 1+ 5 kilM:

Proof. Our proof is based on the convergence proof of SGD (Theorem 4.6) in [156]. Biras anl -

3The convex hull of a set of poinS :F,f p1;p2;:::;Pngin RY is the smal,gst convex set containiBg Any pointp inside the
convex hull ofS has the property that = E:l k Pk » whereQ k land E:l kx = 1. And no point outside of the convex
hull has such representation.
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Lipschitz continuous gradient, it holds that
A > A A 2.
F ki F(wi) I F(i) Crivt ki)¥ éLk i+l ki K*
Given the SGD step (4.2), we have

. i 1 . i
F % Fli) kit FCki)™r kCwis )+ 5 ki LK iy 1)K (4.8)
Take the expected value of the above equation with respect to the random va{{iaSIBceAk;i +1 depends
on ,'( whereas;; does not, we obtain

h i

E; F in F( ki) kit FCki) E LI kCris 1+ 5 KiLE (ke kCwis l)KT:

NI =

Given Assumption 4.3, it follows that

h N i
E: F “kia F(>i)

1 . i
i Kt F (i )k + > GiLE | Ikr k(i K]

2, 15 2 2 (4.9)
k;ikr F( k;i)k +E k;iL Mk+(Vk+ g)kl’ F( k;i)k
1 1
= S kilGk  kikr F(wi)k2+ = 2 LMy;
2 2
whereGy , Vi + 3.
Given thatF is strongly convex, there exisis< ¢ L such that
kr F()k?> 2c(F() F ) forall :
Also, since i o it holds that . LG . Following (4.9), We have
h A | l 5 l 2 l 2
Ei F “kin Flwi) 5 ki kM FCe)k™+ 5 g LM W (Flki) F)+ 5 LMk

Subtracting-  from both sides of (4.9) and taking total expectations over the joint distribugiprior

alk2N,i 2 N, we have

EFCan) F1 ( wCEF(w) Fl+2 2My

which completes the proof. O
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Denote ; , E[F ( «i) F( )] asthe expected optimality gap. Using the cooperative SGD algo-
rithm satisfying the suf cient condition, ; can be bounded as given in Theorem 4.1, which guarantees its

resilient convergence as given in Proposition 4.1.

Theorem 4.1. If the suf cient condition(4.7) and Assumptions 1-3 are satis ed, and all normal agents

implement the cooperative SGD algorithm with the same diminishing stepsize sequerce ; given by

1
j = - forsome > —and > 0s.t.0< —_— 4.10
: + | S C s ! LGk ( )
whereGyx , maxgon Gk, thenforalli 2 N;k 2 N, the expected optimality gap satis es
2L
kii ary where = max m@SXMI,( +1) k1 (4.11)
Proof. Given (4.7) and the convexity &f, using Jensen's inequality, we have
X . N
F(>i) a (HF (i ): (4.12)
12N

k

Given (4.10), «; = 1 [, Gy forallk 2 N . Thus, following Lemma 4.1, it holds that
X . 1,
ki +1 a() @ ic) i+ 5 iLMy (4.13)

I2N

The following proof is based on the convergence proof of SGD (Theorem 4.7) in [156]. When it is
obvious that (4.11) holds given the de nition of We now prove (4.11) by induction. Assume (4.11) holds

forsomei 1, then it follows from (4.13) that

. c 2LM
ki +1 a(i) @ —)x+ £ |
N . P |
_ an () T oc L LMy
- 1k A
12N 12 22
B ¢ 1 2LM,
- 1\2 Ak (I) 1\2 2‘|‘2
12N « | {z }
nonnegative by the de nition of
T+1°
wherel ;,  + i, and the last inequality follows sin¢& (I +1)(f 1), which completes our proof. []
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Remark 4.2. It immediately follows from Theorem 4.1 that normal agents achi\eri) convergence rate

sinceE[F( ki) F( )] — withconstants> Oand > 0.

Proposition 4.1. If the suf cient condition(4.7) and Assumptions 1-3 are satis ed, and all normal agents
implement the cooperative SGD with the same diminishing stepsize sequence de(detDjnthen the

network achieves resilient convergence as de ned in De nition 4.1.

Proof. Given the expected optimality gap (4.11) obtained in Theorem 4.1, and the falitthat — =0

+i

with constants > Oand > 0, it follows that
lim E[F (i) F( )]=0:8k2N:
I

Using the strong convexity d¥, it yields that

ImE kg K ZImEF(«) F( =0

NIlo

8k 2 N , which completes the proof. O

The above discussion establishes that if the aggregation result is a convex combination of the normal
neighbors' states, then the resilient convergence is guaranteed. Now, we consider a scenario in which the
condition (4.7) is not satis ed and.;; in an aggregation step of a normal nddkes outside the convex hull
of Aj;i ,wherej 2 N,". Then, itis possible that after aggregation the distance fignto  is larger than the
distance of any of the normal neighbors' states toThis means the aggregation step indeed makes the state
of the normal agerit deviate from . As the number of iterations increases, the deviation from the target
state might also increase and normal agents might converge to a wrong state. We further demonstrate this in
Section 4.6, where the aggregation rules, such as average, coordinate-wise median, and geometric median, do

not satisfy the suf cient condition, and normal agents fail to achieve resilient convergence using such rules.

4.5 Resilient Aggregation

The suf cient condition in Section 4.4 requires that in the aggregation step, a normal agent computes a
point that lies in the convex hull of points correspondingéomalneighbors' states. Computing such a point
is a challenging task as a normal agent cannot distinguish between its normal and Byzantine neighbors. Our
goal in this section will be to propose an ef cient way to compute such a point in the aggregation step. For

this, we will utilize the notion okafe regioras de ned below.
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4.5.1 The Safe Region

Let S denote a set afi, points, andS® be a subset o® containing exactlyn, f) points. There are
Nk

N possibilities ofS® and one such possibility corresponds to the set of normal pointsS betthe
k

Nk

family of all possibilities ofSC If one could somehow show that the intersection of convex hulls

f
of members ofs is nonempty, then every point in this intersection is guaranteed to lie inside the convex hull

of normal points. We call this intersection setafe region

De nition 4.2. (Safe RegionYor a setS of n, points inRY, of which anyf points can be Byzantine, the
safe region o is

\
Safe (S) = ConySY);
SO S;jS%=ny f

whereCon\S% denotes the convex hull 8f.

It is immediately implied from the above de nition that Sa{&), if it exists, is always in the convex
hull of the (ny ~ f) normal points, regardless of the selection of thByzantine points, as illustrated by
the example in Figure 4.2. There arg = 5 points and = 1, which means there are ve possibilities to
choose a point corresponding to a Byzantine agent. The gray shaded area is the safe reg(Sj. Safe
note that the safe region always lies in the convex hull of four normal points regardless of the selection of the

Byzantine point, as illustrated in Figures 4.2(b)—-4.2(f).

@ (b) © (d) (e) ®

Figure 4.2: lllustration of Saf¢S) (shaded region) for a set of ve points in (a). In (b)—(f), black nodes are
normal, red nodes are Byzantine, and the area spanned by thick lines is the convex hull of the normal nodes.

The existence of the safe region depends on the number of Byzantine agents poktskexample, if
f > n (=2, then a safe region may not exist even in dimension1, because two potential sets of normal
points, (leftmost, and rightmost intervalsmf f points) are non-overlapping, and the intersection will be
empty. For dimensiod = 2, if there areny=3 Byzantine points, then all possibilities f@n,=3 normal
points might not have a common point. In other words, no matter which point we choose for aggregation,
there is always a chance that it lies outside the convex hull of normal poifR$.irThus, the number of
allowed Byzantine points can not be more tme3 in a plane. The condition of the existence of a nonempty

safe region has been studied in [28] (Lemma 3.6, 3.10), which is given in the following.
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Lemma 4.2. For a setS of ny points inRY, of which anyf points could be Byzantine, fif < -, then

Safe (S) is necessarily nonempty; andfif 3%, thenSafe (S) might be empty.

Based on Lemma 4.2, the maximum number of Byzantine agents the system is resiliénttaligs-e
1 and the safe region is nonempty in this case. For computing a point in the safe regioh whetff-e 1,

we use the notion afenterpointwhich we explain next.

4.5.2 Centerpoint-based Resilient Vector Consensus

In the following, we de ne the notion of &enterpoint and show that every centerpoint lies inside

Safe (S) forf = djjs-e 1

De nition 4.3. (Centerpoint)Given a sesS of n, points inR® in general position,wheren, d+1, a

centerpointp is a point, not necessarily frof, such that any closed half-sp&cef RY that containg also

contains at leastlg}4-e points fromS.

Intuitively, a centerpoint lies in the "center region” of the set of points, in the sense that there are enough
points ofS on each side of a centerpoint. A centerpoint extends the notion of median to higher dimensions,
and is an active topic of study in discrete geometry [3, 132, 139, 157]. Note that centerpoint is not unique, in
fact, there can be in nitely many centerpoints. The set of all centerpoints constitutes the convex safe region.
We have studied the connection between the centerpoint and the safe region in [3]. In particular, we have the

following result.

Lemma 4.3. Let S be a set oy points inRY, C(S) be the corresponding centerpoint region (set of all

centerpoints) andl = dji-e 1, then

Safge (S) C (9):

An immediate consequence of Lemma 4.2 and Lemma 4.3 is that foSacdet,, points inRY, of which

anyf = dgf-e 1 points could be Byzantine, a centerpoint®is always inside the convex hull of the

(ng ) normal points, regardless of the selection offthByzantine points.

Now that the existence of a point in the safe region for optimal number of Byzantine neighbors is guar-
anteed, one has to actually nd such a point to aggregate to. It is easy to compute a centerpoint in lower
dimensions. In two dimensions, the time complexity for computing a centerpddnig) using a prune and
search algorithm in [140]. The algorithm iteratively removes a fraction of points from a given point set while

ensuring that the centerpoint of the remaining points is also a centerpoint of the original point set. When

“4A set of points inRY is said to be irgeneral positionsf no hyperplane of dimensiod 1 or less contains more thahpoints.
5Recall that closed half-spaceff is a set of the fornix 2 RY : aT x  bg for somea 2 RY nfO0g.

51



the number of points becomes smaller than a constant, the algorithm uses a brute force method to compute a
centerpoint [140]. In three dimensions, we can use Chan's algorithm in [142] to nd a centerpGitn#)

time. [142] basically provides a randomized algorithm to some geometric linear prog@(mj and uses

this framework to nd a geometric Tukey median of a given point set, which is guaranteed to be a centerpoint
also. We have given an overview of these methods in our previous work [3]. We note thatis the case

in many practical applications in robotics. For higher dimensions,d.e.,3, the time bound to compute a
centerpoint isO(nﬂ 1) [142], which is impractical for very large. However, in such cases, algorithms exist

to compute an approximate centerpoint [144]. These approximations degrade the optimal bound on the num-
ber of Byzantine agents. For instance, given a sefqgboints, of which at mostd, —k— are Byzantine and

the remaining are normal points, we can compute a point that is in the convex hull of normal points in time
O(ny n¢ %9 d(rd) ), wherer is any integer greater than andc is some positive constant. By increasinghe

quality of approximation, and hence the bound on the number of Byzantine agents improves and approaches
& however, this also leads to an increase in the time complexity. Moreover, the method proposed in [158]
generates approximate centerpoint in linear time complexity for any dimension. However, this will reduce

the upper bound on Byzantine tolerance frj¥-e 1todzg\%= y3€ 1

4(d+1

Proposition 4.2. If f  d ’g'jl' e 1, Assumptions 1-3 are satis ed, and all normal agents implement the
cooperative SGD with the same diminishing stepsize sequence de (&d®)using the centerpoint-based

aggregation rule in the aggregation step, i.e.,

nA [0} n/\ [0}
Aggr Li I|2Nk s C Li Z|2Nk ;

then the network achieves resilient convergence as de ned in De nition 4.1.

Proof. Sincef d ‘(’j\'jll e 1, given Lemma 4.3 and De nition 4.2, it follows that

nA 0 nA [0}
Aggr |;iZ|2Nk ZCon\,( i Zj2Nk+ );

which satis es the suf cient condition in (4.7). Then, the resilient convergence is guaranteed given the results

provided in Proposition 4.1. O
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4.6 Evaluation

In this section, we evaluate the proposed centerpoint-based aggregation rule for the cooperative SGD
algorithm using target pursuit and pattern recognition as case stutlescompare it with other commonly
used aggregation rules including taeerage(ax = ﬁ for | 2 N), coordinate-wise media(CM), and
geometric media(GM), as well as the non-cooperative SGD (non-coop SGD). We de ne the coordinate-wise

median and geometric median below.

» Coordinate-wise median: Let mgll be the one-dimensional median, then the coordinate-wise median
Mediar( ) of vectorsfx, 2 R% k 2 [n]gis de ned to bexMed | Mediarfx, : k 2 [n]g with thej-th

coordinate to béxMed)i | med x} : k 2 [n]g for eachj 2 [d].

« Geometric median: The geometric median GWf vectorsf x, 2 RY;k 2 [n]gis de ned to be GM X :

P
k2[nlg, argming,gs po; KX X¢k:

We show in multiple cases that the cooperative SGD algorithm using centerpoint-based aggregation al-
ways outperforms the non-cooperative SGD in achieving a better average learning performance over the
network at convergence, with or without the presence of Byzantine agents. However, the other rules either
fail to converge to or exhibit a worse learning performance than the non-cooperative SGD, showing that

such cooperation could be harmful to the overall network's performance.

4.6.1 Target Pursuit

In this example, we consider a mobile adaptive network [148]afents that move collectively in pursuit

of a target located at 2 RY that can be either static or time-varying.

(a) No attack (b) With 5 Byzantine agents

Figure 4.3: Network connectivity (blue nodes: normal agents, red nodes: Byzantine agents).

6Simulation code can be found at https://github.com/JianiLi/resikkstributedlearningcenterpoint.
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4.6.1.1 Background

Suppose the location of agentt timei is denoted by, 2 RY. The distance?(i) 2 R between agent

k and the target at timecan be expressed as
di(i)= ui T Xwi);

whereug; 2 RY denotes the unit direction vector pointing fro; to . Suppose agents have only noisy

observation$ di (i); ki g of the distance and the unit direction vector, i.e.,
de(i)= dR(i)+ {(); ug = uR + Eis

where ' 2 R%and (i) 2 R denote noise terms. Lek(i)= %7 ( Xki )+ 2(i), (i) =
di (i) + ug; Xk;i , we have

de()=ug;  + k(i)

To optimize , consider

( X )
min - Fioc( ), 1 Ekdi (i) up K (4.14)
JNJ k2N ’

4.6.1.2 Static Target

In our simulation, we consider a network f= 20 agents withd = 2. Figure 4.3 shows the initial
deployment of agents with and without Byzantine attacks and their connectivity network. Agents are located
in [0;1] [O; 1] region initially and agents connected with links are neighbors. The average neighborhood
size isP E:l Nkj=n 13:9 and the underlying connectivity topology does not change throughout the
simulation. The regression vectog; has uniform covariance matrR,x = ﬁ;k Io, &k 2 [0; 1:0] where
I, is the identity matrix of siz€. The noise variance of distancék 2 [1:0; 2:0]; 8k 2 N . The time-varying
stepsizes for updating location and velocity estimates are bhgth= ﬁ fork 2 N . Further, = 0:5,

=0:1,s=1and t = 0:2s. The target location is denoted by = (5;5). In the case of attack, we
randomly select 5 agents as the Byzantine agents. For any normalkag@eNt, it is guaranteed that the
number of its Byzantine neighbors is upper bounded%ﬂe 1. Thus, the centerpoint-based aggregation

should be resilient in such a network.

We run the non-cooperative SGD and cooperative SGD with average/CM/GM/centerpoint-based aggre-
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(a) No attack

(b) With 5 Byzantine agents

Figure 4.4: Mobile network's nal deployment for static target (from left to right: noncooperative SGD,
cooperative SGD with average/CM/GM/centerpoint-based aggregation).

gation rules to estimate the target locatign and the velocityv,‘j;i . In the case of attack, Byzantine agents
continuously send0; 0) to all normal agents as their current estimates of the target location and velocity.
Figure 4.4 shows the nal deployment of agents after 500 iterations, where the yellow star represents the

target.

(a) No attack

(b) With 5 Byzantine agents

Figure 4.5: Static target estimatgs (15 dimension). From left to right: noncooperative SGD, cooperative
SGD with average/CM/GM /centerpoint-based aggregation .

In the case of no attack, we nd all the four aggregation rules—average, CM, GM and centerpoint—
converge to the target as shown in Figure 4.4(a). However, in the presence of Byzantine agents, only the
centerpoint-based cooperative SGD converges to the target as shown in Figure 4.4(b). Figure 4.5 illustrates
the state estimates as a function of time, where each line represents the estimates of a norrkalTdgent
learning accuracy (mean and range) measurek by k?, fork 2 N is illustrated in Figure 4.6, where

lines are the average values, and shaded area is the range between the minimum and the maximum values
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(a) No attack (b) With 5 Byzantine agents

Figure 4.6: Estimation accuragyy:; k? fork 2 N with different aggregation rules for static target (lines

are the average values, and shaded area is the range).

among the network. We observe that cooperative SGD with all the four aggregation rules achieve a better
P

average learning accuracy at convergence (measured By K ;i k?5jNj) than the non-cooperative

SGD under no attack, whereas only the centerpoint-based aggregation achieves a better average learning

accuracy than the non-cooperative SGD under attack.

4.6.1.3 Time-Varying Target

We next consider the case when the target is time-varying. Using time-varying target can make robots
follow a desired trajectory, which can be used in swarm robotics. The location of the time-varying target is
given by (5 + cos(0:01i); 5 + sin(0:01i)). The noise variance of distancé;k 2 [2:0;3:0];8k 2 N . And
we use xed stepsizey; =0:05 fork 2 N ,i 2 N. The other setups and Byzantine attacks are the same as
in Section 4.6.A.2.

Figure 4.7 shows the nal deployment of agents after 1000 iterations, where the yellow dashed circle
represents the time-varying target trajectory and the yellow star represents the current target. Figure 4.8
illustrates the state estimates as a function of time. And the learning accuracy measkirgd by k? are

illustrated in Figure 4.9. The simulation shows similar results to the case of static target.

4.6.1.4 Experiments on Robotarium

In addition to the numerical simulations, we carried out similar experiments using real robots on Robo-
tarium [159], a multirobot testbed developed at the Georgia Institute of Technology. The robots are 11 cm
wide, 10 cm long, and operate on a 3m x 2m area. We denote the bottom-left corner of the arena to be the
original point with coordinatef; 0) and the upper-right corner to i§&; 2).

We consider a network of 11 normal robots. Parameters are selectedste he t = 1s. The target

locationis setto be = (2:4;1:7). The regression vectoi.; has uniform covariance matriX,x = ﬁ;k 2,
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(a) No attack

(b) With 5 Byzantine agents

Figure 4.7: Mobile network's nal deployment for time-varying target (from left to right: noncooperative
SGD, cooperative SGD with average/CM/GM/centerpoint-based aggregation) .

(a) No attack

(b) With 5 Byzantine agents

Figure 4.8: Time-varying target estimatgs (1% dimension). From left to right: noncooperative SGD,
cooperative SGD with average/CM/GM/centerpoint-based aggregation.

2. 2 [0:1;0:5]. The noise variance of distancg, 2 [0:5;5:0]. Both 3, and 2, decrease linearly as the
distance to the target decreases. The xed stepsizRidn the case of attack, ve more Byzantine robots are
introduced making the total number of robots to be 16. We consider the network to be modeled by a complete
graph where every agent is the neighbor of every other agent. Since the centerpoint-based aggregation rule is
resilient up tod%e 1 =5 Byzantine robots, we expect it to be resilient in the experiment.

Figures 4.10 and 4.11 show the network deployments using CM/GM/centerpoint-based cooperative SGD
under no attack and with attack, respectively. The Byzantine robots are indicated by the red circle, and the
target location is highlighted by the blue star. Byzantine robots stay stationary throughout the experiment and
continuously send wrong estimates of the target locaip0) and velocity vecto(0; 0) to normal robots.

We adopt the collision avoidance mechanism implemented by Robotarium in our experiment.
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(a) No attack (b) With 5 Byzantine agents

Figure 4.9: Estimation accurady y; k? for k 2 N with different aggregation rules, for time-varying
target (lines are the average values, and shaded area is the range).

The results are similar to the simulation results. Without attacks, robots with CM/GM/centerpoint-based
aggregation rules all converge to the target. However, in the presence of Byzantine agents, only robots using

the centerpoint-based aggregation rule converge to the target.

(a) Initial deployment (b) Final deployment (CM) (c) Final deployment (GM) (d) Final deployment (cen-
terpoint)

Figure 4.10: Network deployment under no attack for the multi-robot target pursuit.

(a) Initial deployment (b) Final deployment (CM) (c) Final deployment (GM) (d) Final deployment (cen-
terpoint)

Figure 4.11: Network deployment with ve Byzantine robots for the multi-robot target pursuit.

4.6.2 Pattern Recognition

In the second case study, we consider the case when robots perform a pattern recognition or detection
task using sensor readings. We consider a network of 10 agents modeled by a complete graph where every
agent is the neighbor of every other agent. Agents collect two-dimensional features (sensor readings) to

perform binary classi cation. The real data distribution is given in Figure 4.12(a). The label-0 data has
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mean(1; 1) and covarianc€(0:1468 0:9233), (0:1863 0:3456)) and label-1 data has meén 1, 1) and
covariancg(0:417Q 0:7203), (0:000% 0:3023)). We assume outliers in the training data such that the labels

of the outliers are inverted — from O to 1 or from 1 to 0. The data distribution ¥0& 30% outliers is
illustrated in Figures 4.12(b)—4.12(d). We use logistic regression to classify the data. The global cost function

has the following form:

( L X )
mn F(), — E yilogg “x + 1 yilogl g ~x ; (4.15)
N on
whereg(z) = ﬁ The cooperative SGD algorithm in (4.2) and (4.3) can be used to optimize the above

cost function. The time-varying stepsize igi = —35 fork 2N .

(a) Real distribution (b) 10% Outliers (c) 20% Outliers (d) 30% Outliers

Figure 4.12: (a) Real data distribution, (b)-(d) data with outliers received by normal agents.

(a) Average (b) CM (c) GM (d) Centerpoint

Figure 4.13: Decision boundary achieved by different aggregation rules when 3 out of 10 agents are Byzan-
tine.

We consider two scenarios. Inthe rst scenario, every normal agent receives data with uniform outlier rate
20% This simulates the case in which agents receive similar data resulting in similar learning performance.
We compute the test loss of normal agents over 500 data samples from the real data distribution without
outliers by (4.15). In the case of attack, we randomly pick 3 out of 10 nhormal agents as Byzantine agents that

continuously sendll; 1) as their estimates to the other normal agents. The test loss for the non-cooperative
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SGD, cooperation using average, CM, GM, and centerpoint is plotted in Figure 4.14. Since we consider
a complete graph, normal agents receive the same messages in cooperation and therefore their aggregation
results are the same. As a result, normal agents share the same test loss in the cooperative cases, which is also
the mean of their test losses. We nd the centerpoint-based aggregation outperforms the other cooperative
aggregation rules as well as the non-cooperative SGD. When there is an attack, only the centerpoint-based
aggregation converges with a better learning performance measured by the average test loss than the non-
cooperative SGD. Figure 4.13 illustrates the decision boundary achieved by different aggregation rules under
attack.

In the second scenario, every normal agent receives data from the real data distribution with different
outlier rate 0fL0% 30% This simulates the case in which agents receive different data resulting in different
learning performance. Figures 4.15 illustrates the learning results. We observe that the results are similar to

the previous example.

(a) No attack (b) With 3 Byzantine agent

Figure 4.14: Test loss on 500 test data samples from the real data distribution without outliers (Normal agents
receive training data with uniform outlier ra2%.

(a) No attack (b) With 3 Byzantine agents

Figure 4.15: Test loss on 500 test data samples from the real data distribution without outliers. (Normal
agents receive training data with different outlier rates fifi#boto 30%).
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4.7 Discussion and Conclusion

The major computational step in the the proposed approach is the computation of a point in the safe
region Safe(S). We do so by computing eenterpointof a set of pointsS in dimensiond. If we have a
set of N points (i.e.,jSj = N), then a centerpoint can be computedd(N) time ind = 2, andO(N ?)
time ind = 3. Since in robotic applications, the position vector is in two or three dimensions, the case of
centerpoint computation id = 2; 3 is of particular interest. In general, the problem of checking whether
a point is a centerpoint of a given set of points or not is a co-NP-complete problem. In higher dimensions
(d 4), the complexity of nding a centerpoint is unknown. However, there exist approximation algorithms
and randomized algorithms that compute approximate centerpoints. We also note that a point in a safe region
Safe (S) can also be computed using other techniques, for instance, through linear programming [23]. The
linear program uses atotal of ", (d+1+ n f)constraintsird+ "  (n f) variables, which cannot
be solved in polynomial time fdr = djf-e 1 with the number of variables and constraints that are not
polynomial inn. However, centerpoint-based computation of a point in &g offers more advantages in
terms of computational complexity and characterization.

In this work, we studied the resilient aggregation rules for distributed machine learning algorithms. We
showed that the commonly used coordinate-wise median and geometric median-based aggregation methods
do not guarantee resilient convergence for distributed learning. We proposed a centerpoint-based aggregation
rule that generalizes the resilience property of the median into higher dimensions. The centerpoint-based
aggregation rule guarantees that the distributed learning algorithms converge to the optimum state if the
number of Byzantine agents in a normal agent's neighborhood is lessifiae, wheren, is the number of
agents in the neighborhood, adds the dimension of the state vector of the agents. Finally, we note that the
framework and the corresponding methods and analysis can be easily generalized to federated learning. We
aim to explore the trade-off between the computational cost for resilient aggregation and the degradation in

learning performance for future work.
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Chapter 5

Byzantine Resilient Distributed Diffusion in Least-Mean-Square (LMS) Algorithms for Multi-Task

Networks?!

In this chapter, we study resilient distributed diffusion for multi-task estimation in the presence of adver-
saries where networked agents must estimate distinct but correlated states of interest by processing streaming
data. We show that in general diffusion strategies are not resilient to malicious agents that do not adhere to the
diffusion-based information processing rules. In particular, by exploiting the adaptive weights used for dif-
fusing information, we develop time-dependent attack models that drive normal agents to converge to states
selected by the attacker. We show that an attacker that has complete knowledge of the system can always drive
its targeted agents to its desired estimates. Moreover, an attacker that does not have complete knowledge of
the system including streaming data of targeted agents or the parameters they use in diffusion algorithms, can
still be successful in deploying an attack by approximating the needed information. The attack models can be
used for both stationary and non-stationary state estimation. In addition, we present and analyze a resilient
distributed diffusion algorithm that is resilient to any data falsi cation attack in which the number of com-
promised agents in the local neighborhood of a normal agent is bounded. The proposed algorithm guarantees
that all normal agents converge to their true target states if appropriate parameters are selected. We also
analyze trade-off between the resilience of distributed diffusion and its performance in terms of steady-state
mean-square-deviation (MSD) from the correct estimates. Finally, we evaluate the proposed attack models

and resilient distributed diffusion algorithm using stationary and non-stationary multi-target localization.

5.1 Introduction

Diffusion Least-Mean Squares (DLMS) is a powerful algorithm for distributed state estimation [16]. It
enables networked agents to interact with neighbors to process streaming data and diffuse information across
the network to perform the estimation tasks. Compared to a centralized approach, distributed diffusion offers
multiple advantages including robustness to drifts in the statistical properties of the data, scalability, reliance
on local data, and fast response among others. Applications of distributed diffusion include spectrum sensing

in cognitive networks [160], target localization [161], distributed clustering [60], and biologically inspired

1©2020 IEEE. Adapted with permission, from [Jiani Li, Waseem Abbas and Xenofon Koutsoukos, "Resilient Distributed Diffusion
in Networks With Adversaries,” in IEEE Transactions on Signal and Information Processing over Networks, vol. 6, pp. 1-17, 2020, doi:
10.1109/TSIPN.2019.2957731].
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designs for mobile networks [162].

Diffusion strategies are known to be robust to node and link failures as well as to high noise levels [11,
163-165]. However, it is possible that a single adversarial agent that does not update its estimates according
to the diffusion-based information processing rules, for instance by retaining a xed value throughout, can
fail other agents to converge to their true estimates. Resilience of diffusion-based distributed algorithms in the
presence of such xed-value Byzantine attacks has been studied in [16, 60]. A general approach to counteract
such attacks is to allow agents to fuse information collected from other agents in local neighborhoods using
adaptive weights instead of xed ones. By doing so, only neighbors estimating a similar state will be assigned
large weights so as to eliminate the in uence of a xed-value Byzantine adversary.

In this chapter, we consider distributed diffusion for multi-task estimation where networked agents must
estimate distinct, but correlated states of interest by processing streaming data. Agents use adaptive weights
when diffusing information with neighbors since adaptive weights have been successfully applied to multi-
task distributed estimation problems. However, we are interested in understanding if adaptive weights in-
troduce vulnerabilities that can be exploited by Byzantine adversaries. The rst problem we consider is to
analyze if it is possible for an attacker to compromise a node, and make other nodes in its neighborhood
converge to a state selected by the attacker. Then, we consider a network attack and determine a minimum
set of nodes to compromise to make all nodes within the network converge to attacker's desired state.

We assume atrong attackmodel, that is, the attacker has complete knowledge of the network topology,
streaming data of targeted agents and their parameters used in the diffusion algorithm. A strong attacker can
know the topology by monitoring the network, streaming data of agents by stealthily compromising their sen-
sors/controllers and establishing backdoor channels, and diffusion parameters by doing reverse engineering.
We note that having complete knowledge is a strong assumption, however, it is common to assume a strong
attacker with complete knowledge of the system to examine the resilience of distributed networks [17, 18,
166-168]. In addition to this strong attack model, we also considezek attackmodel in which the attacker
has no knowledge of streaming data of targeted agents or their parameters. We show that such an attacker
can also be successful in preventing normal agents from converging to true estimates by approximating their
states.

As a result, we show that DLMS, which was considered to be resilient against Byzantine agents by itself
([11, 16, 60Q]), is in fact, not resilient. A Byzantine agent sharing incorrect estimates whose values are not
xed and change over time (time-dependent Byzantine attack) can manipulate the normal agents to converge
to incorrect estimates. On the one hand, adaptive weights improve the resilience of diffusion algorithms to
xed-value Byzantine attacks, but on the other hand, introduce vulnerabilities that can be exploited by time-

dependent attacks. We analyze this issue in detail and propose a resilient diffusion algorithm that ensures
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that normal agents converge to true nal estimates in the presence of any data falsi cation attack. The main

contributions of the chapter are summarized below:

» By exploiting the adaptive weights, we develop attack models that drive normal agents to converge to states
selected by an attacker. The attack models can be used to deceive a speci c hode or the entire network and
are applicable to both stationary and non-stationary state estimation. Although the attack models are based

on a strong knowledge of the system, we also show that the attack can succeed without such knowledge.

» We propose a resilient distributed diffusion algorithm parameterized by a positive iftegé/e show
that if there are at mo$t compromised agents in the neighborhood of a normal agent, then the algorithm
guarantees that normal agents converge to their actual goal states under any data falsi cation attack. If the
parametefF selected by the normal agents is large, the resilient distributed diffusion algorithm degener-
ates to non-cooperative estimation. Thus, we also analyze trade-off between the resilience of distributed

diffusion and its performance degradation in terms of the steady-state MSD.

» We evaluate the proposed attack models for both strong and weak attacks and the resilient distributed dif-
fusion algorithm using both stationary and non-stationary multi-target localization. The simulation results
are consistent with our theoretical analysis and show that the approach provides resilience to attacks while
incurring performance degradation which depends on the assumption about the number of compromised

agents.

The rest of the chapter is organized as follows: Section 5.3 brie y introduces distributed diffusion. Section
5.4 presents the attack and resilient distributed diffusion problems. Sections 5.5 and 5.6 discuss single node
attack and network attack models respectively. Section 5.7 presents and analyzes the resilient distributed
diffusion algorithm. Section 5.8 provides simulation results evaluating our approaches with multi-target
localization. Section 5.9 discusses and evaluates the attack model that does not require complete knowledge

of the system. Section 5.2 gives a brief overview of the related work and Section 5.10 concludes the chapter.

5.2 Related Work

Many distributed algorithms are vulnerable to cyber attacks. The existence of an adversarial agent may
prevent the algorithm from performing the desired task. Distributed consensus and diffusion based strategies
are often employed to resolve distributed estimation and optimization problems, for instance see [16, 169—
173]. Resilience of consensus-based distributed algorithms in the presence of malicious nodes has received
considerable attention in recent years. In particular, the approaches presented in [17, 174-176] consider the

consensus problem for scalar parameters in the presence of attackers, and resilience is achieved by leveraging
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high connectivity. Resilient consensus in the case of special network structures, such as triangular networks
for distributed robotic applications [38], has also been studied. To achieve resilience in sparse networks,
[36] presents the idea of employing few trusted nodes, which are hardened nodes that cannot be attacked.
Resilience for concensus+innovation problems have also been studied by [14, 177, 178] in a fully-distributed
way via agents' local observations and high network connectivity. Resilience can also be achieved via fault
detection and isolation (FDI). For instance, [19] studied the FDI problem for linear consensus networks via
high connectivity networks and global knowledge of the network structure by each agent. [20] considered a
similar FDI problem for second-order systems. Authors in [21] presented distributed detection method for
consensus+innovation algorithms via local observations of agents only. For attacks, typical approaches usu-
ally consider Byzantine adversaries with xed target different than the true value [17] or with updates without
time-dependent intention [14, 21] and assume that the goal of the attacker is to disrupt the convergence (stabil-
ity) of the distributed algorithm. In contrast, this work focuses on attacks that do not disrupt convergence but
drive normal agents to converge to states selected by the attacker. Moreover, in our attack model, the attacker
continuously changes its values over time as compared to the xed value attacks considered previously.

Resilience of diffusion-based distributed algorithms has been studied in [11, 16, 60]. Similar to the re-
silient consensus problems, xed-value attacks are usually considered, and the main approach has been to
use adaptive combination rules to counteract malicious values. This is an effective measure and has been
applied to multi-task networks and distributed clustering problems [60]. Several variants focusing on adap-
tive weights applied to multi-task networks can be found in [97, 103-105]. Note that the essence of adaptive
weights is similar to distributed detection. In contrast, it turns the detection method from a binary classi ca-
tion problem to a regression problem. Detection approach has also been applied in [104] for clustering over
diffusion networks. Although adaptive weights provide some degree of resilience to byzantine adversaries
with xed values, we have shown in this work that adaptive weights may introduce vulnerabilities that allow
time-dependent deception attacks.

Finally, there has been considerable work on applications of diffusion algorithms that include spectrum
sensing in cognitive networks [160], target localization [161], distributed clustering [60], biologically inspired
designs [162]. Although our approach can be used for resilience of various applications, we have focused on

multi-target localization [105].

5.3 Preliminaries

We use normal and boldface fonts to denote deterministic and random variables respectively. The super-

script( ) denotes complex conjugation for scalars and complex-conjugate transposition for matrices.
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Consider a network ol (static) agenfs in which an undirected edge (or a link) between two agents
indicates that they share information and are neighbors of each other. The neighborhood of dq agent
denoted byN is the set of neighbors ¢f, including the agerk itself. At each iteration, agentk has access
to a scalar measuremaht(i) and a regression vectok;; of sizeM with zero-mean and uniform covariance

matrixRyx , Efuy,; ukig> 0, which are related via a linear model of the following form:
di(i) = Ui W2 + vie(i):

wherev, (i) represents a zero-mean i.i.d. additive noise with variar\fgg andw{ denotes the unknown
M 1 state vector of agerk.

The objective of each agent is to estimafgfrom (streaming) datbdy (i); uki g(k =1;2; 25 N;i - 0).
The objective state can be static or dynamic and we representi asswE;i respectively. For simplicity,
we usew? to denote the objective state in both the static and dynamic cases.

The statewf can be computed as the the unique minimizer of the following cost function:
Jk(w) , Efkde(i) uk; wk?g: (5.1)

An elegant adaptive solution for determinim@ is the least-mean-squares (LMS) lter [16], where each

agentk computes successive estimatorswifwithout cooperation (noncooperative LMS) as follows:

Wii = Wii 1+ kU [de(i) Ui Wi 1];

where > Ois the step size (can be identical or distinct across agents).

Compared to noncooperative LMS, diffusion strategies introduce an aggregation step that incorporates
information gathered from the neighboring agents into the adaptation mechanism. One powerful diffusion
scheme is adapt-then-combine (ATC) [16] which optimizes the solution in a distributed and adaptive way

using the following update:

ki = Wiki 1+ kU [dk (i) Ui Wi 1] (adaptation) (5.2)
X

Wi = a (i) i (combination) (5.3)
12N |

whereay (i) represents the weight assigned to agdndtm agentk that is used to scale the data it receives

2We use the terms agent and node interchangeably.
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from |, and the weights satisfy the following constraints:

ak(i) O X ag (i)=1; ak(i)=0if 1 62 N: (5.4)
12N
Here the intermediate state; (obtained by the adaptation step) is shared among neighboring agents and a
combination of neighbors' intermediate states contribute to the current estimatef agentk.

In the case where agents estimate a common statge., w? is same for everk), several xed com-
bination rules can be adopted such as Laplacian, Metropolis, averaging, and maximum-degree [179]. In the
case of multiple tasks, agents are pursuing distinct but correlated objeefivés this case, the combination
rules mentioned above are not applicable because they simply combine the estimation of all neighbors with-
out distinguishing if the neighbors are pursuing the same objective. An agent estimating a different state will
prevent its neighbors from estimating the state of interest.

Diffusion LMS (DLMS) has been extended for multi-task networks in [60] using the following adaptive

weights:

8
alk (I) — B m2N . mk (5.5)
-0 otherwise
where 2(i)=(1 «) 2(i 1)+ kk i Wy 1k?®and  isa positive step size known as the forgetting

factor. This update enables agents to continuously learn about the neighbors agents should cooperate with.
During the estimation task, agents pursuing different objectives will continuously assign smaller weights to
each other according to (5.5). Once the weights become negligible, communication links between agents do
not contribute to the estimation task. Consequently, as the estimation proceeds, only the agents estimating
the same state cooperate.

DLMS with adaptive weights (DLMSAW) outperforms the noncooperative LMS as measured by the
steady-state mean-square-deviation performance (MSD) [16]. For suf ciently small step-sizes, the network
performance of noncooperative LMS is de ned as the average steady-state MSD level among agents:

MSDncop , i!ilm NlX\I Ekwi k2 MT (Ni X oK )i
k=1 k=1
wherewy;; |, WE Wi andM is the size of regression vectok. . The network MSD performance of
the diffusion network (as well as the MSD performance of a normal agent in the diffusion network) can be

approximated by

M1
MSDc  MSDgr —- ~ (

1 X _
> 2) (5.6)

ﬁ vik /*
k=1
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In [16], it is shown that MSR¢ = NiMSDncop, which demonstrates aw-fold improvement of MSD perfor-

mance.

5.4 Problem Formulation

Diffusion strategies have been shown to be robust to node and link failures as well as to nodes or links
with high noise levels [11, 164]. In this chapter, we are interested in understanding if the adaptive weights
introduce vulnerabilities in the case a subset of nodes within the network is compromised by a cyber attack.
In this direction, rstwe analyze if it is possible for an attacker who has compromised &rtodaake nodes
in Nk converge to a state selected by the attacker. Second, we consider a network attack model in which we
determine a minimum set of nodes to compromise to make the entire network converge to states selected
by the attacker. Finally, we formulate the resilient distributed diffusion problem that guarantees that normal
agents are not driven to the attackers' desired states, and continue the normal operation with the cooperation

among neighbors possibly with a degraded performance.

5.4.1 Single Node Attack Model

We consider false data injection attacks deployed Slyangattacker that has complete knowledge of the

system. In particular, we assume the following for the strong attack.

Assumption 5.1. A strong attacker knows the topology of the network, the streaming data of targeted agents

and the diffusion algorithm parameters they use, suchias

To examine the resilience of distributed networks, itis common to assume a strong attack with full knowl-
edge of the system, for instance, Byzantine attackers having a complete knowledge of the system are consid-
eredin[17, 18, 166-168]. However, we also consider a weak attack model in Section 5.9 in which an attacker
has no knowledge of agents' parameters and has no access to their streaming data. Compromised nodes are
assumed to be Byzantine in the sense that they can send arbitrary messages to their neighbors, and can also
send different messages to different neighbors.

The objective of the attacker is to drive the normal nodes to converge to a speci ¢ state. We assume a
compromised noda wants agenk to converge to state

8
2 Wg; for stationary estimation

3 . N
“wg+ 2., fornon-stationary estimation

a —_
Wi =

This is equivalent to minimizing the objective function of the following form:
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min lim G(wy; ); W2, 2 Dy ; (5.7)
Wy i1 !

where

G(Wk;i ) = ka;i Wﬁ;i kz;

andDy is the domain of state.; .

Another objective of the attacker can be to delay the convergence time of the normal agents. We observe
that if the compromised node can make its neighbors to converge to a selected state, it can keep changing
this state before normal neighbors converge. By doing so, normal neighbors of the attacked node will never
converge to a xed state. Thus, the attacker can achieve its goal to prolong the convergence time of normal

neighbors. For that reason, we focus on the attack model based on objective (5.7).

5.4.2 Network Attack Model

If the attacker has a speci ¢ target node that she wants to attack and make it converge to a speci ¢ state,
the attacker can compromise any neighbor of this node to achieve the objective. In the case the attacker
wants to compromise the entire network and drive the multi-task estimation to speci c states, she needs to
determine a minimum set of nodes to compromise such that every normal node in the network can be driven
to an incorrect estimate. Computing such a minimum set directly depends on the underlying structure, and

can be formulated aminimum dominating set probleim graphs as discussed in Section 5.6.

5.4.3 Resilient Distributed Diffusion

Distributed diffusion is said to beesilientif
lim w; = w: (5.8)
1!

for all normal agent& in the network which ensures that all the noncompromised nodes converge to the true
state.

We note that if agents do not cooperate or interact with each other at all, such as in the non-cooperative
diffusion, then adversary cannot impact agents' estimates. So, non-cooperative diffusion is resilient in this
sense. At the same time, agents are also unable to utilize the information from other agents aiming to achieve
the similar objective. Consequently, the steady-state MSD as result of non-cooperative diffusion can be

quite large. Here, our objective is to design a resilient diffusion algorithm that guarantees convergence to
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the true estimates in the presence of adversary and also results in smaller MSD (as compared to the non-
cooperative diffusion) by leveraging cooperation and information exchange between agents. We assume that
in the neighborhood of a normal node, there could be at Rasimpromised nodes [17]. Assuming bounds

on the number of adversaries is typical for the resiliency analysis of distributed algorithms, and our resilient

algorithm is also based on this assumption.

5.5 Single Node Attack Design

We design a strong attack in which the attacker drives the targeteckriod®nverge to a wrong estimate
wg; by makingk follow a desired trajectory de ned using stochastic gradient descent. The attacker's goal is
to ensure thak, which implements adaptive-then-combine LMS, actually updates its estimates according to
the stochastic gradient descent de ned by the attacker. Thus, the main task is to determine conditions under
which adaptive-then-combine LMS &fguarantees the convergencektsf estimate toag; .

We summarize the conditions below and then analyze them in detail in this section. Firstly, an attacker
needs to know the estimate of noklén the previous iterationLemma 5.Ishows that an attacker can obtain
the estimate given nodés streaming data and parameters. Secondly, Nosleould not assign any weight
to the messages from its non-attacked neighbloesnma 5.2nsures this objective. Finally, the magnitude

of the stochastic gradient descent update should be suf ciently small. Details are gRepsition 5.1

5.5.1 Gradient-based Attack Design

Here, we present an attack based on gradient-descent updates, and in the next subsection, provide condi-
tions under which the attack is successful. For stationary estimation, the following gradient-descent update
with a suf cient small step size? at thei'" iteration is suf cient to achieve the objective in (5.7):

Wi = Wii 1 fF wO(Wki 1) 5.9

Wi 1 TE(Wii 1 Wgi);

wherer? = 2 2 is a non-negative step size (that can also be time-varying). For non-stationary estimation,

the form is slightly different and it is describedby

Wii = Wi 1 FR(Wii 1 Xi); (5.10)

3See proof of Proposition 5.1 in the Appendix.
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where 8
2 Wg; for stationary estimation
Xi =
-Bw|§+ Rt rkk L; for non-stationary estimation
with & = R4 & Andthe diffusion estimate &f is
X . - .
Wi = a (i) i = a (i) i+ aw(i) ai:
12N 12N ¢ na

It is suf cient to achieve the attack objective (5.7) if the attacker could make the estimatéotidbw the

gradient-descent trajectory, i.e.,

X
ak (i) i+ aa(i) ai =Wki 1 FgWiei 1 Wgy): (5.11)
12N ¢ na

Since i = wyi 1+ U [di(i)  uiwig 1] is arandom variable that is not controlled by the attacker,
the attacker should eliminate the in uence of; forl 2 N ;| 6 a. Suf cient conditions to hold (5.11), and

thus to achieve the attack objective are as follows:

ai = Wki 1 Fg(Wgi 1 Xj); and (5.12)

ak()! 0;812Ng;1 8 a; andag(i)! 1: (5.13)

That is, the attacker uses the exchanging messggeas indicated in (5.12) and the targeted nkdepdates
its estimate based only ony;. ;i iS computed given the knowledge wf.; 1, that can be obtained by

the attacker givehemma 5.1

Lemma 5.1. # If a compromised noda has a knowledge of nodes streaming datd d (i); ux; g and the

parameter , then it can compute/y; 1.
Next, we see that by carefully designing.; as explained ihemma 5.2conditions in (5.13) are satis ed.

Lemma 5.2. If the attacker sends the messagg; satisfyingk ai Wi 1k kK i Wy 1k, 81 2

Ng;l 6 a;8i, then(5.13)will be true.

5.5.2 Suf cient Conditions and Convergence Analysis

Here, using results from the previous subsection, we present conditions that guarantee a successful attack.

A direct consequence dfemma 5.4s that we could replace the condition in (5.13)lya; Wy 1K

4The proofs can be found in the Appendix.
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K i Wk 1k;8I2Ny;l 6 a;8i. At the same time, from (5.12), we get
K ai Wi k= krg(wii 1 xjk:
Therefore, a suf cient condition to achieve the attack objective can be rewritten as

ai = Wki 1 Fg(Wii 1 Xi); (5.14)
stkrg(wii 1 Xk ki w1k

Thus, the attacker has to select a suf ciently small valuejofo make (5.14) true. Note that even though
rg = 0 is suf cient for (5.14), it renders the gradient of (5.9) zero and as a result no progress is made towards
convergence tavg; . Also note that to use (5.14), it is assumed that the communication mesgag®m
everyl 2 N is known by the attacker, which can be achieved by intercepting the message. In practice,
a suf ciently small value ofr2 guarantees that the condition holds. The attacker can select argnaaitl
observe if the attack succeeds; if not, decragst® nd an appropriate value. It is also worth noting that
for a xed value ofrg, (5.14) may not hold for some iteratiérbecause of the randomness of variables. Yet
we can always set = 0 for such iterations (no progress at the current point). However, in practice, the
attack succeeds by using a small xed valuepf> 0 since estimation is robust to infrequent small values
ofk i wgi 1k caused by randomness given the smoothing property of the adaptive weight.

Next, we argue that (5.14) is suf cient to achieve the attack objective. We summarize the above discussion

in Proposition 5.1and include a detailed proof in Appendix 5.A.

Proposition 5.1. If r} > 0 is selected such tha@l 2 N\ | 6 a, 8i ia; Krg(Wii 1 Xk
k i Wk 1k, then the compromised nodecan realize the objectivés.7) by using i described in

(5.12)as the communication message with

Next, we discuss the convergence time of attack. Note thiat a&s
; ayi = -5
iI!|1m 1T rp)=0:
In practice, when the left side of the above equation is smaller than a certain small vihlatis,
(@ o

we consider that the convergence to the desired state is achieved. Moreover, time required to reach the desired

SRefer to equation (26) in the Appendix.
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state is denoted big( ), and is computed as

. log
i2()= ——— 5.15

It is also worth mentioning that it is not necessary to start the attack at the beginning of the diffusion
task in order to guarantee the convergence of the attack. In other words, the attack can start at any time even
after the diffusion algorithm has converged to its correct target as long as the cond®apwsition 5.1is

satis ed.

5.6 Network Attack Design

In this section, we consider the case when multiple nodes are compromised using the attack model pre-
sented above. Our objective is to determine the minimum set of nodes to compromise in order to attack the
entire network. For this, we show: (1) It is not necessary for the attacker to compromise multiple compro-
mised nodes in order to attack a single node and (2) it is not possible for a compromised node to in uence
nodes, that is, make such nodes not converge to the desired states, that are not its immediate neighbors.
Therefore, the minimum set to compromise is simpipi@aimum dominating seif the network, which we

explain later in the section.

5.6.1 Impact of Compromised Nodes on Normal Nodes

In this subsection, rst we discuss the impact of multiple compromised nodes attacking a single normal

node, and then analyze the impact of a compromised node can make beyond its immediate neighbors.

Lemma 5.3. If the compromised nodes send identical message as propoged ®) then multiple compro-

mised nodes attacking one normal node is equivalent to one compromised node attacking the normal node.

The next problem to consider is if a compromised node could indirectly impact its neighbors' neighbors
that at the same time are not the neighbors of the attackéo illustrate this, we consider an attacker node
a, a normal nodé, and a large cliquifeof normal node€ such that each node in a clique is connected to both
a andl, and there is no edge between nodesdl.

Using the proposed attack modaljs able to drive every node in the clique to converge to its selected

state. We are interested in nding if the normal nddéhat is connected to the clique, is also affected by the

SEvery node is connected to every other node in a clique.
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attack. The state dfis obtained by

X
wii = aa() ki tan()
e
= an()(Wki 1+ kU [de(i)  ukiwi 1)) (5.16)
k2C

+ay()(wy o1+ U [dii)  ugwga):

We useR; to denote the random variablgu, [dk(i) Uki Wi 1] for k in the clique andR; to
denote uy; [di(i) uyiwy; 1] for normal nodd. Suppose the compromised nagleould affect nodes
beyond its neighborhood, from some paintvy.; converges twd andw; converges tav? (assume both
w2 8 w andw? 6 w).

Thus, (5.16) turns into:

X X
W= ag(i)(Wi+ Ryi)+(1 aw ()W + Ryi)
sgc kac (5.17)
= ag (W Wi+ Ry Ryi)+ wi+ Ry
k2C

After inserting constants and random variables, (5.17) can be written as

X ) X ) X )
an (Hwi wi)=  aw(i)Rki +(1 aa ()R (5.18)
k2C k2C k2C
Here,(Ww§ w}?) is a constant anel (i) changes slowly and can be considered as a constant that does not
change within a small period of time. Then, (5.18) implies a constant equals to a random variable, which

P
does not hold except that both sides equal to zero. For the left side, that is whgnag (i) ! 0 or

(W wg)! 0. Consider, whefw?® wg)! O, thatis,wf! wg. Insuch cases,

Rii = qup[di(i)  upiwg 1]

Wy [u wP + vi(i)  ug wil

W [u (W w) + vy (i)] 6 0:

So isRy; . Therefore, equation (5.18) does not hold under the condjtign wg) ! 0.
P
The other possible solution for equation (5.18) is whep,. ay (i) ! 0. This meand does not assign
any weight tok 2 C and operates by itself. In such cases, equation (5.18) holds when the right side of the

P
equation is zero. Since |, ag (i) ! 0, the right side turns int&® ; . We know wherl converges to its
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true objective statw,o, R, is zero, i.e.,

Rii = qup[di(i) upgwg 4]

U [u WP+ Vi) ug wpl

ugvi()! o

Thus, equation (5.18) holds under two conditions: Fﬁs&,zc ag (i) ! 0, thatis,| does not give any weight
tok 2 C. SecondR ;i ! 0, thatis,| converges to its true objective stavé.

We note that the above two conditions indicate thabnverges to its original goal state and will not
assign any weight to its compromised neighbors under the above conditions. Based on this discussion, we

haveLemma 5.4

Lemma 5.4. The attacker cannot change the convergence state of the nodes that are not its immediate

neighbors.

Next, we see how many compromised nodes are needed to attack the entire network.

5.6.2 Minimum Set of Compromised Nodes to Attack the Entire Network

Since it is not necessary to use more than one compromised nodes to attack one single normal agent,
and a compromised node cannot affect nodes beyond its neighborhood, nding a minimum set of nodes to
compromise in order to attack the entire network is equivalent to nding a minimum dominating set of the

network as de ned below [180].

De nition 5.1. (Dominating setA dominating set of a grap® = (V; E) is a subseD of V such that every

vertex not inD is adjacent to at least one memberdf

De nition 5.2. (Minimum dominating setA minimum dominating set of a graph is a dominating set of the

smallest size.

It should be noted that nding a minimum dominating set of a network is an NP-complete problem but
approximate solutions using greedy approaches work well in practice (for instance, see [180]). With the

above discussion, we state the following:

Proposition 5.2. The compromised nodes need to form a dominating set if the attacker wants every node in

the network to converge to its desired state.

Based on the above discussion, we observe that the above condition is both necessary and suf cient.
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5.7 Resilient Distributed Diffusion

In this section, we propose a resilient diffusion algorithm that guarantees convergence of normal nodes
to their actual states if the number of compromised nodes in the neighborhood of a normal node is bounded.
The proposed algorithm takes a non-negative intégas an input parameter. If the number of compromised
nodes in the neighborhood of a normal node is at irqghen the algorithm is resilient to any such attack.

It is obvious that selecting a large value achieves a higher level of resilience, while seledirg 0 means

that the algorithm is not resilient to any attack. However, there exists a trade-off between the resilience and
the steady-state MSD performance of the algorithm, which we will analyze in detail. Since the proposed
algorithm is adapted from the known DLMSAW, we call itResilient Diffusion Least Mean Square with
Adaptive Weights (R-DLMSAWe also note that in contrast to the connectivity requirements needed by
resilient concensus problems [17], since in resilient diffusion, connectivity does not affect convergence, but
only the estimation performance measured by the steady-state MSD.

Since our algorithm can achieve resilience to up toompromised nodes, we assume that there can be at
mostF compromised nodes in the neighborhood of any node, which is also referred toFagaba model

in [17]. Speci cally, we de ne:

De nition 5.3. (F -local model)A node satis es th& -local model if there is at mo$t compromised nodes

in its neighborhood.

De nition 5.4. (F-local network)A network is considered to satisfy tRelocal model if every node in the

network has at mo$t compromised nodes in its neighborhood.

While the chapter focuses on tlke-local model, scenarios involving bounds on the total number of
compromised nodes within the netwoik-fotal model [17]) can also be analyzed using a similar approach.

Next, we describe our resilient diffusion algorithm.

5.7.1 Resilient Diffusion Algorithm (R-DLMSAW)

In the context of distributed consensus, it is shown in [17] that for Mean-Subsequence-Reduced (MSR)
algorithms, that during the state update phase, a node discards the values of neighbors that are too far off
from the node's own value, resilience against attacks can be achieved, that is, distributed consensus in the
presence of compromised nodés-lpcal andF -total models) is guaranteed. In distributed diffusion, we
recall that a node updates its estimate by taking a weighted average of the estimates of all of its neighbors
(5.3). For resilient diffusion, we utilize a similar idea as in [17], that is instead of considering the estimates

of all neighbors during the state update phase, only consider values from a subset of neighbors sharing close
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estimates. We show that this strategy guarantees convergence of normal nodes to true estimates.

outlining the resilient distributed diffusion algorithm, we rst explain the notion of the cost of a node.

Following (5.3), normal agerk follows diffusion dynamics given by

X .
Wi = ak (i) ni:
12N «

Thus, the cost function in (5.1) in th# iteration can be written as:

X
Jk(Wii ) = Ji( a (i) i)
12N « «
= Efkdi(i) uk;( ak (i) 1 )K°g:

12N

P
Since |y, @k (i) =1, we have

X
di(i) = ay (1)di (i):

12N ¢
Thus,
8
< X 2—
J(wg;i) = E, a (1)dk (i) ak (Ui 1.
g 12N« 12N 9 '
< X 2=
=E, ai ()(de(i) Uk i) .
" I2N !
a2 (DEfkd(i) Uki 1 K2g (5.19)
12N &
X
= ag (1) i)
|g\lk

g kDI i)

[ many mi (D12

The goal ofk is to minimize its cost at every iteration, i.e., to minimizgw\.; ) by discarding~ neigh-

bors' message. Therefore, the removalRg(i) of sizeF should be selected by

Rk (i) =argmin \l]:;((wk;i)
4y )
I2N R (1) Ik (1) Ik ( |;|)_

=argmin >
[ m2N R i (i) mic (D2

Before

We note that the algorithm presented here is a generalization of the algorithm in [1] which is resilient to

a speci ¢ type of Byzantine attack and has a lower computational cost. In contrast, the algorithm proposed
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in this work is resilient to any Byzantine attack, but has a higher computational cost. Thus, there is a trade
off between the computation complexity of the algorithm and the scope of attacks to which the algorithm is
resilient.

To compute the cosly( ;) = Ekdk(i) uki 1ik?, agentk has to store all the streaming data.
Alternatively, we can approximatk ( ;) using a moving average based on the previous iterations.

Next, we outline the basic idea of the proposed resilient distributed diffusion algorithm below, and present

the details oR-DLMSAWin Algorithm 2.

1. If F jN «j, agentk updates its current stat,.; using only its own ., which degenerates dis-

tributed diffusion to non-cooperative LMS.

2. If F < jNj, at each iteratiom, agentk computes jNF“ possible removal sets, and selects the one
by removing whichl ( ;) is minimized. Then, the agent updates its current wedghi) and state

Wy without using information from nodes R (i).

We note that foF = 0, DLMSAW and R-DLMSAW are essentially identical.

Algorithm 2: Resilient distributed diffusion und&r-local bounds (R-DLMSAW)
Input: & ( 1) =0 ,maintainn 1matrixDy; = 0, 1andn M matrixUx; = 0, w forall
k=1;2;:;N,andl 2 N
1 fork=1;2;::;N;i  0Odo
2 e (i) = de(i) uwkiwki 1
3 ki = Wki 1+ kU e(i)
4
5

if F jN «jthen
LWk;i = ki

6 else
7 R@)=@1 W R D+ ki w1k
8 UpdateDy; andUy; by addingdk (i) anduy; and removingx(i n) anduy; n
9 Jk( 1) = EKDki Ui 13 K2 -
10 Compute all possible discarded &t(i)*, R (i)2, 12, Ry (i) "+
11 Jmin = 1
12 forj =1:2:::; Nkl do

p F 4,
13 J = ARl K (I)Jzk.( :)

Uoman ok iyl me (1
14 |f J < J min then .
15 Rk (i) = Ri(i)
16 Jmin = J
o 2(i) . .

17 ak (i)= p I 1 2 NnR (i)

P MmN kR () mk (1)
18 Wi = |2Nkan(i)a|k(|) L

19 return Wy

Proposition 5.3. If the network is & -local network, then R-DLMSAW is resilient to any message falsi cation

attack.
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Proof. Given theF -local model, we assume that there are F compromised nodes in the neighborhood

of a normal nodék. In the case oF N j, k updates its state without using information from neighbors.

Next, consider the case whén< jNj. To deploy the attack, the attacker must try to make the message

it sends to the normal nodes not being discarded by the normal nodes. This can only be achieved if the
cost of keeping the attacker's message is smaller than keeping some normal agents' message (discarding the
attacker's message). Therefore, any attack message not being discarded actually results in a cost smaller than
the normal case. Therefore, R-DLMSAW is resilient to any message falsi cation attack. From the attacker's
perspective, since its goal is to maximize cosfw . ), the optimal strategy for the attacker is not to make

this cost even smaller. As a result, the information from the attacker will be discarded. Thus,

X .
Wi = a (1) s
12N « nR (I)
meaning the algorithm performs the diffusion adaptation step as if there were no compromised node in its
neighborhood. Note that messages from normal neighbors may also be discardde siagebe greater
than the number of compromised neighbors. However, the distributed diffusion algorithm is robust to node

and link failures [11], and it converges to the true state despite the links to some or all of its neighbors fail.

Finally, the algorithm will converge and equation (5.8) holds, showing the resilience of R-DLMSAW]

5.7.2 Trade-off Between Resilience and MSD Performance

An important aspect of R-DLMSAW is the selection of paramé&tdny each normal node. On the one
hand, selection of a large degrades the performance of the diffusion algorithm as measured by the steady-
state MSD, but on the other hand, a smaHemight result in an algorithm that is not resilient against attacks.

In the following, we summarize the trade-off between the steady-state MSD performance and resilience.

It is rather obvious that if a normal node seleEtsmaller than the number of compromised nodes in
its neighborhood, then the messages from the compromised nodes might not be discarded entirely during
the state update phase of R-DLMSAW. As a result, the algorithm might not be resilient against the attack,
and the normal node might eventually converge to the attacker's desired state. Howevisrsilected too
large, then in the worst case, normal agents discard all the information from their neighbors. The algorithm
becomes a non-cooperative diffusion algorithm and incund &nld MSD performance deterioration. Thus,
the performance of R-DLMSAW lies somewhere in-between the cooperative diffusion and non-cooperative
diffusion depending on the choice Bfselected.

Consider a connected network withnormal agents running R-DLMSAW. Le€, = f 2.;:::; 24 @
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be the noise variance. Suppose by selecting dortte network is resilient, but is no longer a connected graph
and is decomposed into connected sub-networks, each of which is denote@bwherej 2 f1;, ;ng.

Using (5.6), the steady-state MSD for each sub-network is

M1 X,

MSDS o i 2 v;k;
o2 (807,

wherejS; ] is the number of nodes if" sub-network. The steady-state MSD for the overall network (con-
sisting of sub-networks) after running R-DLMSAW is the weighted average of the steady-state MSD of the
sub-networks, that is

M X o1 X

AN o vik -
2N j=1 1Si]

1 X o
MSDaer= o MSDs, JSj]
k25S;

j=1

At the same time, the steady-state MSD for the (original) connected network before running R-DLMSAW is

MSDbefore

N
Z
Zl -
<
=

1
m v;k

The difference between the two is

M X 1 X
MSD MSD = — —_— = 2.
after before 2N . (ijJ N ) s vik
- )

We know thajsjj N. Thereforejsﬁ Ni 0, meaning the steady-state MSD of the network after running
R-DLMSAW is worse than the steady-state MSD of the original network, and as the network is decomposed

=
iSji

into more sub-networksp, j”:1 ( 1) and MSDyer becomes larger.

Therefore, it is crucial to select an appropri&tethat is a value with which the algorithm is resilient
against compromised nodes and at the same time useful links between nodes are preserved. To this end, a
simple way to seledt isto rst estimatewncopk;i by a non-cooperative diffusion and compufgw ncopk;i )-

Then, starting with a smakt, for instance~ = 0, perform cooperative diffusion and compute(w coopk;i )-
If Ik (Weoogkii ) > J k(Wneopk;i ), it means that a compromised node is able to effect the estimation, and

therefore increaské by 1. We keep repeating this as longBW coopk;i ) > J k (Wncopk;i ) iS true.

5.8 Evaluation

In this section, we evaluate three algorithmen-cooperative diffusignrDLMSAW and R-DLMSAW

and compare their performance foo-attackandattack scenarios. We evaluate the proposed attack model
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and resilient algorithms using the application of multi-target localization [105, 179] for both stationary and
non-stationary targets.

We consider a network dff = 100 agents, in which each agent's objective is to estimate the unknown
location of its target of interest by the noisy observations of both the distance and the direction vector towards
the target. These agents and targets are distributed in a plane. The location df &geenoted by the
two-dimensional vectopy = [Xxx;Yx]”, and similarly the location of target is represented by the vector

w? = [x2;yP]” . Figure 5.1 illustrates how an agent estimates the location of the target.

target
L xuvr

Me .-

agentk Q/UE ......................

[Xi; Yic]

Figure 5.1: lllustration of target localization.

In Figure 5.1, the distance between agersnd the target is denoted b = kw?  pck, and the unit

0 >
direction vector from agerk to the target i1? = (I‘(”Wk ";k)k . Therefore, the relationship holds such that
k

rd = u?(w? px). Since agents have only noisy observatiéng(i); ux; g of the distance and direction
vector at every iteration we get the following:
(i) = Ui (Wg pi) + v (i):
If we use the adjusted signdy (i), such that
di(i) = re(i) + Ui px;
then we derive the following linear model for variabfe (i); ux. g in order to estimate the targef’:

di(i) = Ui W2 + vie(i):

As a result, agents can rely on DLMSAW algorithm for the multi-target localization problem. Figure 5.2(a)
shows the network topology before the application of diffusion algorithms. For better readability, we only

illustrate the network topology of agents without showing targets.
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For stationary target localization, the location of the two stationary targets are given by

8

o 2 [0:1;0:1T; for k depicted in blue
wy, =

3 [0:9;0:97; fork depicted in green

Non-stationary targets are g'g/en by

% 0:1+0:1cos(2!i

0:1+0:1sin(2i ; for k depicted in blue

Wy,

)
~ )
! 3 0.9+0:1cos(2!i ;

0:9+0:1sin(2 | ; for k depicted in green

where! = 5&-.

Regression data is white Gaussian with diagonal covariance maRiges= 7, Im with M = 2,
5;k 2 [0:8;1:2] and noise variance? 2 [0:15;0:2]. The step size of x = 0:01 and the forgetting factor
k = 0:01are set uniformly across the network. Note that we adopt a signal-to-noise ratio (S§R) 19

dB in our setup. However, the same results are generated if we choose low SNR values.

5.8.1 Strong Attacks

We consider the strong attack model discussed in Sections 5.5 and 5.6. The attacker aims at making
the normal agents estimate a speci ¢ location selected by the attacker. In this evaluation, we select the
attacker's targeted location to g = [0:5; 0:5]", and the attack parameters are selected uniformly across
the compromised agents g$ = 0:002 For non-stationary estimation, we selegf = [0:1cos(2! ai);
Olsin2! )7, & =1[ 02! gsin2! 4i); 0:2! 4cos(2! 4i)]”, where! 5 = ﬁ. Figure 5.2(b)
shows the network topology at the end of the simulation using DLMSAW with no attack for both stationary
and non-stationary tasks. If the weights between adeatsll are such thady (i) < 0:01anday (i) < 0:01,
then we remove the link between such nodes from the network. We observe that only the links between
agents estimating the same target are kept, that is green nodes are connected with green nodes only, and
blue nodes are connected with only blue ones, thus, illustrating the robustness of DLMSAW in multi-task
networks. Figure 5.3(a) and Figure 5.3(b) shows the estimation dynamics by DLMSAW for the targets'
locationswy; (1) andw (2) for every agenk and iteratiori from 0 to5000under no attack. Hene . (1)
andwy. (2) are the rst and second element of the estimate respectively, thatiiss [Wy.i (1); Wi (2)]” .

It is shown that the two groups of nodes converge to their goal state.

Figure 5.2(c) shows the initial network topology with compromised nodes. There are four compromised

nodes (red nodes with yellow centres) in the network. Figure 5.2(d) shows the network topology at the end of

DLMSAW in the case of a strong attack. All red nodes are the normal agents convergifig Wée observe
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(a) Initial network topology (b) At the end of DLMSAW (c) Initial network topology (d) At the end of DLMSAW
(no compromised nodes) with no attack (with compromised nodes) under strong attack

Figure 5.2: Network topologies in the case of DLMSAW algorithm.

that neighbors of a compromised node communicate only with the compromised node, and not with any other
node in the network. As a result, compromised nodes successfully drive all of their neighbors to desired states
wg as discussed in Section 5.6. Figure 5.3(c) and Figure 5.3(d) shows the estimation dynamics by DLMSAW
for the targets' locationv i (1) andw . (2) for every agenk and iteration from 0 t&000under attack. The
attacked nodes in the gure refer to the immediate neighbors of the compromised nodes. It is shown that all
the immediate neighbors of compromised nodes are driven to convevggewereas all the other normal

nodes converge to their original goal states.

(a) Wi;i (1) (under no attack) (b) w;i (2) (under no attack) (c) w; (1) (under strong at- (d) wy; (2) (under strong at-
tack) tack)

Figure 5.3: Estimation dynamics for stationary target localization by DLMSAW.

Figure 5.4(a) shows the convergence of nodes under attack (stationary targets). We note at around 3000
iterations, the difference between the average state of nodes under attack and the attacker's desiged state
becomes almost zero. This observation is also consistent with the result in (5.15),ias 8000 and
rg =0:002 the value of turns out to bé:0025 which is indeed quite small and indicates the convergence
of node's estimate tovg.

Figure 5.4(b) shows the average state dynamics of nodes under attack for non-stationary targets. Since
states are changing over time, we illustrate the dynamics of average states' changing with respect to the

dynamics of attacker's selected state, instead of a convergence plot like 5.4(a). HeXectimdinate
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