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CHAPTER |

Introduction

[.1 Motivation

Arti cial Intelligence (Al) has proved to be very successful at certain tasks where clear boundaries and rules
are de ned. These mostly take the shape of Machine Learning (ML) or Deep Learning (DL) methods, and
have proved to outperform some of the best humans in the world at such tasks, like Atari and DeepMind's
AlphaGo [1]. These technologies have also been included in our everyday lives in various ways, such as
recommendation systems in TV/movie applications like Net ix and Hulu, or as smart assistants like Alexa or
Siri. The Al discipline and technologies are developed with the intention to match the learning and reasoning
capabilities of the human brain, where the main successes in these areas are mostly achieved by the use of
arti cial neural networks (NN). The term neural network appeared several decades ago, motivated by the
human brain structure in which information is passed from neuron to neuron. In this way, researchers in Al
have made signi cantimprovements in areas like image classi cation, object recognition, pattern recognition
and more. These neural networks can have different shapes and architectures, and can be used in many tasks
like regression and classi cation, but the underlying idea is the same: mimic a biological neural network in
which information is transferred from neuron to neuron in which different processes may occur (activation
functions).

Nevertheless, the success of these complex Al systems comes at a cost. NNs are considered to be opaque
systems in nature, thus reasoning about their behavior is complicated. Being opaque systems means that
there is a lack of transparency in the internal reasoning of the output decision-making, we can only reason
about the input-output behavior. This type of behavior analysis limits the applications in which these NNs
can be widely adopted. Cyber-Physical Systems (CPS) is an example in which the inclusion of NNs has been
limited to non-critical tasks unless an exhaustive formal analysis has been conducted. A CPS is de ned as
the integration between a physical system that interacts with the real world and other complex computational
processes that fully or partly command the behavior of these systems as they interact with the physical world.
An example of a CPS is a modern car with some level of autonomy such as lane keeping technologies, in
which the driver manually controls the car, but there are other behaviors like keeping the car in the lane that
are controlled by a computer that processes the sensor information and sends steering commands to the car to
keep it in the right lane. Other examples of CPSs can be home appliances with any computational processing

units embedded in the system, like a dryer with a sensing unit to stop the unit when the clothes are dried.



For the former example of the partly autonomous car, due to the possible catastrophic consequences that an
incorrect or unsafe behavior may lead to, exhaustive testing, validation and veri cation analysis is needed.

In many cases, due to the huge success in many areas such as image recognition, object detection or
reinforcement learning, there are several tasks in autonomous CPS that are learned and commanded by deep
learning models within the CPS, also referred to as Learning-Enabled Components (LEC). We refer to the
systems as learning-enabled CPSs, which are the main systems that we investigate in this work. However,
despite the great promises that learning-enabled CPSs hold to reinvent the way we move, the way we live,
there are many challenges preventing an extensive adoption in safety-critical domains. Any system that
integrates computational with physical capabilities, interacting with humans and the real world presents its
own challenges, such as modelling and navigating the unstructured and dynamical environments these operate
on, and the cross-domain knowledge required to design and integrate all the components of the systems,
including but not limited to sensing, control, component communication, and actuators [2]. Theory and
tools are needed to rst design, analyze and verify components at various levels of the system, from both
hardware and software components. Then, we need to analyze and understand the behavior and interactions
of the whole system with all its subsystems, and nally guarantee that the overall system is correct and safe,
meaning we need to verify that the implementation meets the design plan and its requirements. In addition to
the CPS challenges, the inclusion of learning-enabled components adds a layer of complexity.

LECs have been proved to be susceptible to adversarial attacks. These adversarial attacks are generally
small perturbations to the input of these components, which can drastically change its behavior [3]. Early
studies have shown that small perturbation to images can cause a NN to misclassify them, i.e., a stop sign
with a small perturbation is classi ed as a speed limit sign, which could have catastrophic consequences
if deployed in a safety critical system like an autonomous or partially autonomous car. Motivated by the
capabilities of these systems and the lack of proper understanding of the inside behavior, the area of neural
network veri cation emerged a little less than a decade ago. The goal of these techniques are to prove whether
the input-output neural network behavior is as originally designed. Depending on the task to be performed,
the formal analysis of NNs can be computed in different ways and using different methods, although all of
them reason about the input-output relationship.

However, analyzing the behavior of NNs in isolation is insuf cient for its used in safety-critical systems.
Therefore, as a logical and natural extension of these methods and their applications, several researchers
began to investigate and formally analyze the full behavior of Learning-Enabled CPS. In general, this has
been done by integrating neural network veri cation methods and hybrid system veri cation [4]. Hybrid
system veri cation has existed for several decades now, and it is used to formally analyze the behavior of

dynamical systems. These dynamical systems are typically de ned by ordinary differential equations (ODES)



which models the continuous dynamics of CPS, although more complex models can be used such as hybrid
automata, which are a combination of discrete and continuous dynamics. Any of the functions describing the
continuous evolution of the states of the CPS can be linear or nonlinear, and several techniques have been
proposed to analyze them in both discrete and continuous manner. Despite many of the recent efforts, formal
veri cation for hybrid automata and nonlinear systems remains a challenge in the form of scalability and
conservativeness, where a tradeoff between the two exists [5].

Another challenge for the veri cation of learning-enabled CPS is to properly model the system dynamics.
In order to provide mathematical guarantees on these physical systems, we need accurate model representa-
tions. Although in a perfect world we would be able to de ne the exact dynamics of every CPS using the
laws of physics, this world is far from ideal and there are many instances in which we are not able to de ne
the exact dynamics of the system to analyze. This is the case for many manufactured products, where a large
percentage of parts are outsourced to other companies and the internal components of those parts are not
always accessible to the user/manufacturer of the overall product. This is one example of many cases where
the internal dynamics of a system may not be known, so we need to use data-driven techniques to model
them. Depending on the complexity of the data, there exists methods to be used, including classic system
identi cation techniques for linear and nonlinear systems, hybrid automata learning and deep learning meth-
ods [6, 7, 8, 9]. However, there are limitations on the type of dynamics that can be learned, i.e., learning

hybrid automata with nonlinear continuous dynamics remains an open and challenging problem [8].

I.2 Research Challenges
Reasoning and understanding the behavior of learning-enabled CPSs requires a deep understanding about
the individual components of the system, as well as the joint dynamics and interactions among such [10, 2].
Ideally, we would be able to de ne the joint dynamics of these systems based on the laws of physics based on
our knowledge of each component and the interactions between them. However, there are many cases where
this is not possible. In these scenarios, we need to make use of data-driven methods to identify the dynamics
of these systems. While there are common and widely used techniques used to learn linear ODEs from data,
and there are several for nonlinear systems [9], the methods for hybrid systems are more limited due to the
complexity of these that combine continuous and discrete behavior [8]. There are also other recent methods
from the deep learning area such as RNNs, neural ODEs, or the combination of both that have the capability
to learn such dynamics [6, 7, 11, 12].

The second step to reason and analyze their behavior is with the use of validation and veri cation meth-
ods. In safety-critical domains, we need to have guarantees that the system will operate safely and correctly

according to its design and speci cations. The best methods to increase the trust about these systems is with



the use of formal veri cation methods. However, these often suffer from scalability issues, specially when
dealing with complex systems with high dimensions and many parameters. In addition, when these systems
are controlled with neural network controllers or LECs, the veri cation complexity increases even further
due to the opaque nature of these neural network controllers [13]. In addition, for some of these deep learn-
ing models like neural ODEs, there are no empirical methods to verify them, becoming infeasible to use in
safety-critical applications.

Spurred by existing challenges and limitations, this document focuses on addressing the following ques-

tions:

« Are current veri cation approaches suitable to formally verify complex learning-enabled CPSs in

safety-critical domains? If not, can we extend these or develop nhew methods to verify them?

* Neural ordinary differential equations present promising advantages over existing classical system
identi cation and deep learning methods. Are these models robust? Can we provide formal guarantees

on their behavior?

< How can we learn the complex dynamics of CPSs that present discrete and nonlinear continuous be-

havior? Are existing methods enough to approximate these systems?

I.3 Research Contributions
Motivated by the existing challenges, the proposed research contributions are presented and discussed in

detail in Chapters Ill to VII, and can be summarized as follows:

* We begin by examining two case studies of neural network control systems (NNCS) in the area of
autonomous vehicles with the Neural Network Veri cation (NNV) tool [14]. These two case studies

aim to extend existing methods in NNV with increased complexities in the NNCS.

« The rst case study formally veri es the safety of an unmanned underwater vehicle, where the main
challenge is to verify the 3 neural networks that the control system is composed of. We extend the

NNV tool to handle NNCS with multiple neural networks as part of the system [15]

* The second case evaluates the safety of an unmanned aircraft using the neural network compression of
the Advisory Collision Avoidance System X for unmanned aircraft (ACAS Xu), where the methods in
NNV are extended to handle the switching behavior of the classi cation-based controllers of the ACAS
Xu [16]. This study shows that it is possible to do a comprehensive safety veri cation analysis of a

complex air collision advisory system for aircraft travelling in straight, co-altitude paths.



« Then, we present our work on the veri cation of neural ordinary differential equations (ODEs). We
introduce a general class of neural ODEs (GNODES), then describe the methods implemented in our
framework, and nally evaluate these in a set of benchmarks from the areas of dynamical systems,

control systems and image recognition.

« Finally, we introduce a nonlinear hybrid automata learning framework that makes use of an occupa-
tional kernel system ID and neural ordinary differential equations to learn the continuous dynamics of
hybrid systems. This framework improves state-of-the-art tool performance due to the incorporation of

continuous nonlinear dynamics to describe the continuous evolution of the system dynamics.

I.4 Organization

The remainder of this dissertation is organized as follows. Chapter Il presents a summary of the recent
research in the areas of hybrid automata learning, a discussion of veri cation approaches for neural net-
work control systems (NNCS), including a description of state-of-the-art tools, and an introduction to neural
ODEs, including its different architectures and learning technigues with its applications, and the existing
works on veri cation of neural ODEs. Chapter Il introduces the rst case study of the NNCS veri cation
work: an experimental evaluation of formal veri cation of an underwater vehicle system with three neural
networks. Chapter IV presents another experimental evaluation of a NNCS veri cation of unmanned aircraft
with switching classi cation-based controllers. Chapter V describes the framework and methods for the ver-
i cation of neural ordinary differential equations and its experimental evaluation. Chapter VI presents the
hybrid automata learning framework that makes use of two nonlinear system identi cation routines to learn
the continuous dynamics of the hybrid systems, as well an evaluation and comparison to a state-of-the-art
approach. Chapter VII ends with the concluding remarks, remaining challenges and future work, followed

by the author’s list of publications and presentations in Chapter VIIlI.
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CHAPTER I

Related Work

The research area in the intersection of CPS, deep learning, and formal methods is very large, so we mainly
focus on describing the state-of-the-art methods and tools in three subareas more closely related to our pro-
posed work: hybrid automata learning, neural network control system (NNCS) veri cation, and learning and

veri cation of neural ODES.

1.1 Hybrid Automata Learning

I1.L1.1 Preliminaries

A hybrid automaton is a model that presents both continuous and discrete behaviors in its dynamics. The
continuous dynamics are typically de ned by Ordinary Differential Equations (ODEs) and describe the con-
tinuous evolution of the state variables of the system, while the discrete dynamics de ne the jumps or tran-
sitions between different ODE modes that describe different continuous evolution of the state variables of
the model. This type of models is also referred to as hybrid system, and to properly understand the state-of-
the-art methods to learn hybrid systems, we begin by formally describing a hybrid automaton in De nition

1.

De nition 1 (Hybrid Automaton) A hybrid automaton is de ned as a tuple HA = (%, X, %, U, inv, T,

g, h, f) where:

X R"is the continuous state space with a set of initial continuous statesch thaty  inv(z).

U R"is the continuous input space.

«inv: 2 2Xis a mapping that assigns an invariant inv(z)X to each location z. An invariant is a
property of each location that must be satis ed by all the continuous states for a given location. A state

(z, X)E inv(2) iff X2 inv(z).

« T Z Zisthe set of discrete transitions between locations. A transition fj@nZto z 2 Z is

de ned as (z z).

«g: T 2Xisaguard function that associates a guard set i9@p) for each transition fromizo z,

where g((z z)) \ inv(z) 6 0.



«h: T X Xisthe reset function that returns the next continuous state when a transition is taken.

The reset function of a transition g((z;)) is denoted as h((zz)).

« f:Z X U R"isthe set of ordinary differential equations (ODESs) that de ne the continuous
dynamics for each location2 Z over the continuous state variable2XX, and it is denoted as =

f(z, x, u).

The invariantdnv(z), guard setg)((z, z;)) and reset functionB((z, z;)) are modeled as linear functions
and the former two are de ned as bounds over the continuous state variablesxeguationof a hybrid
automaton moddHA is an alternating sequence of continuous ow trajectories, which evolve as de ned by
each location's continuous dynamics and are bounded bynttegiants and discrete transitions between

these locations de ned by thguard andresetfunctions.

[1.1.2 Learning approaches

Having de ned what a hybrid system is, we can have a better understanding on how these systems work
and the challenges and complexities. While there have been more works for learning purely continuous
systems or purely discrete systems, hybrid systems have not been exhaustively studied despite recent efforts
[17, 18, 19, 8, 20, 21, 22, 23]. In this category of hybrid system we include some variations such as timed
and switched systems, that while simplifying some of the aspects of hybrid automata, many of the learning
aspects are very similar and can be applied to general hybrid systems. Some of these studies have focused on
the learning of Switched af ne AutoRegressive eXogeneous (SARX) and PieceWise af ne ARX (PWARX)
models [24, 25, 26]. There are mainly three classes of approaches to learn such models, including algebraic
based [27, 28, 29, 30, 31], clustering based [32, 33, 34, 35, 36], and optimization based [37, 38, 39, 40, 41].
Most of these works focus on purely identifying the dynamics of the system modes, but there are very few
that study the learning of the hybrid system as a whole, including the overall number of modes, transitions,
and guards.

In the past few years, there have been multiple attempt at studying hybrid automata inference. Niggeman
et al. [23] present a technique called HyBUTLA, which was the rst method to solve the hybrid automata
learning problem at scalable precision. To learn the dynamics, they estimate each mode using linear re-
gression or neural networks. After the identi cation has been done, the modes are evaluated based on the
probability of staying in the state similarities and merged in a bottom-up manner. The transition between
modes are calculated using transition probabilities, timing constraints and events. Grosu et al. [42] proposed
a method to learn a variation of HA called Cycle-Linear Hybrid Automata (CLHA). The goal is to learn the

dynamics of cells using electric signals known as the action potential (AP). They make use of AP properties



to identify the modes and the transitions of the corresponding HA. Then, the linear dynamics for each mode
are learned using a modi ed Prony's method. Finally, the modi ed Prony's method is applied again to the dy-
namics and transitions to learn a function that adjusts the mode dynamics and switching logic on a per-cycle
basis.

Medhat et al. [17] propose a learning framework using LearnLib [43] to learn hybrid automata with
input/output traces. First, they cluster the traces based on input/output events and to these, linear regression is
applied to learn the mode dynamics. Summerville et al. [44] introduce the Causal Hybrid Automata Recovery
via Dynamic Analysis (CHARDA). This technigue has two clearly differentiated steps: mode identi cation
and causal guard learning. First, the modes are identi ed using a dynamic programming approach to segment
the data into traces and then compute a cost function with a penalty criterion based on a template set of linear
models to select the optimal model with the minimum trace error. Then, it learns causal guard conditions
for the transitions between the dynamic modes using Normalized Pointwise Mutual Information (NPMI). A
similar work to CHARDA is HyMn [45], although there are some key differences. The main idea is the same,
to learn a linear hybrid system from input/output traces, although HyMn does not require any prior knowledge
in the dynamics (no templates necessary). HyMn Sarkar et al. [46] address the learning of stochastic switched
linear systems from noisy input/output data. The focus of this work is to learn lower-order approximations
of the system by using Hankel-like matrices to construct data and use Singular Value Decomposition (SVD)
truncation to calculate the approximated dynamics.

Garcia Soto et al. [18] propose two algorithms to apply membership-based synthesis to learn linear hybrid
automata with nondeterministic guards and invariants. A main difference with other methods described is that
these algorithms do not require a template for the dynamics, and work with an arbitrary number of modes.
The rst approach minimizes the number of modes encoding the synthesis problem as a logical formula via
linear arithmetic, and then it's solved with an SMT solver. However, this is only feasible for a limited number
of datasets. The second method targets this drawback by iteratively extending an initial synthesized hybrid
automaton based on the processing of new training data. Thus, this method is applicable to online estimation
as well as synthesis-in-the-loop applications, although it is not a minimal model. Later on, these methods are
extended to consider af ne dynamics following a principled search algorithm for the automation modi cation
[19]. This method provides closeness guarantees with respect to precision parameters. Bernhard et al. [47]
introduces a method to learn hybrid automata combining automata learning techniques with Model-Based
Testing (MBT) to generate proper training data and then use machine learning to learn the dynamical behavior
of the hybrid system. This method shows a signi cantimprovement with respect to previous methods without
requiring any a priori knowledge on the dynamics of the system. However, the use of LSTM-RNNSs increases

the complexity of the system and reduces the number of formal veri cation techniques that can analyze these



systems. Yang et al. [8] recently introduced a framework (HAutLearn) to identify and validate af ne hybrid
automata from input/output traces. This framework approximates the dynamics of each mode using linear
ODEs for the segmented traces previously clustered. Then, a modi ed subspace-clustering technique is used
to compute the linear inequalities of the guard conditions for each transition between the clustered segments.
Finally, a pre x tree acceptor method is applied to reduce the number of modes and transitions by merging

the similar modes and generate the resulting hybrid automaton.

[I.2  Neural Network Control System Veri cation

Veri cation of CPS with learning-enabled components has been a hot topic in recent years due to the appli-
cation and capabilities of machine learning applied to CPS and its promising results. However, veri cation is
needed for this to be applicable to safety-critical systems. Several methods have been proposed to verify the
safety of these feedback neural network control systems [14, 48, 49, 50, 51, 49, 52, 53, 54, 55, 56, 57, 58, 59],
which in most cases consists on two key steps: neural network veri cation and hybrid system veri cation.
The rst one typically used for the controller, the second one applied to the plant. For this work, we will limit
our study to evaluate and compare to methods and tools that are applicable to NNCS. For a more detailed
discussion on neural network veri cation and hybrid system veri cation methods individually, we refer the
reader to [60, 4] and [5] respectively. We introduce the different approaches and tools including NNV, Verisig,
Sherlock, SMC, ReachNN and VenMAS. For an in-depth discussion of veri cation of NNCS in terms of ver-

i cation approaches, we refer the reader to [61], although some of the most recent tools discussed were not

included.

[1.2.1 State-of-the-art Approaches

NNV

NNV is a neural network veri cation toolbox focused on reachability analysis techniques of neural networks
and NNCS [14]. The rst techniques implemented used polyhedron as the reach set representation, and then
moved onto zonotope and star set reachability analysis. The early polyhedron-based approach for ReLU
feedforward neural networks was extended for safety veri cation of a NNCS in [54] where a ReLU network
controller controls a discrete linear switching plant model. This approach computes the polyhedron-based
reachable set of the neural network controller at every control step. This rst approach suffered from scala-
bility problems and could only be used with a small neural network and a low-dimensional plant. This is due
to the conservativeness on the computation of the convex hull of the reach sets, so the over-approximation
error may accumulate quickly at every control period. Improving this approach, Weiming et al. proposed a

new simulation-guided approach for safety veri cation of an NNCS [62]. The main idea of this approach is
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to combine interval arithmetic and simulation-guided input set partition to estimate the neural network’s out-
put ranges, which are used as inputs for the plant model reachability. The presented results demonstrate the
capabilities of this approach to ef ciently verify the safety of a neural network-based adaptive cruise control
system. Additionally, this approach is much less expensive than the maximum sensitivity based approach
[63].

The zonotope methods for NNCS included in this tool are a combination of zonotope reachability for
neural network [64] and CORA [65].

Later on, these methods have been extended to the use of star sets to improve the scalability and reduce
the over-approximation errors of the polyhedra [14]. This approach has been extended to other activation
functions such as LeakyReLU, tanh and sigmoid, which takes the same approach as the ReLU reachability
analysis, but in the case of the nonlinear activation functions only the over-approximate reach set can be

computed [14].

Verisig

Verisig [50] converts neural networks with smooth activation functions (tanh/sigmoid) to hybrid automata and
encodes the full NNCS into Flow* [66]. This is done by exploiting the properties of sigmoid and tanh, which
are solutions to a quadratic differential equation, and therefore the neural network equations may be expressed
as an equivalent hybrid system. To improve the existing solutions using Flow*, several extensions have been
implemented into this tool, including Taylor model preconditioning, shrink wrapping and a parallelizable
regime in C++. Despite the use and extensions made on Flow* to optimize solving NNCS, this approach

could be also encoded in other hybrid system reachability tools such as CORA [65] or SpaceEx [67].

VenMAS

VenMAS [56] is a tool for veri cation of NNCS. This tool encodes the veri cation problem as a Mixed-
Integer Linear Programming (MILP) problem and uses Gurobi to solve it [68]. It presents the problem as a
combination of agents and the environment that the agents interact with. A main difference with the previ-
ously mentioned reachability tools is that it needs a property to be veri ed to compute results, like any other
SAT or MILP optimization-based tool.Veri cation tools based on reachability analysis are able to produce all
the possible reach sets of the system (given a set of initial conditions) and then reason over one or multiple
properties as desired. VenMAS supports only piecewise-linear activation functions for the controllers, and
the property to verify needs to be expressed as a bounded Computational Tree Logic (CTL). Similar to other
frameworks like NNV or Verisig, they also extend their work to parallel computing to optimize the problem

solving.
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Sherlock

Sherlock was developed as a neural network veri cation tool [69] and then extended to formally analyze
NNCS [49]. For the neural network analysis, it uses an interleaving of gradient based local search technique
and MILP to solve the global optimization problem for the range analysis of NNs. To extend it to NNCS, it
adds a generation of polynomial rules to characterize the local behavior of the neural network which then are
combined with the computed Taylor models of the plant using Flow* which allows for a better error analysis
technique to reduce the wrapping effect in owpipe computation. In [49], the authors show the ef ciency of

this technique over the simple combination of Flow* + the original NN range analysis in Sherlock.

OVERT

OVERT [57] is a NNCS veri cation tool designed to analyze discrete-time plants with ReLU and linear neural
network controllers. OVERT presents the veri cation problem using an MIP encoding with the Gurobi solver
[68]. The MIP encoding is generated by over-approximating the nonlinear dynamics of the plant using piece-
wise linear functions (not necessary if dynamics are already piecewise linear). These over-approximations are
generated using relational abstractions, which makes the method sound, module nite precision arithmetic.
Technically, the way the veri cation problem is set, it may be solved by any constraint solving tool capable

of reasoning over piecewise-linear functions.

ReachNN*

ReachNN* [70, 58] is a NNCS veri cation tool that, similar to other like Sherlock or Verisig, integrates
Flow* within their framework to compute the reachable set of the plant. In terms of the neural network
analysis, ReachNN* uses Bernstein polynomials to approximate any Lipschitz-continuous NN with provable
error bounds. The main advantage of using Bernstein polynomials is: 1) They can be interpreted and used by
hybrid systems reachability tools like Flow* and 2) bene ting from the fact that Bernstein polynomials are
universal approximators, the neural network veri cation is not limited to a speci c set of activation functions.

It can handle piecewise-linear as well as nonlinear functions. Based on the fact that this method relies on
the partition of the state space to propagate the reach sets, this is further optimized by the use of GPU-based

parallel computing.

JuliaReach
JuliaReach [71] is an open-source software suite for reachability analysis of dynamical systems and feed-
forward neural networks with piecewise-linear layers. This framework is a collection of libraries written in

Julia, with the latest addition of a NNCS library named NeuralNetworkAnalysis.jl. For the plant veri cation,
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they implement the souniMJetsalgorithm, based on interval arithmetic and Taylor models. This is a variant

of the jet transportation using a Taylor polynomial with interval coef cients that allows the user to tweak the
reachability algorithm based on a set of main parameters that adjust the tolerance and the order of the Taylor
expansion in the reachability computation of the plant states. Other reachability methods such those available
in SpaceEx [67] or Bak et al. [72] for LTI systems are also integrated into the framework. For the neural
network analysis, they implement the zonotope-based methods also available in NNV, originally introduced
by Gehr et al. [73]. The main benet of this framework is that it is written in Julia, which combines the

rapid-prototyping with high performance.

POLAR

POLAR [59] is a reachability analysis framework for NNCS based on polynomial arithmetic. Unlike exist-
ing approaches that use standard Taylor models, this framework makes use of a combination of Bernstein
polynomials and Taylor model arithmetic to compute the reachable sets of the neural networks. For the
plant analysis, POLAR makes use of Taylor Model (TM) owpipe construction techniques for computing the
reachable sets of ODEs described in [66, 74]. Their approach combining TM arithmetic and Bernstein poly-
nomials is able to overcome the main drawbacks of TM arithmetic, signi cantly improving the accuracy and
overapproximation errors in the computation of the reachable sets of NNCSs. In addition to this combination,
this method keeps the TM remainders symbolic at every step under the linear mappings when computing the

output set of the neural network controller.

[1.2.2  Tool Comparison

During the past few years, we have hosted a friendly competition to evaluate and compare the state-of-the-art
NNCS tools:Arti cial Intelligence and Neural Network Control Systems (AINN@8)he Applied Veri ca-

tion for Continuous and Hybrid Systems (ARCH). Several of the tools mentioned earlier have participated in
the past 3 years where continuous and discrete models, and linear and nonlinear dynamical plants are evalu-
ated as well as controllers with nonlinear and piecewise-linear activation functions to comprehensively com-
pare the bene ts and disadvantages from each method and tool with one another. However, this is a friendly
competition during the rst few years of existence, so the benchmarks studied are simply a baseline to com-
pare, and these include an adaptive cruise control (ACC) [55], the Vertical CAS [75] and a TORA [49] among
others. Despite the growing efforts in the past decade, scienti cally speaking this is a relatively new area with
lots of challenges ahead. Itis observed during all the iterations that there is not a single tool able to outperform
the other tools in all scenarios. Only NNV, Juliareach and POLAR are able to analyze all the benchmarks,

including any type of dynamics and any controller with ReLU, leakyReLU, tanh, sigmoid and more activation
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functions. VenMAS and OVERT were designed to formally verify only discrete-time systems, so any NNCS
with continuous-time dynamics needs to be discretized prior to its veri cation. ReachNN* does not support
controllers with multiple outputs, Sherlock dos not support neural network controllers with smooth activation
functions, and Verisig only supports smooth activation functions (tanh/sigmoid) Although JuliaReach, PO-
LAR, and NNV are able to support both piecewise-linear and smooth activation functions, this does not mean
they are always better, as they are not always optimized to solve every reachability problem [13, 76, 77]. The
reason that these tools do not support all the benchmarks is because they are optimized to successfully verify
a speci ¢ problem in this area, and they should be used for those speci ¢ problems. The AINNCS ARCH

competition present a great report to correctly choose the tools to use depending on the problem at hand [13].

Other Works: Case Studies

To extend this comprehensive evaluation of the tools and evaluate them with more complex systems that
closely resemble those of real world applications, some examples have been presented, such as the safety
veri cation of an autonomous car with LIDAR using Verisig [78]. This is one of the areas we target and
extend in this work by formally verifying two CPS with varying complexities for unmanned underwater and
aerial vehicles in Chapters Il and IV. Using different methods to those previously described, the work by
Sun et al. [52] was the rst approach to handle LIDAR inputs processed by the NN controller. The approach
is developed around the construction of a nite-state abstraction of the NNCS, which is then formally veri ed
given a set of initial conditions. This method only works with ReLU/linear NN controllers and discrete-time
linear plants. The abstraction constructed of this type of NNCS is then encoded as a Satis ability Modulo
Convex (SMC) formula and fed into an SMC solver, which reasons over the states of the system using
a combination of a convex programming solver and a Boolean satis ability solver. There have also been
several works that verify or partially verify a NNCS of unmanned aerial vehicles with either horizontal or
vertical commands [79, 80, 81, 82] use a combination of symbolic interval analysis with Reluval as the NN

veri cation tool [83] with other hybrid system veri cation methods to verify these autonomous systems.

1.3 Neural ODEs

Neural ODEs were rst introduced in 2018 by Chen et al. [6] in which they introduce the foundations and
some applications of neural ODEs. Based on existing architectures such as recurrent neural networks (RNNs)
and residual networks, which based their functions as a composed sequence of discrete transformations to a
hidden state, the continuous-depth generalization of such architectures emerged as neural ODEs. In general,
and including several of the new variants and improved neural ODE models, the advantages of Neural ODEs

are memory ef ciency, since they can reduce the number of parameters in the overall system with the use of
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the ODE layers, improvement in the performance on time-series prediction over neural network models such
as LSTMs and RNNs in terms of learning dynamical models with irregular sampling methods. However,
there are also some drawbacks like learning stiff ODEs, which signi cantly increases the number of function
evaluations (NFEs) and therefore the execution times, reducing the effect of the memory ef ciency. Due to
the potential computation bene ts of neural ODEs, there have been numerous efforts in the area in the last

couple of years.

[1.3.1 Development of Neural ODEs

Since originally introduced, several variants and improvements have been proposed, such as Dupont et al.
[84] that proposes a more expressive neural ODE by augmenting the state space of the neural ODE to allow
the ow trajectories to cross and learn more complex functions that neural ODEs cannot represent. This is
achieved by adding a vector of Os in the input for each extra dimension, in order to increase the state-space
dimensionality. These are called augmented neural ODEs, and some extensions to these models as [85] and
[86] have been later proposed. Norcliffe et al. [87] introduced second order neural ODEs (SONODE) as
an extension to augmented neural ODEs. They show how the adjoint methods can be extended to deal with
these type of systems as well as other higher dimensional neural ODEs. They show via an empirical eval-
uation on synthetic and real dynamical systems that SONODESs generally result in faster training and better
performance. Choromanski et al. [88] present a new paradigm for neural ODEs in which time-dependent
parameters of the main ow evolve according to a matrix ow. Their main contribution is the use of learned
isospectral ows as continuous systems as stabilizers for training neural ODEs. This leads to more ef cient
and stable training, which it is demonstrated by experiments run on popular RL environments (OpenAl Gym)
[89] FFJORD [90] presents a similar idea to neural ODEs in the form of a reversible generative model with
continuous-time dynamics. This model maps points from a simple distribution to a complex distribution,
which improves the likelihood estimation Ofto O(D) time cost by using the Jacobian determinants. The
dynamics of FFJORD are de ned by a neural network and incorporate a time variable to each layer as an
input. It improves previous methods such as Glow and Real NVP by adding exibility to the architecture

of the model, which improves the performance on density estimation and variational inference. Finlay et al.
[91] de ne a new method to improve training for Neural ODEs over the common numerical solvers used.
This work brings neural ODEs closer to practical relevance in large-scale applications by a combination of
optimal transport and stability regularization, which lead neural ODEs to prefer simpler dynamics to solve
the problem at hand without loss in performance. In general, these regularized simpler dynamics leads to
a reduction in training time and NFEs. Zhang et al. [86] presents an extension to the method proposed by

[92] which avoids the possibility of encountering incorrect gradients due to numerical instability and also
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the inconsistencies that relate to optimizing in nite dimensional operators. However, the proposed ANODE
presents some limitations in the sense that using more time steps or different discretization schemes do not
affect model's generation performance. The proposed ANODEV?2 is a more general neural ODE frame-
work that addresses this problem. This framework also allows the evolution of both weights and activations
by a coupled system of ODEs. Rubanova et al. [12] present a new type of neural ODE named as Latent
ODE-RNNSs, which improve standard RNNs by generalizing these to have continuous-time hidden dynamics
de ned by ODEs. They use this network to replace the recognition network recently proposed Latent ODE
model [6]. Both of these can naturally handle arbitrary time gaps between observations, and can explicitly
model the probability of observation times using Poisson processes. Comparison shows these models outper-
form RNNSs on irregularly-sampled data, although the Latent ODE-RNNSs are the best performing models for
these type of problems. Kidger et al. [93] based their approach on controlled differential equations (neural
CDESs) to solve a fundamental issue in which the solution to an ODE is determined by its initial condition.
These models are a different extension to Latent ODEs, and they outperform Latent ODE-RNNSs on several
aspects such as training time and performance based on the ODE solver and procedure used. For neural
CDEs, the steps of its numerical solver can be made across observation, while the ODE-RNN solver must
solve each observation. Morril et al. [94] extend neural CDEs to neural rough differential equations (neural

RDESs), which allow for a more general class of driving signals for processing the inputs.

11.3.2 Analysis of Neural ODEs

Many of the methods explained aim to develop new model architectures, learning algorithms or nding new
applications. However, very little work has done to formally analyze neural ODESs, even treating neural ODEs
as general input-output models. In this area, Massaroli et al. [95] adissectthese models by a detailed
reasoning behind the parameters and core components used in these models, backed with experiments in-
cluding depth-variance, augmented vs. non-augmented neural ODEs and data controlled neural ODEs. They
present an analysis on how different parameters and hyperparameters of the model affect the learning and
performance. Carrara et al. [96] and Yan et al. [97] look into the robustness of neural ODEs. The former one
analyzes the robustness of image classi ers implemented as neural ODE and compares to standard CNNs,
which shows Neural ODEs to be more robust than state-of-the-art residual models. In addition, thanks to the
continuity of the hidden state, it is possible to track the perturbation injected by adversarial inputs and detect
which part of the internal dynamics are most responsible for a misclassi cation. Experiments are conducted
using the popular MNIST [98] and CIFAR-10 [99] datasets. The latter one explores the robustness properties
of neural ODEs in general, both empirically and theoretically. In addition to this, they also introduce a new

time-invariant steady neural ODE (TisODE), which further enhances the robustness of vanilla neural ODEs
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by regularizing the ow on perturbed data via the time-invariant property and the imposition of a steady-state
constraint. Their results are conducted using MNIST [98], SVHN [100] and a subset of ImageNet [101]
(only 10 categories, resized images). Gruenbacher et al. [102] are the rst ones to consider formal veri ca-
tion of Neural ODEs in a theoretical way, no experiments were presented. Their main contributions are the
introduction of Stochastic Lagrangian Reachability (SLR) [103], which is an abstraction-based technique for
computing an over-approximation set of states over a nite-time horizon, and provide stochastic guarantees
in the form of con dence intervals for the reach sets. One key element of their methods is to avoid the accu-
mulation of over-approximation errors by performing local optimization steps to expand safe regions instead
of repeatedly propagate them as in standard deterministic reachability methods. These fast optimizations are
achieved by a forward-mode adjoint sensitivity method to compute gradients without the need for backprop-
agation. In a follow-up work, this approach was improved and implemented in a veri cation tool named
GoTube [104]. This tool is able to compute the reachable sets of neural ODEs for longer time horizons than
state-of-the-art hybrid system veri cation tools, as demonstrated in [104]. However, their method is only ap-
plicable to neural ODEs with nonlinear and smooth activation functions, and there are no formal guarantees

on the derived results, only stochastic bounds are provided.

11.3.3 Neural ODEs as dynamical systems

Another clear extension path of the use of neural ODEs is to apply them to other dynamical systems, like
hybrid automata and stochastic dynamical systems. There have been some works like Graph Neural ODEs
[105], Latent Neural ODEs from trace segments [106], Neural Event ODEs [11], Neural Jump Stochastic DEs
(NJSDESs) [7], and Neural Hybrid Automata with probabilistic transitions [107]. Poli et al. rst introduce
Graph Neural ODEs (GDEs), which was their rst a work to include discrete and continuous dynamics,
similar to hybrid systems [105]. The main idea of this work is to represent the dynamics of graph neural
networks (GNNSs) using differential equations, these are the continuous-depth counterpart to GNNs. Later
on, they extend this work to learn hybrid dynamics using multiple modes and stochastic transitions [107].
The proposed model (NHA) is a model to learn Stochastic Hybrid Systems (SHSs), comprised of a dynamics
module that represents the continuous-time dynamics of the multiple modes, a discrete latent space that
identi es in which mode in the hybrid system the model is, and the event module, which learns when event
happens and how the transitions occur. The learning procedure for the overall system is similar to that of
hybrid automata in general, where rstthe data in clustered into trace segments and then the different methods
are applied to separately learn the dynamics, events, and transitions. Similarly to NHAs is the work by Jia et
al. (NJSDEs), which can be explained as a SHS with only one mode and sto@inagtior self-transitions,

in which the continuous dynamics change according to the dynamics of the transitions in a discrete manner
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[7]. Neural Event ODEs are very similar to this work, but with a big difference in the way transitions can
happen [11]. While these systems may only have one mode, same as NJSDEs, the events and transitions are
deterministic instead. Shi et al. [106] present a model called Latent Segmented ODE (LatSegODE), which

is an extension of latent ODEs to include discrete dynamics into the system. It is very similar to neural event
ODEs, but the main difference is how the continuous dynamics are modeled, where neural event ODEs uses

neural odes, Shi et al. propose a model with latent ODEs.
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CHAPTER Il

Neural Network Closed Loop Veri cation of an Unmanned Underwater Vehicle

This chapter is adapted from the material presented in [15]

In this chapter, we evaluate the safety of a neural network controller that seeks to ensure that an Unmanned
Underwater Vehicle (UUV) does not collide with a static object in its path. To achieve this, we utilize methods
that can determine the output reachable set of all the UUV's components through the use of star-sets. The
star-set is a computationally ef cient set representation adept at characterizing large input spaces. It supports
cheap and ef cient computation of af ne mapping operations and intersections with half-spaces. The system
under consideration in this work represents a more complex system than Neural Network Control Systems
(NNCS) previously considered in other works, and consists of a total of four components. Our experimental
evaluation uses four different scenarios to show that our star-set based methods are scalable and can be

ef ciently used to analyze the safety of real-world cyber-physical systems (CPS).

1.1 Introduction
The last several years have seen a signi cant increase in the development of veri cation, testing, and falsi -
cation methods for systems that make use of neural networks. A comprehensive review of these techniques
can be found in the survey by Liu et al. [60] and Xiang et al. [4]. While a great deal of these methods
deal with networks in isolation, in recent years several methods have been proposed for verifying neural
network control systems [50, 49, 52, 53, 54]. Neural network control systems commonly appear in safety
critical systems, where the neural network controller is generated through the use of reinforcement learning
and learning by demonstration [49]. In this realm, the safety veri cation problem is postulated as a reacha-
bility problem. Here the challenge is to estimate the set of reachable states of the closed loop system where
the plant is modeled using linear ordinary differential equations and the controller is a feed-forward neural
network. Despite signi cant progress in neural network control systems veri cation, developing a scalable
methodology remains a key challenge.

This chapter examines the problem of verifying the safety of an unmanned underwater vehicle whose
mission is to autonomously navigate without collisions. Our approach is based on the use of the star-set,
which determines the exact output reachable set of the closed-loop system [108]. The utilization of the star-

set in this work is largely due to the fact that the star-set is a computationally ef cient set representation
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adept at characterizing large input spaces, and supports cheap and ef cient computation of af ne mapping
operations, and intersections with half-spaces [72]. Additionally, the system that we consider in this work
represents a more complex system tiNgural Network Control SystenfSINCS) previously considered

in other works, consisting of a total of four components. Our experimental evaluation using four different
scenarios demonstrates that our star-set based methods are scalable and can be ef ciently used to analyze the
safety of real-worldCyber-Physical Systenf€PS) for up to 30 second time windows.

In Section I1I.1.1, we discuss the motivation to perform this line of research as well as the speci ¢ chal-
lenge to verify. In Section 1II.2 we present the architecture considered as well as a detailed description of
each individual component, Section II.3 presents the reachability algorithms used to verify NNCS and the
difference with the one used for the UUV NNCS. Finally, Sections Ill.4 and I11.5 presents the evaluation and

veri cation results of the unmanned underwater vehicle.

[11.1.1 Problem Formulation

Research in recent years has demonstrated that acquiring pipeline inspection d&dfarfnammed Underwa-

ter VehicleqUUV) offers superior data quality and consistency, since UUV's often move in a highly ef cient

and stable manner. Thus, the unmanned methodology represents a paradigm shift in offshore geophysical
survey and pipeline inspection. By utilizing a small UUV, the carbon footprint per inspection line kilome-

ter can be reduced dramatically. A traditional host vessel may use 10,000 - 15,000 liters of fuel per day of
operations, whereas a small unmanned craft uses up to 95% less fuel [109].

In this work, the problem we wish to consider is verifying that the UUV operates safely by successfully
avoiding obstacles while executing its mission of inspecting a given pipeline. The obstacles we consider are
static obstacles of varying sizes, and the safety speci cation we wish to consider is that the UUV does not
move within ad radius of a given obstacle. Mathematically, the safety speci cafois satis ed if at every

time stept 2 [to;tf] in the bounded rangiy;t¢], governed by the start tintg and end time,

8t JiXu(t) Xo(b)ij,>d ; (111.2)

whereX, andX, are the vehicle and obstacle positions, respectively.
Veri cation of the safety speci cation occurs at design time. Given an environment, an initial state and

location for the UUV and an obstacle placed in front of it, our experiments evaluate the safety of the UUV.

1.2 System Architecture
The simulation experiments considered in this work were run usingrtiimtics Operating Syste(ROS)

[110] and visualized using the Gazebo robot simulator [111]. The simulation package that we utilized is called
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theUnmanned Underwater Vehicle Simulaf@iUVS) [112], which provides arich set of Gazebo plugins that
are used to describe the dynamics and realistic simulation environments for surface and underwater vehicles.
Additionally, a variety of Gazebo plugins were modi ed and added in an effort to more accurately capture
hydrodynamic disturbance events and randomly place objects along the UUV path.

The UUV system in the Unmanned Underwater Vehicle Simulator, which we refer to d&¥8 Model
is made up of several components, shown in Figure IIl.1. TheredLsaaning Enabled Compone(itEC),
FNN Controller, which determines the control output for each time step. It utilizes two inputs, the distance
to an object and th€losest Point of ApproacfCPA), that are calculated based on observations from the
forward-looking and side scan sonars. The controller then outputs 4 values, 2 regarding the heading change
and 2 regarding the speed commands, which are then fed through a highly nonlinear normalization func-
tion, mapping these 4 values to a control command made up of a desired heading change (rad) and desired
speed (m/s). These control commands are then processed by a low-level PID controller that converts these

commands into actuation commands for the UUV.

Figure II1.1: UUV system architecture with the proposed modi cation for reachability analysis suitability
with current available methods.

Combining the nonlinearities of the PID, the normalization function, and the sonar sensors, makes the
task of formally verifying thdJUVS Modehighly complicated. These complexities make performing safety
veri cation via reachability analysis intractable. Therefore, we created a modi ed model that approximates
the performance of thBUVS Modeland allows us to perform reachability analysis more conveniently. We
will refer to this model as owveri able Model, and itis composed of the four parts shown in Figure |Fged
Forward Neural Network SenspofFeed Forward Neural Network ControlleFeed Forward Neural Network

Normalization and a plant model.
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I1.2.1 Feed Forward Neural Network Sensor

We replace the Forward Looking Sonar (FLS) with a feed-forward neural network with 3 inputs, 7 hidden
ReLU layers consisting of 10 neurons each, and a linear output layer with 2 neurons. This change corresponds
to the purple dashed rectangle in Figure Ill.1. From the plant's outputs and the obstacle location, the neural
network is able to compute both values needed for the controller's input, i.e., the distance to the obstacle and

the CPA.

I11.2.2 Feed Forward Neural Network Controller
The Feed Forward Neural Network Controller (FNN Controller) is the same irJtheS Modeland in
the Veri able Model The FNN Controller is a Reinforcement Learning controller that was trained using
the Vanilla Policy Gradient Method and optimized to maximize the reward function enforcing the certain
conditions. If there is no object in the UUV's path, then the UUV is expected to maintain its current heading.
Any deviation from this heading results in a penalty. However, if there is an obstacle within the UUV's
path, then the UUV is penalized with respect to the closest point of approach and actions that change the
UUV's heading are incentivized. Thus, the reward is associated with a given state, i.e., the input to the FNN
Controller.

This neural network consists of 2 hidden layers of 32 fully connected, ReLU activated neurons. The two
inputs are the distance to the obstacle and the closest point of approach. The linear output layer is made up

of two values related to the heading change (rad) and two related to the speed (m/s).

[11.2.3 Feed Forward Neural Network Normalization

The output of the FNN Controller is connected to this neural network in order to transform the 4 values
provided into 2 outputs commands, the desired heading change (rad) and the desired speed (m/s). This
feedforward neural network consists of 3 ReLU hidden layers with 50 neurons total and a linear output layer
with 2 neurons. In Figure IIl.1, we add this neural network following the controller as a substitute of the

highly nonlinear normalization function.

[1.2.4 Plant Model

We replace the highly nonlinear UUV dynamical model with a simpler 2-dimensional linear discrete-time
data-driven model obtained via system identi cation techniques [113]. We are able to consider a planar model
(nozcomponent) due to the constant depth that the UUVS is able to maintain due to the xed constant depth
command sent to the low-level PID controller. The data used in the system identi cation was obtained by

performing a series of diverse maneuvers in the simulator and recording the data at xed intervals. Because of
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the way the data was collected, the model of the vehicle's dynamics also includes the low-level PID controller,
which further makes the reachability analysis more amenable. The result is our plant model, which is de ned

by a set of discrete linear difference equations of the form

X(t+ 1) = Ax(t)+ Bu(t) (1n.2)

y(t) = Cx(t) + Du(t); (111.3)

where tis the time step, and A, B, C and D are constant matrices of size 8x8, 8x2, 3x8, and 3%x2 respectively.
The model is learned using classical system identi cation methods [113], and treat the dynamics to be learned
as ablack-boxmodel. Initially, none of the system parameters are known [114].

We validate our plant model with respect to the results from following the same control inputs used by
the Gazebo-simulated vehicle, choosing a different scenario from the previously collected trajectories. The
recorded trajectory and the respective simulated one from our data-driven model are shown in Figure I11.2.

The results show that, given the same inputs and initial state, our linear model captures the behavior of
the Gazebo vehicle very well. For simplicity, we do not include any obstacles in the graph, oifk;ythe
trajectories of the simulated vehicle and the identi ed vehicle. Normally, an average erro®:6m would
be considered large. However, the UUV modelednisl@g and travels at an average of hZs. Therefore,

the error is relatively small compared to the size of the problem.

Figure I11.2: Model validation: the orange line denotes the UUV trajectory recorded by the ROS simulation.
The blue trajectory denotes the trajectory of the data-driven model obtained via system identi cation. This
is the model we use in our MATLAB experiments. We include the average and maximum distance between
each x-y position of the ROS trajectory and the MATLAB simulation at each point in time. We also show the
mean-square error (MSE) between both trajectories.
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[11.3 Reachability Analysis of Neural Network Control Systems

A standard architecture of a reachability analysis problem fbiearal Network Control SysteiNNCS)

is displayed in Figure 1.3 and is formulated as follows. Starting from an initial set of skatésr our
modelP, the controllerC takes the output set of the plavif as an input to compute the controller output
setU = F(Yp). Then, the control set (controller output set) is applied to the plant to compute the next set of

statesX+ 1 = AX+ BUy, wherek 2 [0;t].

Figure 111.3: Neural network control system (NNCS).

This process is then repeated iteratively to obtain a sequence of reachable sets ofstetps,; :::; X,
whereX, is the initial state and; are the reachable states at titneTo obtain precise reachable sets for
the NNCS, we compute the exact control Begiven the output set,. Also, we compute the exact set of
reachable state§ given the previous set of stat¥s 1 and the corresponding control $ét 1. To compute
these exact reachable sets, we utilize the star-set set representation to describe them, since the star-set is
computationally less expensive than other common set representations such as polytopes and zonotopes [108].
We refer the reader to the following papers for an in-depth discussion of star-set based techniques [108, 55].
At each time step, given the states of the learned model of the UUV, the location of the obstacle, the
distance to the obstacle, the closest point of approach to the obstacle with respect to the UUV trajectory, we
pass these values to the FNN Controller, and compute its output set. It is worth noting that if an obstacle
is observed by the FLS then the distance to the obstacle is returned, otherwise a constant value is returned
for the closest point of approach and the distance to the object. The controller output set is fed through the
normalization component, the other NN of the system, which computes an output set in terms of heading
change and speed. This is then fed through the model dynamics, which computes the reach sets for the
outputs. From these, we only take the x and y position intervals, as these are the only ones needed to calculate

the data for the feedback loop back to the controller.
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[11.3.1 Reachability algorithm for NNCS
We are able to compute the exact reachable set of the NNCS by computing the exact control set and the exact
plant output set at each time step. However, in obtaining the reachable sets for a complex system, the number
of sets increase quickly over time, making it computationally more and more expensive to obtain reachable
sets for successive time steps. Therefore, this process is very time-consuming even through the use of time
optimizations such as parallel computing.

To avoid the explosion of the number of sets needed to represent the reachable set, we take a single convex
hull of the reachable sets of states of the plant after each step, and then we compute the output reachable set
of the plant(Y = CX), which is then fed back to the next component as a single star set. However, the tradeoff

here is that the solution to this problem is no longer exact.

Figure 111.4: Modi ed neural network control system for the analysis of the unmanned underwater vehicle.
We compute the exact output reach set of all 3 FNN, but over-approximate the plant's output.

[11.3.2 Reachability algorithm for UUV System

Our Veri able Model uses three LEC's and a singular plant model connected as shown in Figure 11.4. Due
to the increased number of LEC's in our system, we modi ed the general algorithm for NNCS to add all the
components in the system according to Algorithm 1.

We have four main steps in the reachability analysis computation. (1) We compute the output set of the
plant given the initial state. (2) Using the location of the UUV output from the plant, we compute the exact
output set of thesensomeural network, FNN Sensor. (3) We compute the exact output set of the controller,
divided into 2 operations, the main controller, FNN Controller, and the normalizing neural network, FNN

Normalization. (4) We compute the set of approximate states of the plant at the next time step.

1.4 Evaluation: Collision Avoidance

For our underwater vehicle system, we present several scenarios in which we modify the initial states and the
location of the obstacle to be avoided. The obstacle is located in front of the vehicle at the beginning of the
experiment, and the objective is for the vehicle to detect it and avoid a collision with it.

Based on the assumption that our vehicle maintains a constant depth, we only consider the x and y
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Algorithm 1: Reachability Algorithm of the UUV Control System.

% kmax Number of steps

% A; B;C: plant's matrices

% |: Set of initial states for the plant

% X: Set of current states for the plant

% Y: Output set of the plant

% R: Output reachable set of the plant

% F: Neural network controller

% N: Neural network normalizing output controller
% S Neural network as sensor function

% D: Set of unsafe states

INITIALIZE

R = cell(1 ,kmax +1);
Rf1;1g=1;

X1 = Rf 1;kg;

REACH COMPUTATION
for k= 1:Kknaxdo
Yk = CX;
Sout = SM);
Fout = F(Sout);
Nout = N(Fouy);
for j= l:ilength(Noy) do
| X1 = AXc+ BNy
Xi+ 1 = IntervalHullXx+ 1);
Rf 1;k+ 19 = X+ 1;
if (Xk+1\ D) 6 Othen
| return;
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positions of the obstacles. The obstacles placed in the UUV path are boxes with 1 meter long edges. The
safety speci cationp, formally de ned in Equation Ill.1, that we analyze is that the vehicle will never travel
within ad = 2 meter radius of the center of the object.

Given an initial state set and an obstacle location, we calculate the output reachable sktgfateps
until the vehicle violates the safety speci cation or until the vehicle has cleared the obstacle and the safety

speci cation has not been violated.

.5 Results
Here, we experiment with four different scenarios where the vehicle has been placed at a different location
with different initial states, as well as modifying the location of the obsthcl&hese four scenarios gen-
erally represent a wide range of the scenarios the UUV might encounter. Since the FNN Controller makes
decisions based solely on the distance between the UUV and the obstacle and the CPA, these scenarios can
be generalized to any case where the UUV is at the same distance with the same CPA.

In all four scenarios, we pick an initial point;f; yaw), from a trajectory generated in UUVS. From
this starting point, we estimate the initial states of the plant using MATLAB's System Identi cation Toolbox
[114]. We take these 8 initial states (estimated) and set them as the initial point for the UUV trajectory in
UUVS, which is marked in blue. Additionally, the starting point of the UUV in UUVS is used to generate
the no object path\:O:P.), which is the magenta dashed line representing the projected path the UUV would
travel if it were to keep its orientatiofyaw), constant. Displaying the N.O.P. helps visualize how the FNN
Controller directs the UUV away from the obstacle. For the reachability analysis, we take the estimated initial
states and create lower and upper bounds around these points by adding -0.0001 and +0.0001 to each state,

respectively. The blue boxes in the result gures visualize the reachable states at each time step.

[11.5.1 Experiment 1: A Minor Course Correction
In Experiment 1, shown in Figure Il.5, the UUV starts with a trajectory that does not intersect with the
obstacle. Therefore, little to no course correction is needed to avoid the obstacle.

We observe this behavior in Figure 1.5 as the UUV meets the speci cation and clears the obstacle after
24 seconds.

The exact initial statexg) intervals and the location of the obstaclBs,( are the following:

1Code at https://github.com/verivital/nnv/tree/master/code/nnv/examples/Submission/WAAS2020

27



2

0:044174880802800; 0:043974880802800
0:007009187707955; 0:007209187707955
0:003998288293794; 0:004198288293794
0:066590984864864 ; 0:066390984864864

a 0:076075384291567; 0:076275384291567
0:063045980165905; 0:062845980165905

7:7817019664367¥ 04 5:7817019664367k: 04

0:095613905722162; 0:095813905722162
2 3

188826
Pobs = 2 Og
89443

Figure 111.5: The UUV is initialized a{-1905.577, 73.085pointing 23.115degrees from horizontal. The
obstacle is generated @.888.260, 89.443)The actual trajectory of the UUV stays within the computed
reachable sets, and the UUV passes the obstacle after 24 seconds.

l11.5.2 Experiment 2: Immediate Course Correction
In Experiment 2, we initialize the UUV with a path directed towards the middle of the obstacle. In order to

avoid a collision, the UUV must make an immediate course correction. The UUV is able to detect the object
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and as a result, it manages to turn and deviates its trajectory to avoid the obstacle in a safe manner as shown
in Figure I1.6.
The exact initial statexg) intervals and the location of the obstaclBs,§) are the following:

2 3
0:039780351857121; 0:03958035185712

0:062835250855941; 0:063035250855941
0:151063041362560; 0:151263041362560
0:829311305915308; 0:829511305915308
0:628460030147656;  0:62826003014765
0:283328195630901; 0:283528195630901
0:042414499938101;  0:04221449993810

0:304932444834164 ; 0:304732444834164
2 3

209948
Pobs = 2 %
431911

Figure Il1.6: The UUV is initialized af-2051.187, -423.978)ointing-170.256degrees from horizontal. The
obstacle is generated @2099.480, -431.911)The actual trajectory of the UUV stays within the computed
reachable sets, and the UUV passes the obstacle after 30 seconds.

[11.5.3 Experiment 3: Unsafe Scenario
In Experiment 3, we initialize the UUV within 17m of the obstacle and heading towards it. This represents

a scenario where the UUV does not satisfy the safety condition. We can see that at the eleventh step, 11
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seconds, the intersection of the vehicle's reachable set and the unsafe set is not null. However, based on the
over-approximation method used in the reachability analysis, these results are inconclusive.
The exact initial statexg) intervals and the location of the obstacl®g,{ are the following:

2 3
0:039780351857121; 0:03958035185712

0:062835250855941; 0:063035250855941
0:151063041362560; 0:151263041362560
0:829311305915308; 0:829511305915308
0:628460030147656;  0:62826003014765
0:283328195630901; 0:283528195630901
0:042414499938101;  0:04221449993810

0:304932444834164 ; 0:304732444834164
2 3

209948
Pobs = 2 %
431911

Figure IIl.7: The UUV is initialized a(-1933.337, 41.836pointing 18.478degrees from horizontal. The
obstacle is generated &1918.790, 50.456) The actual trajectory of the UUV stays within the computed
reachable sets, and the UUV passes the obstacle after 11 seconds.

[11.5.4 Experiment 4: Choosing a New Path
In Experiment 4, the UUV is initialized far enough away from the obstacle that a small change in the initial

heading nds a clear and open path that does not require further adjustments. This highlights the learned
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behavior of the FNN Controller to minimize heading changes while maximizing the distance between the
UUV and the obstacle. Behavior like this could be considered undesirable and is the reason why designing a
reward function is so important to the performance of a reinforcement learning cortroller
However, we clearly observe that the UUV avoids the obstacle and does not get closer than 12 meters to
the center of the obstacle.
The exact initial statexg) intervals and the location of the obstacl®s,{) are the following:
2 3
0:044991857837650; 0:04479185783765
0:010793055476382; 0:010993055476382
0:017457598529114; 0:017657598529114
0:022151317193675; 0:022351317193675
0:101951191993133; 0:102151191993133
0:280253273679023; 0:28005327367902

0:172975572623461; 0:173175572623461

0:195338830333452; 0:195538830333452
2 3

191879
Pobs= 9 O\z)
50:456

1.6 Summary

This chapter presents an ef cient over-approximate reachability scheme that consists of an exact method for
the reachability analysis of neural networks, and an over-approximate method used in the plant reachability
analysis in order to consider the safety veri cation of a cyber-physical system with an RL controller. The
safety speci cation is de ned based on the location of obstacles and the underwater vehicle. We have shown
that our method is scalable for real-world applications in our analysis of the obstacle avoidance capabilities

of an unmanned underwater vehicle.

2For more information about this problem, look into work discusstegvard Shaping
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Figure 111.8: The UUV is initialized a-1948.779, 43.165pointing 6.807 degrees from horizontal. The
obstacle is generated &11918.790, 50.456)The actual trajectory of the UUV stays within the computed
reachable sets, and the UUV passes the obstacle after 29 seconds.
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CHAPTER IV

Safety Veri cation of Air to Air Unmanned Collision Avoidance System

This chapter is adapted from the material presented in [16]

In this chapter, we analyze a NNCS with switching classi cation-based controllers synthesized from a
set of lookup tables that advise advisory commands to unmanned aircraft. An example of such systems is
the unmanned Airbone Collision Avoidance System (ACAS Xu), which is a very popular benchmark for
open-loop neural network control system veri cation tools. We propose a new closed loop extension of this
benchmark, which consists of a set of ten closed loop properties selected to evaluate the safety of an ownship
aircraft in the presence of a co-altitude intruder aircraft. These closed loop safety properties are used to
evaluate 5 of the 45 neural networks that comprise the ACAS Xu benchmark (corresponding to co-altitude
cases) as well as the switching logic between the 5 neural networks. The combination of nonlinear dynamics
and switching between ve neural networks is a challenging veri cation task accomplished with star set
reachability methods in two veri cation tools: NNV and nnenum. The safety of the ownship aircraft under

initial position uncertainty is guaranteed in every scenario proposed.

IV.1 Introduction

The use of machine learning in information technology domains has drastically improved automated ca-
pabilities like natural language processing [115], image classi cation [116], and object detection [117].
In the last several years, machine learning has also tackled complex game playing with high dimensional
state spaces, beating world experts in Go [118, 119] and StarCraft 1l [120]. In addition to potentially op-
timizing performance of complex systems, neural networks are often much smaller and faster to compute
than other optimization algorithms, making them attractive for use on Cyber-Physical Systems (CPS) like
robots, cars, drones, and satellites. For example, neural networks have been used to compress the 2 gi-
gabytes of lookup tables used by the Airborne Collision Avoidance System X (ACAS X) to 5 megabytes
of neural network weights [121]. However, veri cation of machine learning in safety-critical system do-
mains has historically been limited to frameworks that treat neural networks like black boxes. Neural
networks (NN) are not black boxes, they compute deterministic mathematical functions that are increas-
ingly amenable to formal reasoning methods [60, 4]. While many of these methods focus on analyzing

the networks in isolation, several recent methods attempt to verify neural network control systems (NNCS)
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[50, 49, 52, 53, 54, 58, 56, 122, 55, 14, 15, 81, 82].

Despite the recent progress in NNCS veri cation, developing scalable and non-conservative methods
remains a key issue. Due to this growing trend and remaining challenges, several friendly competitions
have been recently organized to compare the performance of these veri cation tools, including [123] for
NN veri cation and [124] for NNCS veri cation. In addition to these competitions, studies by Ivanov et
al. [78], Tran et al. [55] and Manzanas Lopez et al. [15], have investigated the limits and capabilities of
existing veri cation methods and tools [50, 14], and the trade-offs between scalability and conservativeness.
Similar to the proposed NNCS in this work, Julian and Kochenderfer [75] and Akintunde et al. [56, 122]
have formally veri ed another collision avoidance system for aircraft. Speci cally, a closed-loop variant of
the simpli ed version of the vertical avoidance control system in aircraft, the Vertical Collision Avoidance
System (Vertical CAS) [80], is veri ed using reachability analysis and Mixed Integer Linear Programming
(MILP) methods respectively. In addition to the VerticalCAS, Julian and Kochenderfer [125, 79] presented
the same formal approach to verify the safety of Horizontal Collision Avoidance System (HorizontalCAS),
which is another advisory system inspired by early prototypes of the ACAS Xu and presents the same input-
output space of the ACAS Xu system, but with smaller size neural networks. Irfan et al. [81] formally
veri ed the advisory system for small unmanned aircraft [126] (ACAS sXu) via symbolic interval reachability
analysis with ReluVal [83]. The research studied a different state space and was composed of smaller neural
network controllers than the ACAS Xu NNCS presented here. Similarly, Claviere et al. [82] use ReluVal to
formally analyze one test case of the ACAS Xu NNCS in combination with a validated simulation approach
to approximate the reachable sets of the plant.

This manuscript aims to extend and improve the veri cation results of these studies to a comprehensive set
of benchmarks in which two aircraft are travelling at the same altitude. These benchmarks are evaluated using
star set reachability methods via the NNV [14] and nnenum [127] NNCS veri cation tools, which improve
the scalability and over-approximation tightness of the symbolic interval analysis approaches. To the best of
our knowledge, without any additional modi cations or enhancements to existing NNCS reachability tools,
these are the only NNCS tools that are able to verify this benchmark due to the switching behavior of the
classi cation-based controllers. These improvements are specially notable in 7 of the 10 test cases where the
intruder is approaching the ownship from either side. The symbolic interval analysis methods in [82] are only
able to verify 75% of the area considered in these cases, while increasing the veri cation time between 1 and
2 orders of magnitude with respect to other areas. On the other hand, the star set methods utilized in this work
are able to verify the safety of the entire region considered for each of these test cases whilst maintaining a
similar computation time as the other experiments.

The main contributions are:
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* A description of the ACAS Xu neural network compression closed loop benchmark and de nition of

ten closed loop veri cation properties.

 Improved scalability and over-approximation tightness in star-set reachability methods by developing
a veri cation approach for neural network closed loop systems with switching classi cation-based

controllers using star sets.

« Successful veri cation of 5 of 45 ACAS Xu Neural Networks corresponding to cases with no vertical
separation, and the switching behavior against all ten safety properties using two reachability analysis

tools: NNV and nnenum.

The rest of the chapter is organized as follows. Section IV.2 describes the ACAS Xu NN compression sys-
tem, and Section 1V.3 describe the plant model used as well as the NNCS benchmark. Section IV.4 describes
the closed loop test case generation of safety properties, while in Section IV.5 the evaluation approaches
used are de ned. Finally, section IV.6 introduces the results and section V.8 provides the summary of the

contributions of this chapter.

IV.2 ACAS X
The Airborne Collision Avoidance System X (ACAS X) is under development to one day replace the Traf ¢
Collision Advisory System Il (TCAS Il) as a mid-air collision prevention system [128]. ACAS X is designed
to be compatible with the FAA's Next-Generation Air Transportation System (NextGen), which uses new
sensing and navigation technologies coupled with new procedures to better optimize air traf c [128].

There are ve variants of ACAS X [128], and this manuscript provides a collection of 10 closed loop

properties to analyze the safety of a neural network approximation of the ACAS Xu variant:

ACAS Xa (active): Designed to provide protection from all tracked aircraft using onboard sensors on

large manned aircraft, ACAS Xa issues alerts and vertical advisories to the pilot [129].

e ACAS Xu (unmanned): Optimized for unmanned aircraft systems (UAS), ACAS Xu issues turn rate

advisories to remote pilots [130].
* ACAS Xo (operation): special alerts during operations such as parallel runway approaches [128].
* ACAS Xp (passive): tracks aircraft for potential collisions, but doesn't produce advisories [128].

* ACAS sXu (small unmanned): Designed for small UAS (sUAS) to avoid collision with manned aircraft,

UAS, and other sUAS [126].
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Both ACAS Xa and ACAS Xu have a goal to avoid near midair collisions (NMAC) [131], de ned as

separation less than 100 ft vertically and 500 ft horizontally [132], as depicted in Fig. IV.1.

Figure IV.1: Near midair collision cylinder, de ned as separation less than 100 ft vertically and 500 ft hori-
zontally.

ACAS X functionality centers on the use of a set of look up tables generated of ine with dynamic pro-
gramming and Markov decision processes (MDPs) [133]. The input to these lookup tables is a probabilistic
state distribution of the relative position and velocity of nearby aircraft, approximated from sensor data. The
output of the lookup tables is a cost used by ACAS X to decide the optimal advisory to provide to the pilot:
no alert, traf c advisory, or a resolution advisory for pilots to maintain or increase safe separation from other
aircraft [128].

This manuscript focuses on analysis of the ACAS Xu variant of ACAS X, described brie y in Section
IV.2.1, and speci cally, a neural network compression of this ACAS Xu algorithm, described in Section
IV.2.2. The ACAS Xu neural networks receive actual states of the system, rather than probabilistic state

distributions from sensor data, and output the most optimal action.

IV.2.1 ACAS Xu

ACAS Xu, the unmanned aircraft version, assigns values to a set of output actions based on a set of input
variables as described in Table IV.1. The rst ve variables describe 2D considerations, the sixth variable
brings the scenario into 3D, and the seventh variable promotes advisory selection consistency. In the initial
lookup tables, the state variables are discretized in a seven dimensional grid with 120 million points [134] that
assign a value to each of 5 different output action options, resulting in 600 million oating point numbers.
When the state of the system falls between discrete points, the nearest neighbor point is used [134]. To deal

with sensor uncertainty in the system state, ACAS Xu uses an unscented Kalman Iter [135].

IV.2.2 Neural Network Compression of ACAS Xu
A major challenge to the implementation of ACAS Xu is that the initial lookup tables require hundreds of
gigabytes of oating point storage [121]. Using a technique called downsampling, values may be removed

from the table in areas where variation between the values is very small and has been shown to reduce ACAS
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Figure IV.2: Diagram of the ACAS Xu physical variables.

Table IV.1: Input state variables used in ACAS Xu.

Variable Units Description Tables NN
r ft distance between ownship and intruder Y Y
q rad angle to intruder w.r.t ownship heading Y Y
y rad heading of intruder w.r.t. ownship heading Y Y
Vown ft/s velocity of ownship Y Y
Vint ft/s velocity of intruder Y Y

t S time until loss of vertical separation Y N
Aprev deg/s previous advisory Y N

Table IV.2: ACAS Xu Actions (Horizontal Collision Avoidance).

Action Description

SL strong left at 3.0 deg/s

WL weak left at 1.5 deg/s

COC  clear of con ict (do nothing)
WR weak right turn at 1.5 deg/s
SR strong right turn at 3.0 deg/s

Xu table size to approximately 2 gigabytes [121]. For ACAS Xa, which limits advisories to vertical maneu-

vers and has smaller lookup tables to begin with, downsampling was suf cient [136]. However, ACAS Xu's

2 gigabyte size may still be too large for the storage constraints of certi ed avionics hardware on UAS[125].
Developed in [121] and evaluated in [130], 45 separate neural networks were used to compress the lookup

table. Each network is denotéd,, whereg corresponds to the index (1 to 5) of a speci c value of previous

advisoryaprey 2 f COCWLWR SL; SRy andb corresponds to the index (1 to 9) of a speci ¢ value of time

to loss of vertical separatian2 f 0; 1;5; 10; 20; 40; 60; 80; 100y seconds. For examplily.3 corresponds to a

neural network in whiclayre,= WLandt = 5. Then each of these networks receives inputs for the remaining

ve state variablesr(, g, Y , Vown, @andvint) and outputs a value associated with each of the ve output variables

(FCOCWLWRSL; SRy). Several architectures and optimizers were considered and analyzed for the training
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of all the 45 neural networks. AdaMax, a variant of Adam, was chosen as it proved to learn the fastest without
getting stuck in local optima. As for the layer architecture, six hidden layers of 50 neurons each proved to
yield the best results while maintaining an ef cient computation time [121]. Hence, all the neural networks

have ve inputs, ve outputs and six hidden layers of 50 neurons each, as depicted in Fig. 1V.3.

Figure IV.3: Depiction of the ACAS Xu neural network.

IV.2.3 Open-Loop vs. Closed-Loop Veri cation

Previous research has veri ed the neural networks using a set of open-loop test points [130, 134, 80, 125].
In other words, for a single instant in time, the neural network is veri ed to output appropriate scores for a
particular set of inputs. The open-loop properties described in [130] became a popular benchmark for open
loop veri cation, and are summarized here in Section 1V.2.5. However, a much more important property that
needs to be veri ed for these neural networks is that, when usetbged-loopcontrol, the neural network
approximation of the lookup tables will not result in control actions that violate the NMAC safety constraint
depicted earlier in Fig. IV.1. The development and description of a set of closed-loop safety properties is one

of the main contributions of this chapter.

IV.2.4 Set-based Veri cation Compared to Monte Carlo and Design of Experiments

Set-based veri cation is a possible alternative to Monte Carlo simulation, which uses thousands or millions
of random samples to evaluate performance across the system state space [137]. An alternative approach to
Monte Carlo, especially when evaluating individual points is computationally expensive, is to apply Design

of Experiments to sample the state space in a structured way rather than randomly [138]. Latin Hypercube
can be applied to Monte Carlo or Design of Experiments approach to use a reduced sample spread evenly

across the state space [139]. However, Monte Carlo and Design of Experiments are not as comprehensive as
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set-based neural network veri cation, which is the focus of this manuscript.

IV.2.5 Open-Loop Properties

An ACAS Xu veri cation benchmark proposed 10 open loop properties of the neural network approximation.
These properties are summarized with visual depictions of the geometry to give provide the reader with more
intuition into how these neural networks have been veri ed in the past and how this compares to the closed
loop test cases. It is worth noting that these neural networks assign a value to each of the ve possible outputs,
with the convention that tHewestoutput is the best choice (in other neural network designs, the highest input

may be the best choice).

Table IV.3: ACAS Xu Benchmark Open Loop Properties.

r q y Vown Vint Networks Output
(ft) (rad) (rad) (ft/s) (ft/s)
i1 55,948 1145 60 All COC 1500
55,948 1145 60 Nx 2y COC not max
2 [1500,180D 2 [ 0.06,0.06 3.10 980 960 6 Ny 7 COC not min
2 [1500,1800 2 [ 0.06,0.06 0 1000 2[700800 6 Niy 7 COC notmin
is 2 [250,500 2 [0:2;0:4] p 2 [100400 2 [0;40Q Ni:1 SR min
2 [1200Q 2 [0:7;p]_ p 21001200 2 [0;1200Q Ni1:1 COC min
6200Q 2[ pi; 07
j7  21]0;6076Q 21 p;pl 2[ p;p] 2[10G1200 2 [0;120Q Ni:9 SL,SR min
is 2[0,6076Q 2[ p; 0:751] 2[ 0:1;0:1] 2[6001200 2 [6001200 Nzg WL _ COC
jo 2[20007000 2[ 0:4; 0:14 p 2100150 2 [0;14Q Na:3 SR min
j 10 2 [360006076Q 2 [0:7;p] p 29001200 2[6001200  Ngs COC min

Propertyj 1 may select a value af (approximately 10.5 miles away) that is larger than the maximum
turning radius of an aircraft going at 1145 ft/s (43,736). This maximum velocity of 1145 ft/s is approximately
780 miles per hour (mph), which as a conservative upper bound is much larger than what a commercial aircraft
would typically y (Mach 1 is 761 mph at sea level, decreasing to 678 mph at a 30,000 ft typical commercial
aircraft cruise altitude). The 60 ft/s (40 mph) velocity of the intruder in this property is a conservative lowest
velocity for a xed wing aircraft. While the selection of variables seems reasonable, this rst property isn't
necessarily a good property because it speci es a value of the output which is an artefact of the design choices
for the neural network rather than an ordinal ranking of the desired outcome for the aircraft encounter. In
other words, a better property might specify that the selected action produced by the neural network should
be clear of con ict. Property » is a slightly better variation gf1 because it tests that clear of con ict is not
the last choice of the neural network for a subset of the conditiops.of

Propertieg 3 andj 4 checks that the neural network does not output clear of con ict in cases where the
intruder is ahead of the ownship and a collision is imminent. Propertshecks when the two aircraft are
approaching for a head on collision within less than a second (unless there is suf cient vertical separation).

Propertyj 4 checks when the ownship is directly behind and closing on the intruder at a rate of 200-300 ft/s,
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(a) Propertie$ 1 andj 2 (b) Propertyj 3 (head on colli- (c) Propertyj 4 (closing collision)
sion)

(d) Propertyj 5 (advise strong right) (e) Propertyj s (moving away) (f) Propertyj 7 (vertically separated)

(g) Propertyj g (h) Propertyj o (i) Propertyj 10

Figure IV.4: Depiction of the aircraft encounter geometry for the open loop ACAS Xu veri cation properties
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which will result in a collision in less than 9 seconds.

The remaining 6 properties check a wide range of conditions. Properthiecks that the neural network
favors the strong right advisory if the intruder is passing very close to the ownship's left. Prppettecks
that the neural network outputs clear of con ict if the intruder is suf ciently far away behind and moving away
from the ownship. Property; check that the neural network does not output a strong left or right advisory
when vertical separation is large € 100s) and the previous advisory was clear of conict. Propggy
checks that the neural network outputs weak left or clear of con ict as the minimal score when the previous
advisory was weak left, there are 100 seconds until a loss of vertical separation, and the intruder is behind
and to the right of the ownship. Propeilty checks that the neural network outputs a strong left signal in
a potential head on collision where the intruder is passing to the right. Prgperghecks that the neural

network outputs clear of con ict if the intruder aircraft is far away and moving away.

IV.3 Model

The veri cation effort in this chapter focuses on verifying 5 of 45 total neural networks corresponding to
cases where the loss of vertical separatias 0 (N11, N12, N13, N14, andNzs). This reduces the problem

to a two-dimensional co-altitude case. Nonetheless, veri cation of these neural networks and the switching
between them present a signi cant challenge. Focusing on the co-altitude cases, the nonlinear plant model of

the intruder and ownship aircraft are both represented using Dubins aircraft model described in Eq. IV.1.

X1 = X= vcogy );

Xo=y= Vsir(y); (|V.1)

This is a simpli ed yet reasonable model of the aircraft dynamics at a similar level of abstraction as the
inputs to the ACAS Xu NNCS, which represents the aircraft in terms of velocities, headings, and distances.
However, the ACAS Xu NN model requires inputs in terms of distancangle to intruder from ownshig,

and heading of intruder with respect to ownskip Conversion between the states of the Dubins model of
each aircraft and the variables used as inputs to the NN is achieved via a set of complex nonlinear functions

de ned in Eq. IV.2.
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q
r=(Xnt Xown)2+(yint yown)2

Yint  Yown
= 2tan Y2 _Fon V.2
q (Xint Xown"'l') Y own (IvV.2)
Y =Yint Yown

Veri cation tools are often not able to encode these equations. Thus, these functions are converted to

ordinary differential equations (ODES) by computing their time derivatives. Finally, these and the Dubins

models are combined into a single nonlinear model with 9 state variables, as described in Eq. IV.3.

X1 = Xown= VCOSY own);

X2 = Yown= VSin(y own);

X3= Yown= U,

X4 = Xint = VCOKY int);

X5 = Yint = VSINYint); (IV.3)

X6 = Yint = C,
_ (Yint YOV\‘Q)(yint Yown) + ( Xint  Xown)(Xint  Xown) .
- | ’
(Xint Xown)2 +(Yint yown)2
Xg= q = 2¥int  Yown)(Xint  Xownt ) 2(Yint Yown)(Xint Xownt I')
(Yint  Yown)?(Xown Xint+ )2

X7=1T

Y own;

X9=Y =VYint Yown

ACAS Xu NN input ranges require thgtandy must be in the [ p;p] interval. Thus, it is necessary to

ensure that the angles are always de ned in thp;p] range for each control step.

IV.3.1 NNCS benchmark

Combining the ACAS Xu neural network system and the nonlinear dynamical model, the ACAS Xu NNCS

benchmark is presented in a diagram in Fig. IV.5. There are four main components or operations highlighted:

« 1. plantReach(): The plant dynamics are simulated based on a speci ed initial state (initSet) and

advisory (adyy) for two seconds (sampling time).

« 2: normalizeNNinputs(): Then, the outputs of the plant (outPlant) are scaled and normalized.

« 3 and 4: NNreach():
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Figure IV.5: Diagram of the ACAS Xu neural network closed loop system.

— 3:Reach(): The scaled outputs (inpu) are processed by the corresponding neural network con-
troller, which is selected based on the previous advisory and the loss of vertical separation, as

described in Section 1V.2.2.

— 4: argminNN(): Based on the ve outputs of the neural network (oyfQutthe turn rate advisory

(adwn) is computed (argmin) and commanded to the plant.

The name of the variables being processed by the next component are de ned on top of the arrows
and their respective dimensions are speci ed in parentheses, i.e., outPlant (5) is a ve dimensional variable
output in 1) and normalized in 2). It is assumed that the velocities and the ight altitude of both aircraft
is constant. Thus, the ACAS Xu neural network system is able to choose between the ve neural networks
corresponding to no time to loss of vertical separatios (0). The sampling time of 2 seconds is selected
based on the dynamics of the airplane, which doing it too often and changing the direction of the trajectory

may be chattering, while doing it too infrequently may lead to crashes.

IV.4 Closed Loop Veri cation Test Case Generation

The objective of the closed loop veri cation tests is to demonstrate that the ownship and intruder aircraft
remain safely separated given a set of initial conditions with uncertainty. The benchmarks presented here
are not intended to provide complete coverage of the state space, but rather provide a challenge for NNCS
veri cation approaches with a collection of 10 closed loop properties or test cases de ned in Table IV.5 and
depicted in Fig. IV.7. The closed loop properties presented in this work are a complement to the open loop
properties, both of which sample portions of the state space. The closed loop cases speci cally sample from
a set of cases on a collision course, while the open loop cases do not speci cally look at collision cases. A

larger sampling outside of the 10 individual test cases is created by adding uncertainty about these points
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(for example 5000 ftin x and 200 ft in y). Then the set of states reachable from the initial set of states

is found using reachability tools such as NNV or nnenum. These benchmarks are not intended to provide
complete coverage of the state space, but rather demonstrate the capabilities of star set-based veri cation
approach, a more comprehensive approach with formal guarantees, as an alternative to Monte Carlo or Design
of Experiments-based simulation analysis.

For the closed loop benchmarks, the unsafe setis de ned by the NMAC cylinder when there is a separation
of less than 100 ft vertically or 500 ft horizontally. To scope the testing, the following ranges of variables
are used: distances from 0 to the maximum turn diameté [0; 87473 ft), the full range of angles to the
intruder and heading of the intruder with respect to the ownshp[( p;pl.y 2[ p;pl), and the full range
of reasonable velocities from a slow takeoff velocity to over MactL 2 [60; 1149 ft/s, Vown 2 [100, 1145
ft/s). These limits, including different velocity ranges for the ownship and intruder, are inspired by previous
work in de ning open loop veri cation properties [130]. By law of sines, the variables used to describe the
relative aircraft geometry are related with the time to collisioas described in Eq. IV.4, and four examples
(closing left, closing right, head on and tail chase) are depicted in Fig. 1V.6. Any collision test case can be

generated by xing the time to collisioR, g, vin, andr , and computing the remaining variables as described

in Table IV.4.
r VownT Vint T
- = = = = V.4
siny sinflg p y) sin(2p Qq) (V-4)
(a) Closing Left (b) Closing Right (c) Head On(d) Tail

Chase

Figure IV.6: Closed Loop Test Case Geometry Examples

To generate a standard set of closed loop test cageg,, andr were selected from the follow-

ing discretized sets of values and used to calculate appropriate valvggnadndy : q 2 f -3p/4,-p/2,-
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Table IV.4: Computing Ownship Velocity and relative heading from randomly selected angle to intruder,
intruder velocity, and distance to the intruder

Closing Left Closing Right Head On Tail Chase
q O<g<p p<qg<0 q= p q=0
| y sin l. T:ﬁm.s;in(.jqj) sin 1 .T\',m'ts.in(j(.qj) 0 Oorp
j (fromsumofangles) pjajjy]j Pjajjyi - -
y Vint Sin(j ) Vint Sin(j ) TVint r TVintt+r
own sin(jqj) sin(jqj) T T

3p/8, pl4, 0, pl4, p/3, /4, p g rad, vine 2 f 60,150,300,450,600, 750,900, 105Q 1145 ft/s, andr 2
f10000437368747212000@ ft. Using a Latin hypercube sampling af; andq for baseline coverage, the

test cases in Table IV.5 may be used to evaluate a range of properties across the state space. To compute the
Cartesian coordinates of the intruder, Egs. IV.5-1V.6 are used. With the exception of the head on collision
test case 10, represented by Fig. 1V.6(c), each of the test cases are selected so that both aircraft are traveling
in roughly the same direction, as depicted in Fig. IV.7. This is because aircraft are generally separated by
at least 1000 feet in altitude when traveling in opposite directions, as commanded by Air Traf ¢ Control or
federal regulations. For example, the Code of Federal Regulations, Title 14, Section 91.159 instructs pilots
to y at an odd altitude (plus 500 feet for pilots operating under visual ight rules) when traveling East on

a heading between 0-179 degrees, or an even altitude (plus 500 feet for pilots operating under visual ight
rules) when traveling West on a heading between 180-359 degrees [140]. This work did not consider non-
straight trajectories of the ownship and intruder, which would need to be considered in a more comprehensive

safety assessment.

Xint = T sin(q) (IV.5)

Yint = T sin(p=2 q) (IV.6)

IV.5 Analysis Approaches

This section describes the fundamental theory behind star sets used to approximate reachable sets, as well
as the closed loop neural network veri cation approaches. In terms of complexity, the reachability analy-
sis of nonlinear ODEs is undecidable [141], NN reachability problem is NP-complete [130, 142], thus the

reachability analysis of the NNCS with nonlinear ODE plant is undecidable.
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(a) Property 1., , Left Abeam (b) Propertyj o, , Intruder (c) Propertyj 3 ,Right Gaining

Tail Chase
(d) Propertyj 4, , Left Gaining (e) Property s, , Left Closing () Propertyj g, , Right Abeam
(g) Propertyj 7., , Right Isosceles (h) Propertyj g, , Right Closing (i) Propertyj o, , Ownship Tail Chase

Figure IV.7: Depiction of the aircraft encounter geometry for the closed loop ACAS Xu veri cation properties
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Table IV.5: ACAS Xu Benchmark Closed Loop Test Cases

Test Name Vit ( r Vown Y Xint Yint

Point (ft/s) (rad)  (ft) (ft/s) (rad)  (ft) (ft)

] 1o, Left Abeam 1050p=2 43,736 954.6 -0.4296 -43,736 0

j 2o, Intruder Tail Chase 900 p 43,736 4626 O 0 -43,736

j 3. Right Gaining 200 3p=4 43,736 100 0.3617 30,926 -30,926
j 4o, Left Gaining 600 =4 43,736 204.9 -0.5415 -30,926 -30,926
j 5o, Left Closing 300 p=4 43,736 362.3 -0.2379 -30933 30933

j 6o, Right Abeam 750 p=2 43,736 609.3 0.6226 43,736 O

j 7o, Right Isosceles 1145 3p=8 87,472 11459 0.7835 80,814 33,474
j e,  Right Closing 450 p=4 43,736 636.2 0.7577 30,926 30,926
j oo Ownship Tail Chase 60 0 43,736 4974 O 0 43,736
j 10, Head On Collision 600 0 120,000 600 p 0 120,000

IV.5.1 Star Set Theory
A star set[72, 108]or simply starQ is a tuplek ; V; Pi wherek 2 R"is the center vecto¥, = fm;np;  ;mng
is a set oimbasis vectors iR", andP: R™! > ;?g is a predicate. The set of states represented by the star

is given as:
JOK= fwjw=k+ S",;(ajm) suchthaP(ai; ;am)= >g: (IV.7)

Sometimes both the tupf@ and the set of statelQKare referred to a®. In this work, the predicates are
restricted to be a conjunction of linear constraif@ ), Ha dwhere, forplinear constraintdi 2 RP ™,

a is the vector ofmvariables, i.e.a =[a1; ;am]’, andd 2 RP 1. A staris an empty set if and only if
P(a) is empty.

Any convex polyhedron can be represented as a star set. An af ne mapping of a <far d#t;V; Pi
de ned by a mapping matri¥V and an offset vectd is another star s&@°= HWk + b;WV:Pi. The inter-
section of a star sép = tk;V;Pi with a polyhedrorG, Hga dg is another star s&®°= H;V;P" Pgi,
whereP;, Hc Va dg Hg K.

IV.5.2 Neural Network Veri cation (NNV) Tool

The NNV tool is one of the two veri cation tools used to analyze the safety and functionality of the ACAS
Xu NN system. This tool is evaluated on the ten closed-loop benchmarks where the safety of the ownship is
analyzed with respect to one intruder aircraft. The analysis consists of evaluating, under multiple scenarios
and initial state uncertainty, the safety of the ownship aircraft using Algorithm 2, which follows the general
computation ow to the one described in section IV.3.1. For the nonlinear plant reachability analysis, NNV
makes use of a CORA [65] integration.

The sets are represented using star-sets, and the reachability functions compute over-approximations of

Lhttps://github.com/verivital/nnv
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Algorithm 2: ACAS Xu NNCS reachability algorithm in NNV
Result:
Rs Plant reachable states
Initialize
initSet==Initial state set
Qprev ==Previous advisory

tF ==Number of control steps
safe= True== Safety variable, change to false if NMAC violated
Vint ==Intruder velocity
Vown ==Ownship velocity
while safedo
for i=0;i<tF;i=i+1)do
[stateset,outPlant] = plantReach(initSety&) ==reachability analysis of the plant
r = extractDist(stateset)=Extract distance set
if r j 500then
| safe = False
end
inpuiyn = normalizeNNinputs(outPlant)=normalize inputs to the neural network
adwy = NNreach(@re\,, inputN N) ==reachability analysis of the Nueral Network (NN) controller, see Algorithm 3.
initSet = stateset

aprev = adwn
Rs[i] = stateset
end
end
return: Rs

the reachable sets. Due to the initial uncertainty added to the initial states of the aircraft, it is possible that
multiple advisories are issued at each time step, increasing the number of possible trajectories of the ownship.
In this case, the reach sets are split and paired with the corresponding advisory to decrease the number of
operations and trajectories computed in order to reduce the conservativeness and memory consumption. The
work ow of this algorithm implemented in NNV using star-set methods is presented in Algorithm 3. The
importance of this algorithm is illustrated with the following example with one initial advisory and one
initial state set, where the number of operations is exponentially reduced. For the purpose of this example,
it is assumed that at each time step, there are 2 possible advisories y\@)itisgtied for each plant output
(outpup) set computed.

EXAMPLE 1.

Step 1)There isl outpup set computed based on the initial state and previous advisory. For thisgutput
set, there are 2 possible advisories (ouipiiicomputed by a NNStep 2)For each advisory, one output
computed based on the initial state, obtair@ggts. For each possible combination of advisories and qutput

sets (4), there are 2 advisories issued, increasing the number of advisories to 8. However, since there is a limit
of ve maximum unigue advisoriesGOC,WL,WR,SL,gRthese 5 advisories are utilized for the remainder

of the example Step 3)There are 5 advisories and 2 state sets, increasing the number of plant @aisut
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to 10in step 3. By computing all possible combinations between the 10 qusets and 5 advisories, there
are a total of 50 NN outpnty sets to compute, although the number of advisories computed is limited to 5
as previously describe&tep 4)There are now 10 initial sets and 5 advisories, out of wbi@plant outpug

sets are computed. Following this procedure, it is observed that the number ofamgmitomputed grows

by a multiple of 5 at each future control step, i.e.Sitep 5)there are250 plant outpup sets, inStep 6there
are1250sets and so on.

EXAMPLE 2.

The number of plant outppitsets can be signi cantly reduced by using Algorithm Step 1)There isl
outpup set, for which there are 2 possible advisories computed by aSt®p 2)Based on the initial state
set, for each of the 2 advisories the outpsét of the plant is computed, obtainiBgets. By tracking which

set corresponds to which advisory, the number of operations are reduced from 4 to 2. For each combination,
there are 2 advisories issued, increasing the number of advisoriested.3)There are 4 advisories and

2 outpup sets. For each advisory, the corresponding plant optpet is computed for a total &f plant
outpup sets. Then, for each outpuset, there are 2 advisories issued for a total of 8 advisofésp 4)

The relationship between the advisories and the plant cu®is computed is one to one, therefBreets

are obtained. Following this pattern, it is observed that the number of plant pugpistincreases by 2 for
each control step, i.e. iBtep S)there arel6 plant outpus sets, inStep 6)there are82 sets and so on. If both

examples are run for 10 control steps, the total number of outmis are reduced fro81250to 512

Algorithm 3: Reachability algorithm of switching classi cation based controllerddNreach

Result:
adwn: Advisories paired with each plant reach set
Inputs
QAprev ==Previous advisory
inputyN ==inputs to NNs
N ==number of reach sets & previous advisory pairs
k=0
for (1= 0;i< N:i=i+1)do
outpuiyn[i] = Reach(inpuiyn[apredi,1]] ; @prei;0]) ==Compute reach set of neural network
advise[i] = argminNN(outpun[i]) ==Compute advisory based on minimum value of output reach set qugput
for adv in advise[i]do
adw [K] = [adV, i] ==Track advisories
k++
end
end
return: adwn
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IV.5.3 Neural Network Enumeration (hnenum) Tool
The second veri cation tool used for analysis is nneRuwhich uses star sets to reason over possible neural
network outputs given sets of input states. Nnenum combines many engineering improvements to the base
star set method [143], such as using quick bounds estimates using zonotopes with domain contraction to
improve accuracy. This is further combined with an abstraction-re nement approach [127], where star sets
rst analyze the system with over-approximation, and then re ne by splitting sets on individual neurons only
if it is needed to prove the safety property.

In this work, rst it is analyzed a set of states using the quicker over-approximation mode of nnenum
to check whenever multiple advisories are possible. Otherwise, exact analysis is used, which splits the set
of states into many smaller states, each with a unigue classi cation. For the plant dynamics, rather than
using CORA and the nonlinear differential equations in Equation IV.3, nnenum instead performs numerical
simulation within each set using the original Dubin's car dynamics in Equation IV.1 and observations from
Equation V.2, in order to produce a local numerical linearization of the observed state variables. Since
reachability analysis through linear differential equations is more ef cient than reachability with nonlinear
equations, the method has better expected scalability. This result is demonstrated in our evaluation section
next, where larger uncertainties in the initial state can be checked, with accuracy that visually resembles

simulations of the closed-loop system.

IV.6 Results
The 10 closed loop test cases depicted on Fig. 1V.7 are evaluated using NNV and nnenum under speci ed
initial uncertainty. For each scenario, an initial ownship uncertainty 00 in thex direction and 200
in they direction is used when evaluated. Although there are some small differences in 2 out of the 10 cases
evaluated between NNV and nnennum{ andj 1o ), both tools are able to succesfully verify the safety
of the ownship aircraft with respect to the intruder in all 10 cases.

These results are depicted in ten gures, which consist of 5 subplots, organized as follows: sapplots
b andc correspond to nnenum results and sub gudesnde to NNV. For each tool there are zoomed I (
andd) simulations results as well as the reachable setn(e), while a depicts the complete simulation
trajectories of the ownship in nnenum.

To illustrate and explain the results from this investigation, 2 out of the 10 test cases are visualized in this
section: Right Closing g., (Fig. IV.8) and Head On Collision1q., (Fig. IV.9). The remaining results are
foundin Figs. IV.10to IV.17. This set of results can be summarized as the ownship is always safe, maintaining

a much greater distance than the safety distance speci ed in the NMAC IV.1. This is accomplished by turning

2https://github.com/stanleybak/nnenum
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(a) Simulations hnenum (b) Simulations (Zoomed In)Aanenum (c) Reachable Setrtnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.8: Right Closing g., with initial ownship uncertaintyo, yo =[ 5000, 200].

to the opposite side from which the intruder is approaching as depicted in Figs. 1V.8 and 1V.10, and Figs.
IV.12 to IV.16. In the other 3 scenarios, the ownship is biased to deviate towards the right in order to avoid
a collision with the intruder when both are ying in the same path but opposite direction or same direction
and different speed. This bias is very evident in Fig. IV.9, and it is also observed in Fig. IV.17, in which the
ownship reachable sets split into two main paths, one towards the rights, and one towards the left.

If the ownship is initially located between approx. -2000 ft and +5000 in the x-axis, the ownship will
deviate to the right. If initially located to the left of -2000 ft in the x-axis, then the ownship will avoid the
collision by turning to the left. The nal scenario, Intruder Tail Chasg, , does not present this bias and
behaves more as initially predicted. This result is demonstrated in Fig. V.11 by both NNV and nnenum,
although the tools present slightly different reachable set trajectories. The initial state set is split into two
halves at x = 0 ft in both simulations and reachable sets. If the ownship is initially located in the positive
x-axis, it will turn to the right and vice versa.

The rst test case, Right Closingg, , is illustrated in Fig. 1V.8. It is observed in the simulation plots
that when the ownship approaches the intruder's trajectory at approximately y = 25000 ft, the controllers start

issuing weak and strong left commands to the ownship to maintain a safe distance with the intruder. These
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decisions are specially evident in the zoomed in and reach set plots, where the trajectories turn towards the
left for a few steps, followed by clear of con ict commands as the ownship safety is maintained. On the
other scenario in Fig. IV.9, the Head On Collisijom, test case demonstrates the ownship's safety when the
ownship faces another aircraft in the same path but in the opposite direction. Both tools show very similar
results as the ownship deviates to the right when ying at approximately y = 30000 ft, issuing only weak right

commands to maintain safety with respect to the intruder.

(a) Simulations Ainenum (b) Simulations (Zoomed In)anenum (c) Reachable Setnnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.9: Head On Collisioi 1o, with initial ownship uncertaintyg, yo =[ 5000, 200].

The similarity between the simulation and veri cation results observed in these plots is an indication of
the reduced over-approximation errors computed by both tools using star-set methods. Despite both tools
successfully verifying the safety of the ownship with respect to the intruder aircraft in all 10 cases, there are

some main differences between nnenum and NNV, discussed in the next section.

IV.7 Discussion

The results in Section 1V.6 demonstrate the capabilities of nnenum and NNV for the veri cation of real-
world unmanned CPSs, where it can also be observed some of the main differences between these tools.
NNV needs to compute an initial partition on the initial set and then compute the reachable sets for each

partition, while nnenum is able to compute these partitions as needed at each control step, improving its
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(a) Simulations Anenum (b) Simulations (Zoomed In)anenum (c) Reachable Setrnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.10: Left Abean) 1., with initial ownship uncertaintyo, yo =[ 5000, 200].

ef ciency with respect to NNV. Another main difference is the nonlinear ODE reachability analysis, where
NNV is also capable of computing and displaying the complete continuous-time reachable sets of NNCS,
but for consistency purposes, only the reachable sets of the ownship at each control step are shown for ease
of comparison against nnenum. The results also show some of the complexities of deploying and verifying
these complex systems. In 8 out of 10 cases, NNV and nnenum obtain the same results, but there are two
cases in which there are differences in both the simulations and the reachability analysis. There is a speci ¢
step in each scenario in which NNV and nnenum do not issue the same advisory commands. In test case
J 10, (Fig. IV.9), the main difference is in the rst reachable set shown, in which nnenum only selects COC
commands while NNV also has some weak right commands towards the center of the reachable set. The other
test casej, o, (Fig. 1V.11) seems similar to the previous test case in the sense that there is one main step in
the reachable set computation that differs between NNV and nnenum (step 5) in both sides of the path, which
leads to different nal paths. To complement the reachability analysis presented and try to better understand
the differences between NNV and nnenum, the simulation differences between NNV and nnenum have been
analyzed across 1000 randomly initialized simulations and the results are introduced in Table I1V.6.

It is observed that even in the test cases in which NNV and nnenum return the same results, there are still
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(a) Simulations inenum (b) Simulations (Zoomed In)anenum (c) Reachable Setnnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.11: Intruder Tail Chasiey., with initial ownship uncertaintyo, yo =[ 5000, 200].

some minor differences between the two. Some possible sources of error are the different solvers used for
the computation of the states of the plant, or a slightly different implementation on the plant model, among
others. NNV computes the reachability analysis of the plant model using all 9 state variables described in
Eqg. IV.3, but nnenum makes use of only the rst 6 variables, and then uses those to compute the remaining
3 (7 to 9) a posteriori. These differences in computation may lead to small computation differences between
the two, which accumulate through time and eventually lead to slightly different nal paths, although both
tools successfully verify the safety of the ownship in every case. Another main difference between NNV
and nnenum is the different reachability schemes utilized, which lead to signi cant differences in the com-
putation time. In average, nnenum is able to compute the reachable set of each closed loop property in 172
seconds, while NNV completes each test case in 140819 seconds, approximately 39 hours. The main rea-
sons for the difference in computation time are the different partitioning routines and the plant reachability
technigues. When compared to other validation techniques such as Monte Carlo simulations, these reacha-
bility techniques can prove and guarantee the safety of the ownship under the whole initial uncertainty of the
ownship aircraft, while Monte Carlo simulations can only provide probable guarantees, determined by the

number of simulations run. In terms of computation time, nnenum is equivalent to running 0.13 simulations
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(a) Simulations Ainenum (b) Simulations (Zoomed In)Aanenum (c) Reachable Setrtnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.12: Right Gaining 3., with initial ownship uncertaintyo, yo =[ 5000, 200].

per sqft of the initial set of the ownship, while NNV is equivalent to running 114 simulations per sqft. In this
aspect, nnenum is preferable over Monte Carlo simulations and NNV due to its ef cient computation of the

reachable sets of this ACAS Xu closed-loop benchmark.

IV.8 Summary

This chapter introduced a set of 10 new closed loop veri cation properties and developed and applied a closed
loop veri cation approach to verify both the output of NNCS and the switching behavior between neural
network controllers. The approach was demonstrated using the NNV and nnenum tools on 5 of 45 ACAS Xu
neural networks with switching between all ve corresponding to co-altitude collision cases. Both tools show
reachable states of an ownship aircraft with modi ed Dubins dynamics on a collision course with an intruder
aircraft. The reachability computation considers initial state uncertainty and ownship control inputs provided
by 5 switched NNs. The veri cation objective was to show that the switch NNCS resulted in collision free
courses, even a large initial uncertainty. This study showed that it is possible to do a comprehensive safety
veri cation analysis of a complex air collision advisory system for aircraft travelling in straight, co-altitude

paths, but further research is needed to determine if climbing or descending ights can also be proven safe
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(a) Simulations hinenum (b) Simulations (Zoomed In)anenum (c) Reachable Setnnenum

(d) Reachable SetNNV (e) Reachable SetNNV

Figure 1V.13: Left Gaining 4., with initial ownship uncertaintyo, yo =[ 5000, 200].

using these tools. In the tool demonstration, nnenum showed a tighter and faster computation of the over-
approximation of its reachability methods, as observed by the similarity between the simulation and reachable
plots, while NNV is able to present the complete continuous-time reachable sets of the ownship trajectories.

A summary of the main outcomes of our methods can be summarized as follows:

 For an initial assessment, a small amount of Monte Carlo simulations may be suf cient, in combination

of other testing routines, to check the proper behavior of the CPS and its implementation.

* In safety-critical applications, Monte Carlo simulations cannot provide formal guarantees, which is
vital for safety-critical systems such as autonomous aircraft. In this case, formal veri cation tools such

as nnenum and NNV would be needed.

« NNV and nnenum can both provide formal guarantees on the safety of the aircraft using reachability

analysis for neural networks as well as nonlinear ODEs.

* nnenum has proven to compute the reachable sets of the NNCS much faster than NNV, about 4 orders
of magnitude faster, largely due to ts ef cient partitioning scheme and the nonlinear ODE reachability

method.
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(a) Simulations Anenum (b) Simulations (Zoomed In)anenum (c) Reachable Setrtnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.14: Left Closing 5., with initial ownship uncertaintyo, yo =[ 5000, 200].

(a) Simulations Anenum (b) Simulations (Zoomed In)anenum (c) Reachable Setitnenum

(d) Simulations NNV (e) Reachable SetNNV

Figure IV.15: Right Abean g, with initial ownship uncertaintyo, yo =[ 5000, 200].
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