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Chapter 1

Introduction

Recent advances in sensor networks, embedded systems, information and communication tech-

nology have steered the interest of the scienti�c community towards the development of a new

paradigm,Cyber-Physical System(CPS) [3]. CPS is de�ned as a generalization of embedded sys-

tems where a collection of computing devices communicate with one another as well as interact

with physical processes via sensors and actuators and the system's functionality emerges from these

interactions. Strong coupling between physical processes and software is the hallmark of such sys-

tems. These ubiquitous engineered systems form the backbone of control infrastructures in modern

society. The focus of CPSs is to improve the collaborative link between physical and computational

elements for enhancing autonomy and intelligence of the physical systems to be able to plan and

modify their actions for evolving environments [4].

A generic structure of a CPS application is shown in Figure 1.1. The block,physical plant

models thephysicalpart of the CPS. A physical plant mainly consists of mechanical, chemical

or biological processes and is realized without digital computers or networks. Thecyber part is

composed ofcomputational platforms and adigital network . A CPS application can have one

or more computational platforms, comprising of sensors, actuators and one or more compute nodes

hosting different operating systems along with a network fabric, that provides the mechanisms for

the compute nodes to communicate.

One of the emerging applications of CPS is the modern power system, commonly referred to

asCyber-Physical Energy System(CPES). CPES is the amalgamation of power grid technology

with intelligent control, coordination, and communication between demand and supply side to de-

liver electricity ef�ciently [5]. Physical components in power systems include transmission lines,

generators, transformers, etc. Cyber components include protection devices such as relays to safe-

guard physical components from faults such as earthing and short circuit,Supervisory Control and

Data Acquisition(SCADA) system that collects data from various sensors in remote locations and

then transfer to a central node to be processed,Energy Management Systems(EMS) to control and

1



Figure 1.1: Generic Structure of aCyber-Physical System

optimize the performance of power system.

According to [6], some of the key concerns in designing CPS are safety, reliability and fault

tolerance. Physical components in power systems are continuously exposed to dynamic environ-

ments resulting from varying demand, changing operational requirements and component degrada-

tion which can lead to failures. A failure of a component or a system is the loss of its ability to

perform a required function under speci�c operating conditions. Apart from failures due to aging,

there could be faults within a component, such as short circuit and winding faults that can alter the

behavior of the component. These faults manifest in observable anomalies, i.e., deviations from

expected behavior; or, they can remain unobservable. A fault can cause system-level failure(s) and

due to the highly connected nature of CPES, a failure of one component can also lead to secondary

faults in connected components, possibly leading to a cascade of failures.

To make the system resilient against faults, several localized protection mechanisms are de-

ployed throughout the system to detect and isolate faults. These protection systems include 1)fault

detection devices, such as, fast-acting numerical (digital) relays that are designed to detect abnormal

changes in line current and bus voltage and 2)fault mitigation devices, such as breakers, that can be

triggered to remove the faulty component from the electrical network. These protection devices are

useful in detecting and isolating faults in speci�c regions of a system, but their decisions are based

on local information. This results in a highly conservative reaction from protection devices with-

out considering the consequences of the control actions on system stability. Apart from the lack of
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system-wide perspective, these protection devices have detection faults. These faults includeMissed

detection, which causes a protection device not to act andSpuriousdetection, which results in un-

wanted relay operation. The change in system state due to misoperation of the protection devices

can eventually increase stress on other parts of the system and thus can spread the fault effects, i.e.,

fault propagation or can cause secondary faults in other parts of the system. To isolate these sec-

ondary faults, other protection devices will trigger and can start a cascading effect which can lead

to total system collapse. A closer investigation byNorth American Electric Reliability Corporation

(NERC) [7] demonstrated that nearly all recent major blackouts, excluding those caused by severe

weather, have had a protection system or automatic control misoperation contributing to cascading

failures [8].

Fast and accurate fault diagnosis is essential in power systems as it helps system operators to

reduce the system restoration time after blackouts by identifying faulty components that need to

be replaced. It also helps utility operators in managing an ongoing cascading outage by providing

useful information regarding malfunctioning equipment and enable them to make better decisions

for controlling the failure effects. By fault diagnosis, we imply isolating the root cause(s) of the

observed anomaly, i.e., the component that is the source of the problem. However, diagnosing faults

manually by matching an observed set of defects against a pre-compiled rule book of fault patterns

is a tedious, error-prone and impractical task. Moreover, this technique fails when many alarms

occur within a short time period, overwhelming the utility operators, barring them from �nding the

root cause of the problem in a timely manner.

Furthermore, operators have to consider the possibilities of misoperation of the protection sys-

tem. This problem is often compounded due to loss of information from the protection system due

to failure in the �eld. Inability to timely diagnose the source(s) of failures combined with the po-

tential side-effects of automated protection actions lead to impending fault cascades, which can be

avoided. NERC blackout report [8] also lists lack of real time diagnosis information as one of the

major contributing factor for the 2003 blackout. Thus, to achieve resiliency and reliability, an au-

tonomous online management tool for CPES is necessary that provides hypotheses about the current

state of the system while considering the complex behavior of the protection system.

We propose a model based fault diagnosis approach that can perform timely diagnosis of failures

caused by faults in physical components and misoperation of protection systems using available
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information from the physical and the cyber components of this system. The approach presented

here is unique in that it models the fault propagation in the physical system while considering

possible failures in the cyber components of the system. The key idea in this work will be to

consider the physical and logical connections of the subsystems, and the time required for a fault to

propagate from one component to another. That is, we will capture the salient attributes of the fault

propagation without explicitly modeling the complexities of an electrical CPS.

The remainder of this dissertation is organized as follows. The chapter 2 provides basic knowl-

edge about the structure and different components of power systems, followed by an overview of

different faults in power systems and their associated effects. This chapter also describes the fault

cascade phenomenon in networked systems and presents a summary of events that lead to blackout

in 2003 along the USA-Canada border. Chapter 3 reviews state of the art in the �eld of fault diag-

nostics related to power systems. Chapter 4 introduces the proposed model based fault diagnostics

approach and lists three research goals, namely, 1) Development of a novel fault modeling language

(chapter 5), 2) Automatic synthesis of fault models for CPES (chapter 6) and 3) Designing a diag-

nosis system using the fault models based on the newly developed modeling language (chapter 7).

A simple prognostics and failure mitigation application based on the response of the proposed di-

agnosis system is presented in chapter 8. Chapters 9 and 10 conclude the dissertation and list the

publications in peer reviewed conference and journals.
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Chapter 2

The Electric Power System

The electric power system is one of the largest and most complex human-made systems. It

is composed of thousands of generators, transformers, transmission lines along with an extensive

infrastructure of measurement, communication and control equipment [9]. It has been integrated

into one big �xed-frequency synchronous system covering a large geographic area, such as main-

land U.S.A. The electricity supply chain can be categorized based on three functions:Generation,

Transmission, andDistributionas follows:

1. Generation:The Electrical power generation is the process of generating electric power from

sources of primary energy. It is the �rst stage in the delivery of electricity to end users. Typ-

ically, production is carried out in power plants using electro-mechanicalgenerators, driven

by heat engines that are fueled by combustion or nuclear �ssion or by other means such as

the kinetic energy of �owing water and wind. Additional energy sources include solar photo-

voltaic cells and geothermal power.

2. Transmission: The Electrical power transmission is the bulk movement of electrical energy

from a generating site, such as a power plant, to a local distribution system. The energy is

transferred through overhead cables calledtransmission lines. These lines interconnect with

each other to join various regions in a redundant fashion forming a transmission network .

These networks are designed to transport energy over long distances with minimal power

losses which is made possible by stepping up voltages at speci�c points usingtransformers.

Transmission lines typically operate at 765, 500, 345, 230, and 138 kV.

3. Distribution: The Electrical power distribution system is the �nal stage in the delivery of elec-

tric power, carrying electricity out of the transmission system to individual customers. Dis-

tribution systems can link directly into high-voltage transmission networks to deliver power

to transmission customers (138 kV), or be fed by sub-transmission networks (69 kV). Pri-

mary distribution circuits, also known asfeeders, carry medium-range voltage to additional

distribution transformers that are located in closer proximity to load areas. Distribution trans-
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Figure 2.1: Electrical Power System
https://www.overleaf.com/project/5cfe88749036727b6b608a17

formers step down medium range voltages to low voltage (13 - 4 kV) and route the power

over distribution power lines to commercial (13 - 4 kV) and residential customers (120 V) as

illustrated in Figure 2.1.

Generation, transmission and distribution systems are linked through key assets known assub-

stations. Substations not only provide crucial links for connecting these systems to customers but

also assist in monitoring and controlling the quality of power delivered. A substation generally

contains transformers, protective equipment, switches for controlling high-voltage connections and

electronic instrumentation to monitor system performance. Some important functions carried out

at substations are monitoring active and reactive power �ows, voltage control and reactive power

compensation. While a substation can provide a number of distinct system functions, most utilize

transformers to adjust voltage along the supply chain. Listed below are different types of substations

in the bulk power system, along with a brief description:

1. Step-Up Substation: It links a generation plant to the transmission system. Alternating Cur-

rent (AC) power plants typically generate voltage below 35 kV, and generator step-up trans-

formers increases voltage to 765 kV in order to transmit power over long distances.

2. Step Down Substation: It connects a high-voltage transmission system to a sub-transmission

system.

3. Distribution Substation: It connects transmission or sub-transmission network to low voltage

distribution networks.

4. Distribution Transformer: It connects the distribution system to end user customers. These
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Figure 2.2: Three Layered Structure of Power System

are typically not referred to as substation because they are modular and lack most of the

equipment found in a large, high-voltage substation.

5. Converter Substation: It connects non-synchronous AC transmission networks to a high-

voltage direct current transmission (HVDC), or vice-a-versa.1

6. Switching Substation: It acts as a circuit breaker in transmission and distribution networks.

These substations meant for switching purposes only i.e. disconnecting and connecting a part

of the network in order to facilitate maintenance work and do not contain transformers.

A power system is made up of interconnected equipment that belongs to one of the three layers

from the point of view of the functions performed as illustrated in Figure 2.2. At the basic level is

thepower apparatusthat generates, transforms, and distributes the electric power to end users. The

second layer consists ofprotection deviceswhich protect the apparatus from the effects of faults and

abnormal operating conditions. The protection equipment can be further categorized intoapparatus

protection andsystem integrityprotection. Next, there is a layer ofcontrol equipment. This layer

helps to maintain the power system at its normal voltage and frequency, generates suf�cient power

to meet the load, and maintains optimum economy and security in the interconnected network. The

control equipment is organized in a hierarchy of its own, consisting of local and central control

functions. The response time of control functions is generally slower than that of the protection

functions as shown in Figure 2.3.

Both protection and control functions change the operational state of the power system but there

is a subtle difference in the nature of the actions. Protection functions act to open and close Circuit

1The electrical grid that powers mainland North America is divided into four regions or interconnections (two minors
and two majors). An interconnection, also known as a wide area synchronous grid, is a region of interconnected AC
power systems operating at the same frequency and phase with one another, though not with other interconnections.
These interconnections are connected via HVDC transmission lines and converter substations. For more information
regarding mainland US electrical grid interconnections please refer to Appendix A.

7



Breakers (CBs), thus changing the structure of the power system, whereas the control functions

act continuously to adjust system variables, such as the voltages, currents, and power �ow on the

network. Thus protection functions can be de�ned as functions that lead to operation of power

switches or CBs as instructed by protection relays, while actions that change the operating state

(voltages, currents, and power �ows) of the power system without changing its structure fall under

the domain of control functions. Since the scope of this work is tied very closely to the power

system protection, a detailed description of architecture and type of devices used is provided in

the following subsection followed by a sub-section describing the cascade phenomenon in power

systems. For interested readers, a brief overview of the power system control is also provided in the

appendix F.

2.1 Power System Protection

Power system equipment is constantly exposed to dynamic environments caused due to chang-

ing loading conditions, physical degrading of the components and external faults such as earthing

and winding faults. The safety of the system is ensured by a large infrastructure ofprotection sys-

tem assemblies. A protection system assembly is composed of instrument transformers, protection

relays, and high-voltage circuit breakers. Relays sample the scaled-down voltage and current sig-

nals from instrument transformers and based on embedded relay logic ascertain the presence of a

fault. On detecting the presence of faulty conditions, the relay sends a tripping signal to the breaker

which isolates the faulty component from the system. The main components of protection system

assemblies are described as follows:

1. Instrument Transformers: Instrument transformers are designed to transform voltage and cur-

Figure 2.3: Different time scales of power system controls
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rent from high values in the transmission and distributions systems to the low values that can

be utilized by small voltage metering devices. The amount of scaling of voltage and cur-

rent is dictated byturn ratio between primary and secondary windings of the transformer as

indicated by Equation 2.1, wheren is the turn ratio,Np,Ns are the number of primary and

secondary coil winding,Vp,Vs are primary and secondary voltages,Ip; Is are the primary and

secondary currents. There are three primary applications for which instrument transformers

are used: metering; protection control and load survey. There are two types of instrument

transformers:

n =
Np

Ns
=

Vp

Vs
=

Is
Ip

(2.1)

(a) Current Transformer(CT) is a type of instrument transformer that is designed to pro-

duce an alternating current in its secondary winding which is proportional to the current

being measured in its primary. Current transformers reduce high voltage currents to a

much lower value and provide a convenient way of safely monitoring the actual elec-

trical current �owing in an AC transmission line using a standard ammeter. The CT is

typically described by its current ratio from primary to secondary. A 1000:5 CT will pro-

vide an output current of 5 amperes when 1000 amperes are �owing through its primary

winding. Standard secondary current ratings are 5 amperes or 1 ampere, compatible

with conventional measuring instruments.

(b) Voltage Transformer(VT), also calledPotential Transformer(PT), is a parallel con-

nected type of instrument transformer. They are designed to present a negligible load

to the supply being measured and have an accurate voltage ratio and phase relationship

to enable accurate secondary connected metering. The PT is typically described by its

voltage ratio from primary to secondary. A 600:120 PT will provide an output voltage of

120 volts when 600 volts are impressed across its primary winding. Standard secondary

voltage ratings are 120 volts and 70 volts, compatible with conventional measuring in-

struments.

2. Protection Relays: The function of protective relaying is to cause the prompt removal from

service of any element of a power system when it suffers a short circuit, or when it starts to

operate in an abnormal manner that might cause damage or otherwise interfere with the effec-
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Figure 2.4: Digital Relay Block Diagram

tive operation of the rest of the system. The early relay designs utilized actuating forces that

were produced by electromagnetic interaction between currents and magnetic �uxes. How-

ever, due to the increased complexity of modern power system and inherent disadvantages

associated with electromagnetic relays such as high response and reset times, decrease in

reliability due to gradual deterioration of relay components along with the advent of high-

performance microprocessors have lead to the rapid adoption of digital and numerical relays.

Any computer-based relay can be thought of as comprising of three fundamental subsystems

as shown in Figure 2.4:

(a) Signal Conditioning Subsystem: This sub-system is responsible for manipulating the

analog signal from instrument transformers such that it can be ef�ciently transformed

into its corresponding digital representation. This sub-system is common to all digital

and numerical relays and consists of surge protection devices and low pass or anti-

aliasing �lters. Surge protection devices safeguard the system against high magnitude

current and voltage transients (surges and spikes). A low pass �lter with a cut off fre-

quency of Fs/2 is added to remove high frequency aliasing components of the signal,

where Fs is the sampling frequency used by Analog to Digital Converter. Typical sam-

pling and cut off frequencies used in modern digital relays are 8 kHz and 3 kHz respec-

tively [10].

(b) Conversion Subsystem: This subsystem is responsible for sampling and converting the

�ltered analog signal to a discrete signal. The main components of this system are Sam-

ple and Hold Circuit, Multiplexer, and Analog to Digital Converter. Sample and hold

circuit is an analog device that samples continuously varying voltage and current signals

and hold their value at a constant level so that analog to digital conversion is complete.

Due to the multi-phase nature of power systems, one sample and hold circuit is used
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for each voltage and current signal. A multiplexer selects these channels sequentially

and routes the output of Sample and Hold circuit to Analog to Digital Converter. Most

digital relays use Successive Approximation Register type Analog to Digital Converters

that convert the analog quantity to its digital counterpart via a binary search through

all possible quantization levels before �nally converging upon a digital output. Typical

conversion time is of the order of 15-30ms [10].

(c) Digital processing relay subsystem: This is the heart of any computer relay. The main

components of this subsystem include high-speed CPU, memory and digital I/O. Mod-

ern digital relays consist of two types of microprocessors 1) Digital Signal Processor,

for computing phasor representation from the digital samples. A phasor is a complex

number representing a sinusoidal function. It is an analytical representation that de-

composes a sinusoid into a product of a complex constant and a factor that encapsulates

frequency and phase. 2) A general purpose microprocessor, for executing different relay

programs, maintenance of various timing functions and communication with different

peripherals.

Modern computer based relays allow inter-relay and operator-relay communication over

serial and ethernet interfaces. A variety of protocols are available including Mirrored

Bits communications [11], Distributed Network Protocol (DNP3) [12] and ModBus [13]

that enable fast and reliable communication in direct and multidrop network settings.

3. Circuit Breaker (CB): Circuit breaker is a mechanical switching device capable of obstructing

the �ow of power through a conductor. Well coordinated action of relays and breakers is

essential for successful fault clearing. Currently, a high voltage circuit breaker can interrupt

fault currents of the order of 105 A at system voltages up to 800 kV [14]. Circuit breakers

are classi�ed based on rated voltage levels as 1) Low Voltage (� 1 kV), 2) Medium Voltage

(1-72 kV) and 3) High Voltage (� 72.5 kV) circuit breakers. Low voltage circuit breakers

are used for domestic, commercial and industrial applications, whereas Medium and High

voltage circuit breakers are deployed at power distribution and transmission substations.

In general, a circuit breaker consists of �xed and moving contacts called electrodes. Under

normal conditions, these contacts remain closed and are opened after receiving a signal from
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Figure 2.5: Abstract state machines of protection system components (relays and breakers)

protection relays. At the instant when contacts begin to open, the contact area decreases

rapidly resulting in increased current density which in turn increases the temperature. The

heat produced can ionize the medium between the contacts. This ionized medium acts as a

conductor and an arc is struck which provides a low resistance path and consequently the

current remains uninterrupted as long as arc persists.

Due to the alternating nature of currents in power systems, the arc is momentarily quenched

at current zero (every half cycle). However, when the current across the contact of the circuit

breaker is zero, a high frequency transient voltage, called re-striking voltage, develops due

to the sudden distribution of energy between the electric and magnetic �elds. Under the

in�uence of potential gradient created by the re-striking voltage, ionization of the medium

can occur and arc can re-strike. If immediately after current zero, the dielectric strength of

the medium between contacts is built up more rapidly than the voltage across the contacts,

the arc fails to re-strike and the current will be interrupted. The dielectric strength of medium

between the contacts is increased by injecting Sulfur hexa�uoride (Sf6), a high dielectric

strength gas and rapidly increasing the separation between the contacts. High and Medium

Voltage Circuit breakers can be further categorized based on the arc interrupting medium as

1) Vacuum 2) Sf6 3) Oil 4) Air Blast circuit breakers. Fault clearing can be done as quickly

as the �rst current zero after the initiation of fault, although it more often interrupts at the

second or third current zero [14]. Rated operating time for commercial grade high voltage

circuit breakers is 2-3 cycles [15]

Protection system can be classi�ed intoapparatus protectionandsystem integrity protection.

Apparatus protection deals with the detection of physical faults (short-circuit and grounding faults)
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in the apparatus and their respective protection. Distance relays, over-current relays and differen-

tial relays [16] are used for apparatus protection. The decision of these relays is based on local

information. These relays are designed to protect the equipment in a predetermined region of the

power system, known as thezoneof protection. Relay operation is considered to be secure if it

responds only to faults within its speci�ed area of protection or zones. These zones are described

using magnitude and phase of bus voltage and line �ows.

There is a possibility that a protection system may fail to operate and, as a result, fail to clear

a fault. It is thus essential that provision be made to clear the fault by some alternative protection

system or systems. These alternative protection system(s) are referred to as duplicate, backup, or

secondary protection systems, whereas the main protection system for a given zone of protection is

called the primary protection system. A deliberate delay is introduced in the action of any backup

relay to clear the fault. This delay allows the primary protection assembly to operate �rst and in

case it fails, only then a backup relay will act.

Figure 2.5(Left) shows an abstract state machine capturing a behavior of the relay element. Ini-

tially, the relay is inidle state and on detecting fault can transition totripped or wait states

depending upon the location of the fault. If the fault is in the primary zone, the relay moves to

tripped state and instructs breaker to open. On the other hand, if the fault is in secondary or

tertiary zones, relay jumps towait state and waits there for a speci�ed amount of time depending

on the zone. When the wait time expires, the relay can either transition toidle state, if the fault

has been cleared ortripped state if the fault still persists. The abstract state diagram of a breaker,

as shown in Figure 2.5(Right) consists of 4 statesopen , opening , close andclosing . Ini-

tially, breaker is inclose state and moves toopening state after receiving relays command to

open. opening andclosing states model the time delay incurred due to arch quenching and

mechanical nature of the breaker. After a speci�ed amount of time, the state machine moves to

open state.

The principal task of apparatus protection is to disconnect equipment or subsystems from the

overall power system. Normally, this is the appropriate action. Systems are designed to be resilient,

that is, to withstand the removal of one or several elements without unduly stressing the overall

system (N-k security criteria, see section F.0.2.2). However, if the system is already stressed as a

result of multiple equipment outages, heavier than normal loads, or extreme weather, the corrective
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action may exacerbate the situation and result in wide-area outages. Thus, a different protection

scheme is required which would apply to the overall power system or a strategic part of it in order

to preserve system stability, maintain overall system connectivity, and/or avoid severe equipment

damage during major events. System integrity protection deals with the detection of proximity of

the system to the unstable operating region and consequent control actions to restore stable operating

point and/or prevent damage to equipment. Under-frequency relays, out-of-step protection, rate of

change of frequency relays, reverse power �ow relays [16] and [17] are used for system protection.

The following subsection describes different types of faults and their effects in power systems along

with protection relays that detect and isolate these faults.

2.1.1 Faults

A fault is de�ned as a defect within a component of the system, cyber or physical that can man-

ifest in observable anomalies: deviations from expected behavior; or, it can remain unobservable.

1. Physical Faults: These faults are associated with physical components such as transmission

lines, transformers, etc. In electrical system, there are mainly two types of physical faults,

short circuit andground (earth) faults. A short circuit fault occurs when the insulation of

the component fails resulting in low impedance path between energized phases, whereas a

ground fault is the result of reduction in the insulation strength between an energized phase

conductor and earth or any earthed part of the electrical system. These faults cause excessively

high currents to �ow through the system and or decrease in bus voltages, that can damage

equipment. Due to the multi-phase nature of electrical power systems, these faults are further

classi�ed as:

(a) Symmetrical Faultsinvolve all the phases and affect each of them equally. It can be of

two types: (1) phase-phase-phase-ground fault (3-f -G fault) or (2) phase-phase-phase

fault (3-f ). The behavior of 3-f -G fault and 3-f fault is identical due to their balanced

nature. Symmetrical faults are very severe faults. However, such faults seldom occur

and only about 5% of the system faults are symmetrical faults [14].

(b) Unsymmetrical Faultsdon't affect all the phases equally leading to disruption in the

balanced state of the system. The most common type of unsymmetrical fault is single
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phase to ground fault (f -G fault) that accounts for 60% to 75% of faults in power sys-

tems [14]. The other types of unbalanced faults are phase to phase faults (2-f faults)

and phase to phase to ground faults (2-f -G faults). About 15% to 20% faults are 2-f -G

faults and 5% to 15% are 2-f faults [14].

2. Abnormal Operating Conditions: Abnormal operating conditions pertain to deviation from

the safe operating point. The major cause of these anomalies is disruption in generation-

consumption balance caused due to switching of power system equipment such as generators,

transmission lines and loads, etc. as a result of a planned outage or a fault isolation action.

These conditions can manifest in the form of line overload or bus voltage variation or alter-

ation in system frequency or power swings. If the equipment continues to operate in this state

for a long time, it can lead to permanent damage or reduction in life of the equipment and

may cause failure.

3. Cyber Faults (Protection System Faults): These faults are associated with the misoperation of

the protection system itself. A protection system element misoperates when it either fails to

operate as designed or operates unintentionally outside of its scope of protection. Misopera-

tions contribute to outages of generation and transmission facilities that can place the system

in an insecure state. Information about relay misoperations is collected throughMisoperation

Information and Data Analysis System(MIDAS) [18]. The average rate of misoperations in

the last �ve years is close to 10% [19], i.e., more than 90% of the time protection assemblies

operated correctly for isolating all faults as depicted in Figure 2.6 (Top-Left). According to

MIDAS, misoperations are categorized into following classes:

• Failure to Trip - During Fault : A failure of a composite protection system to operate

for a fault condition for which it is designed.

• Failure to Trip - Other than Fault : A failure of a composite protection system to

operate for a non-fault condition for which it is designed, such as a power swing.

• Unnecessary Trip - During Fault : An unnecessary composite protection system op-

eration for a fault condition of another element.

• Unnecessary Trip - Other than Fault : An unnecessary composite protection system
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Figure 2.6:Top Left �gure shows misoperation rate in last 5 years;Top right �gure highlights
the trends in type of misoperatuon faults occurring in last 5 years;Bottom �gure depicts cause
distribution of misoperations

operation for a non-fault condition.

The �rst two categories of failures generalize toMissed Detectionfaults, i.e., the relay failed

to detect the anomaly whereas the last two are part ofSpurious Detectionfault category, i.e the

relay incorrectly identi�ed the presence of defects. The spurious detection faults are 75 times

more likely to happen than missed detection faults [20] as shown in Figure 2.6 (Top-Right).

A variety of reasons causes the protection system misoperations. But NERC's 2018 State of

Reliability Report [21] lists incorrect setting, relays malfunctions and communication failures

as three most common causes of protection system misoperations, contributing to over 50%

of the total number of misoperations in the last �ve years as shown in Figure 2.6 (Bottom).

More details about the causes of the protection system misoperations and their categories are

presented in the appendix C.
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Relay Characteristic Equation

Standard Inverse t(I ) = TD
7

��
0:0515
I0:02
r � 1

�
+ 0:114

�

Very Inverse t(I ) = TD
7

��
19:61
I2
r � 1

�
+ 0:491

�

Extreme Inverse t(I ) = TD
7

��
28:2
I2
r � 1

�
+ 0:1217

�

Table 2.1: IEEE inverse de�nite time relay characteristic equations [1]

2.1.2 Relay Operating Principle

2.1.2.1 OverCurrent Relay

Overcurrent relays are used to detect and isolate ground faults in overhead transmission

lines [14]. The protection scheme is based on the intuition that short circuit and earth faults lead to

currents much above the nominal load currents. An overcurrent relay periodically samples current

(scaled down) �owing through a component, if its magnitude is more than a pre-determined thresh-

old (pickup current), presence of fault is indicated. There are mainly three kinds of overcurrent

relays 1)Instantaneous2) Time de�nite3) Inverse time de�nite.

Instantaneous relays instantly send a trip signal after detecting an increase in current beyond the

speci�ed threshold. The operating time of an instantaneous relay is of the order of a few millisec-

onds [1]. Time de�nite over current relays wait for a pre-de�ned time after detecting current has

passed the pickup threshold. The wait time is independent of the magnitude of the fault current.

Inverse time de�nite over current relay has inverse time characteristics where the wait time is in-

versely proportional to the ratio of measured current to the pick up current. The inverse de�nite time

relays are further subclassed into three classes depending upon the slope of the T-I characteristics

as (1) Very inverse time (2) Extreme inverse time (3) Standard inverse time. Table 2.1 summarizes

the IEEE standard equations governing inverse characteristics. Modern over-current relays are also

equipped with a directional element to improve selectivity. This feature allows an overcurrent relay

to distinguish between upstream and downstream faults and react accordingly.
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2.1.2.2 Distance Relay

Distance relays are typically applied to detect transmission line faults (phase and ground) by

inspecting the apparent impedance (V/I) [14]. It can also be applied as a backup protection relay

for transformers and generators. When a ground or phase fault is introduced in a transmission line,

the current �owing through the conductor increases and voltage at the bus terminals drops resulting

in a decrease in impedance seen by the distance relay. Distance relays, depending upon the value of

the impedance detected, determine the location of the fault.

Typically, distance relays are con�gured to operate in three zones [22], where a zone is a seg-

ment of a transmission line. These zones are de�ned by the reach of the relay as shown in Fig-

ure 2.7. A distance relay infers a zone 1 fault when the measured impedance is less than 0.8 times

the impedance of the transmission line. In zone 1, the distance relay acts as a primary protection

element and instantly commands a breaker to trip. A zone 2 fault is detected when the measured

impedance is greater than 0.8 but less than 1.25 times of the transmission line. In this zone, the

distance relay waits for 0.05 - 0.1 secs before sending the trip signal. A zone 3 fault forces the

apparent impedance seen by the relay to be 1.25 - 2 times the impedance of the transmission line

and the relay waits for 1-1.5 secs before sending a trip signal to the breaker. Under zone 2 and 3

fault conditions, a distance relay acts as a backup protection element.

However, the apparent impedance seen by the relay does not follow the transmission line

impedance due to the presence of fault resistance, (mainly resistive). Instead, it would lie in the

region vicinity as shown in Figure 2.8(a), where line AB represents the impedance phasor of the

transmission line. Different shapes of relay characteristics have been used to detect faults as illus-

trated in Figure 2.8(b) to (e). Usually, distance relay characteristics are visualized by drawing the

relay characteristics in R-X plane. If the apparent impedance seen by the relay falls inside the trip

region (enclosed region), then relay declares a fault and issues a trip decision.

Distance relays provide fast protection up to 80% of the primary line length. However, primary

protection for remaining 20% is deliberately slowed down by zone 2 wait time (co-ordination time).

Pilot protection is used for lines to provide the high-speed simultaneous detection and isolation of

phase and ground faults for 100% of the primary line. The basic idea behind these schemes is to

obtain the response of the distance relay element at the other end to expedite the decision making
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Figure 2.7: Distance Relaying Zones

and bypass the zone 2 wait time.

2.1.2.3 Differential Relay

Differential relays take a variety of forms, depending on the equipment they protect. They

are the primary form of protection for transformers against winding earth faults and buses against

ground faults [14]. Differential protection is based on the fact that any fault within an electrical

equipment would cause the current entering it, to be different, from the current leaving it. Thus by

comparing the two currents either in magnitude or in phase, a fault can be detected, if the difference

exceeds a predetermined set value. The response time of differential elements is of the order of

16-33 ms [23]. There are mainly two types of differential relay depending upon the principle of

operation.

1. Current Balance Differential Relay: In a current differential relay, twoCurrent Transformers

(CTs) are �tted on either side of the equipment to be protected. The secondary circuits of CTs

are connected in series in such a way that they carry current in the same direction. If any fault

occurs in the external to the zone covered by the CTs, faulty current passes through primary

of both current transformers and thereby secondary currents of both current transformers

remain same as in the case of normal operating conditions. But if any fault occurred inside

the protected equipment, two secondary currents will be no longer equal. In that case, the

differential relay is being operated to isolate the faulty equipment.
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Figure 2.8: Types of distance relay characteristics

2. Voltage Balance Differential Relay: In this arrangement, CTs are connected to either side of

the equipment in such a manner that Electromotive Force (EMF) induced in the secondary

of both CTs will oppose each other. That means the secondary of the current transformers

from both sides of the equipment are connected in series with opposite polarity. In normal

operating conditions and also in external fault conditions, the EMFs induced in both of the

CT secondary are equal and opposite of each other. But as soon as an internal fault occurs in

the equipment under protection, these EMFs are no longer balanced, leading to circuit breaker

tripping.

2.1.2.4 Power Swing and Loss of Synchronization Relay

Power swings are variation in three phase power �ow which occur when the generator rotor

angles are advancing or retarding relative to each other in response to changes in load magnitude,

line switching, loss of generation, faults, and other system disturbances. Power swings are classi�ed

as Stable and Unstable. A power swing is considered stable if the generators do not slip poles and

the system reaches a new acceptable operating state. Whereas during unstable power swings a

generator or group of generators experience pole slipping. Pole slipping is a condition whereby a

generator, or group of generators, terminal voltage angles go past 180 degrees with respect to the

rest of the connected power system.

Large power swings, stable or unstable, can cause unwanted relay operations at different net-

work locations, which can aggravate the power-system disturbance and cause major power outages

or power blackouts. A Power Swing Block (PBS) function is implemented in modern relays to

prevent unwanted relay operation during power swings. The main purpose of the PBS function is

to differentiate between faults and power swings and block distance or other relay elements from
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operating during a power swing. However, faults that occur during a power swing must be detected

and cleared with a high degree of selectivity and dependability.

Unstable power swings can cause large separation of the rotor angles between groups of gener-

ators and eventual loss of synchronism. When two areas of a power system, or two interconnected

systems, lose synchronism, the areas must be separated from each other quickly and automati-

cally to avoid equipment damage. The systems should be separated in predetermined locations to

maintain a load-generation balance in each of the isolated areas. The loss of synchronism condi-

tion is also referred to as Out-Of-Step (OOS) condition. The Out-of-Step Tripping (OST) function

accomplishes this separation. The primary purpose of the OST function is to differentiate stable

from unstable power swings and initiate system separation at the predetermined network locations

at the appropriate source-voltage phase-angle difference between separating systems. Sometimes

system separation is followed by controlled tripping of circuit breakers in separated areas in case

load-generation balance cannot be achieved.

Many different methods are used to detect power swings, each with its strengths and draw-

backs [24]. The most common method is based on rate of change of impedance that is, during

power swings, impedance travels in a complex plane at a relatively slow pace as compared to phys-

ical fault conditions. The two-blinder scheme shown in Figure 2.9 is based on the same principle of

measuring the time needed for an impedance vector to travel a certain delta impedance. The time

measurement starts when the impedance vector crosses the outer blinder (RRO) and stops when the

inner blinder (RRI) is crossed. If the measured time is above the setting for delta time, a power

swing situation is detected. An unstable power swing is detected if the impedance trajectory crosses

the leftmost blinder (RLO) after a power swing has already been concluded. The set time delay is

adjusted so that it will be greater than the time interval measured during a fault and smaller than the

time interval measured during the impedance travel at maximum speed. Extensive stability stud-

ies with different operating conditions must be performed to determine the fastest rate of possible

power swings. PBS functions are implemented in all relays, but OST functions are implemented in

some relays at speci�c network locations. The selection of network locations for placement of OST

systems can best be obtained through transient stability studies covering many possible operating

conditions.
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Figure 2.9: Two blinder Scheme

2.1.2.5 Overload Relay

Operation under overload conditions for an extended period causes the component's tempera-

ture to increase beyond safe limits and cause damage to the component. The larger the severity

of the overload, the lower the time required for overheating to cause damage to the component.

Overload protection can be achieved by �rst detecting when the current �owing through the pro-

tected component and then disconnecting the component from the power source before overheating

causes damage to the component. Overload protection can be achieved using a variety of means:

fuses, low-voltage circuit breakers like miniature circuit breakers and over-current relays used in

conjunction with high-voltage circuit breakers.

2.1.2.6 Frequency Variation Relay

The deviation of the frequency from the rated system frequency indicates unbalance between the

generated power and the load demand. Over frequency conditions occur when the available genera-

tion is large compared to the consumption by the load connected to the power system. Whereas, an

excess of load demand creates under-frequency conditions. Generating units cannot operate for an

extended period of time in abnormal frequency conditions, as the mechanical resonance (vibrations)

will damage the turbine blades.

Over frequency conditions are relatively easier to correct by reducing the output power of a

generating unit with the help of governors as compared to under frequency conditions. Under-
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frequency protection is applied at both generation and load points (sub-stations) using under fre-

quency relays [25]. At load side, after detecting under frequency conditions, substation feeders are

tripped to decrease system load in 60-90 milliseconds. If the system frequency is not returned to

normal within a certain time period, the generator side under frequency protection scheme kicks in

to protect the generator. The wait time is in the range of 0-20 secs.

2.1.2.7 Reverse Power Flow Relay

The reverse power relay is a directional protective relay that prevents power from �owing in the

reverse direction [26]. The relay is used in installations where a generator runs in parallel with the

utility or another generator to prevent power from the bus bar or another generator from �owing

back to the active generator when its output fails.

The relay monitors the power from the generator and in case the generator output falls below a

preset value, it quickly disconnects the generator coil to avoid power from �owing into the stator

coil. Most of the reverse power relays have adjustable settings to allow the operator to do the

settings according to the installed equipment. The trip point is usually adjustable to between 2 and

20 percent of the input current while the time delay is adjustable from 0 to 20 seconds [14].

2.2 Cascading Outages and Blackouts in Power Systems

Cascading failures in networked systems are de�ned as a set of one or more independent events

that triggers a sequence of dependent events. The cascading chain of failures successively weakens

the system resulting in total system collapse. According to NERC, a cascading failure is de�ned as

an uncontrolled loss of any system facilities, because of thermal overload, voltage collapse, or loss

of synchronism, occurring as a result of fault isolation.

There are lots of factors that make the power system prone to cascading outages. These factors

can be roughly classi�ed into two groups: a)non-technical factors, such as change in operating

procedures due to deregulation, aging infrastructure, lack of investment, and inadequate personnel

training for new operating conditions, b)technical factors, such as operating dif�culties, increased

system complexity, more dif�cult protection setting coordination, inadequate traditional security

analysis, lack of understanding of the cascades and unavailability of effective support tools.
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Figure 2.10: Rate of Line and Generator Trips During the US-Northeastern Blackout (Aug 14, 2003)

There are two stages associated with cascading outages. The �rst stage is the steady state

progress stage: a period of slowly evolving successive events. During this stage, system operators

evaluate system condition against different security criteria to identify vulnerable contingencies and

take some control actions to increase the security level and prevent the possible cascading outages.

The control cost is minimal compared with the massive cost of cascading outages. The timescale

associated with the evolution of events in this period is of the order of minutes to hours. The second

stage is the transient progress stage: a fast transient process resulting in cascading outages and �-

nally the collapse of the entire system. If disturbances are not handled within their Critical Clearing

Time (CCT), they will cause the transient stability problem. Some generators may run faster and

others may run slower leading to power swings and loss of synchronism and can result in uncon-

trolled trippings throughout the network. The timescale associated with this period is of the order

seconds to minutes. System dynamics need to be carefully considered in this stage by performing

transient stability analysis. However, once the system enters this stage, there is not enough time to

perform these expensive analysis.
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2.2.1 US-Northeastern Blackout of 2003

On August 14, 2003, large portions of the Midwest and the Northeast United States and Ontario,

Canada, experienced an electrical blackout. The outage affected an area with an estimated 50 million

people and 61,800 MW of electric load in the states of Ohio, Michigan, Pennsylvania, New York,

Vermont, Massachusetts, Connecticut, New Jersey and the Canadian province of Ontario. The

blackout began a few minutes after 16:00 EDT, and power was not restored for four days in some

parts of the United States. Parts of Ontario suffered rolling blackouts for more than a week before

full power was restored.

The task force investigating the blackout published an interim report on November 19, 2003 [27]

describing the sequence of the events, causes of the blackout and future recommendations. The

task force divided the events into seven sequential phases. Software failures dominated events in

�rst and second phase along with planned outage of a generator in northern Ohio and a 345 kV

transmission line in southern Ohio (Stuart-Atlanta). The applications that failed were Midwest

Independent System Operator's (MISO) state estimator and contingency analysis software as well

as utility company, FirstEnergy's (FE) alarm logging program. Third phase consists of two 345 kV

line outages (Harding-Chamberlin & Hanna-Junipe) as a result of sagging and coming in contact

with vegetation. These line outages pushed the system to N-1 insecure state2. In fourth phase,

two 138 kV lines (Pleasant Valley-West Akron, East Lima-New Liberty) were tripped as a result

of sagging and contacting the underlying distribution line. The outage of these lines exacerbated

the system state leading to heavy overloading and poor voltage stability conditions. The distance

relay associated with Sammis-Star 345 kV line incorrectly inferred these conditions to be a zone

3 fault and tripped. The outage of Sammis-start at 16:05 EDT triggered the cascade. The cascade

progressed at a slow pace till the outage of 345 kV East Lima-Fostoria Central line (due to relay

misoperation) at 16:09 EDT, after that big power swing occurred, leading to tripping of multiple

lines and generators in the next two minutes as shown in Figure 2.10. Complete summary of time

stamped events are listed in appendix E.1.

According to the report, the initial phase of the blackout was caused by de�ciencies in speci�c

practices, equipment, and human decisions by various organizations. In total, NERC identi�ed 7

2N-1 insecure state implies the tripping of another system facility can lead to cascading outages
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violations that caused the blackout and categorized them into 4 groups :

• Group 1: Utility company, First Energy (FE), failed to assess and understand the inadequa-

cies of its system, particularly with respect to voltage instability and the vulnerability of the

Cleveland-Akron area, and FE did not operate its system with appropriate voltage criteria.

• Group 2: Inadequate situational awareness, i.e., FE did not recognize or understand the

deteriorating condition of its system.

• Group 3: FE failed to manage adequately the tree growth in its transmission rights-of-way.

• Group 4: Failure of the interconnected grids reliability organizations to provide effective

real-time diagnostic support.

The investigation team found that if 1000 MW load were shed in Cleveland-Akron area before

the Star-South Canton line tripping, it would have prevented the subsequent tripping of the Sammis-

Star line and if 1500MW load were shed within Cleveland-Akron area before the loss of Sammis-

Star 345-kV line, the blackout could have been prevented. Loss of the Sammis-Star line was the

critical event leading to the widespread cascade in the Northeastern system.

2.3 Summary

The power system is a complex system that is composed of a large number of physical compo-

nents such as generators, transmission lines, transformers, etc. that generate, transfer and distribute

electricity to end users. The power system is managed through a huge infrastructure of metering,

protection and control equipment organized hierarchically. Misoperation of protection system com-

ponents (relays and breakers) have been known to cause cascading outages and complete or partial

blackouts. Fault diagnosis in large interconnected systems such as power system is very important to

maintain system reliability and resiliency. NERC has also indicated ineffective diagnostic support,

lack of situational awareness and improper communication between different regional coordina-

tors as major causes of blackouts. Online fault diagnosis systems with capabilities of predicting

impending failures play an important role in the management system of large networked systems

such as power systems. The next chapter provides a detailed survey of the different methodologies

developed for diagnosing faults in the power system.
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Chapter 3

Related Research

3.1 Introduction

Fault diagnosis is a two-step process, where the �rst step includes thedetectionof the time

origin of abnormality in the system followed byisolationof the faulty component, where isolation

implies classi�cation and location of the event that occurred [28]. The proliferation of monitoring

systems together with the exponential increase in compute power has stimulated the development

of technologies dedicated to diagnosing electrical power system failures [29]. Apart from technical

innovation, the monetary incentive of faster and ef�cient restoration of faulty equipment has also

motivated research in power systems fault diagnosis. As a result, the problem of fault analysis and

diagnosis in power systems has been a constant subject of technical literature over the last 60 years.

More than 2100 documents including journals, conference proceedings, and book chapters, have

been published since 1939 [30].

In the 1980s, the task of fault diagnosis was mainly delegated to the human operators, result-

ing in considerable time consumption. The major reason for manual diagnosis was lack of sensor

data and compute power to perform fault classi�cation [30]. In the early 1990s, several expert sys-

tem based diagnosis systems were developed to perform automated diagnosis and aid operators in

quickly restoring the power system to its normal operational state. The widespread use of digital

relays in the late 1990s made automated local diagnosis possible. However, these intelligent elec-

tronic devices may fail in their operation and are primarily focused on equipment protection, with a

secondary commitment to the fault diagnosis and reporting.

The fault diagnosis task in power systems is the combination of three sub-tasks:detection,

classi�cation, andlocation. The detection phase is necessary for the identi�cation of the instant

the fault was injected into the system. The timing information is necessary to partition the gathered

sensor information into two spaces: pre-fault and post fault data. The analysis of these subsets is

done by the classi�cation and location routines to classify the type of the fault, i.e., single, phase-

to-phase, etc. and its location (equipment and distance from the substation). These sub-tasks are
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discussed in the following sub-sections.

3.1.1 Fault Detection

The use of IEDs and SCADA data is necessary to implement the detection stage. Data from

IEDs consists of recorded and time-sampled events. These events provide information about state

transitions in the system, internal �ags of the protection relays and tripping signals sent to breakers.

Methodologies for detection use the fault records generated by Digital Fault Recorders (DFR) or

output of digital protection relays. The detection phase can also be used to verify the behavior of

the protection system as illustrated in [31].

3.1.2 Fault Localization

Fault localization sub-task has two objectives, 1) Identify the equipment that has caused the

interruption 2) Estimate the fault section, i.e., fault's distance from the substation. Time-stamped

data from relays and other IEDs can be processed to estimate the origin and location of the fault,

but the amount of data sent by substation IEDs is large which necessitates the development of fault

location system as highlighted in [32]. Some of the advanced relays already have this feature [33].

3.1.3 Fault Classi�cation

Fault classi�cation sub-task is responsible for processing the acquired data to estimate the fault

type. This stage generally includes the following kinds of faults:

• Single-phase to ground faults and which phase is affected (three possibilities);

• Two-phase faults, either involving the ground or not (six possibilities);

• Three-phase faults, either involving the ground or not (two possibilities).

3.2 Fault Diagnosis Architectures

The main architectures used to implement fault diagnosis methodologies are: (1) central, (2)

decentralized and (3) distributed. The architectures are described in more detail as follows:
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Figure 3.1: Different Diagnosis Architectures

3.2.1 Central diagnosis

In the centralized architecture, the diagnosis is performed in a global, monolithic diagnoser

that reason about the system using global fault model of the system. Figure 3.1(Left) depicts

the structure of centralized diagnoser. Mask represents the observation function that �lters out the

un-observable events of the plants and provides a sequence of observed events to the diagnoser.

The main advantage of centralized diagnosis approach is their diagnosis precision and concep-

tual simplicity. However, its major disadvantages are prohibitive computational complexity, low

maintainability, and week robustness.

3.2.2 Distributed diagnosis

Distributed approaches achieve diagnosis using a set of local fault models without referring to a

global system model as illustrated in Figure 3.1(Middle) . The aim is to improve the scalability and

robustness of diagnostic methodologies. Each subsystem knows only its part of the global model

and has its local diagnoser to perform diagnosis locally. This diagnosis computation is based on the

local model and the information communicated directly to it by the other local diagnosers through

a communication protocol. The information exchanged among local diagnosers is used to update

their own information and compensates their partial observation.

A communication protocol must be de�ned to ensure consistency among local diagnosers in

case of con�icts between their local decisions. The challenge of distributed diagnosis is how to

perform local diagnosis that is equivalent, if possible, to the global one, using a scalable commu-
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nication protocol (with respect to the number of component modules), and without the need to use

a global model. Secondly, to reach a consensus about faults in a timely manner in the presence of

ambiguous, missing and delayed information.

3.2.3 Hierarchical diagnosis (with Coordinator)

In the hierarchical structure as shown in Figure 3.1(Right), the system is partitioned into sev-

eral sites. Each site knows the entire system fault model, has local observations and uses a local

diagnoser that computes a local diagnosis decision based on its partial observation of the whole

system. A coordinator provides the �nal diagnosis decision as a function of the local diagnosis

decisions that are communicated to it. The coordinator is constructed using a global model of the

system. The local diagnosers may not communicate directly with each other, and usually only

limited communication among them through the coordinator is permitted.

The main problem to address in these architectures is coming to a consensus about the occur-

rence of a fault, knowing that the available information from local diagnosers can be ambiguous,

incomplete, delayed, and possibly erroneous. The coordinator should, therefore, have some mem-

ory and processing capabilities to coordinate the required exchange of information between the local

diagnosers to resolve the ambiguities of the local decisions. However, these capabilities should be

constrained; otherwise, the centralized structure could be replicated at the coordinators site by com-

municating all observations to it, which would defeat the purpose of the hierarchical structure.

3.3 Fault Diagnosis Methodologies

There are several proposed methods in the literature for fault diagnosis in transmission sys-

tems with the presence of uncertainties, partially missing data or historical data. These diagnostic

methods use a wide range of techniques, starting from expert systems to analytical optimization

methods. Figure 3.2 summarizes the various categories of fault diagnosis techniques applied in

power systems. The review of these techniques is presented in the following sections.
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Figure 3.2: List of fault diagnosis techniques applied to power transmission systems

3.3.1 Threshold Based Methods

These methods aim at identifying characteristics is sensor measurements that allow the separa-

tion of a healthy and faulty component using simple thresholds or con�dence bounds. When these

measurements exceed pre-determined thresholds or fall outside con�dence bounds, an event is trig-

gered that signals the presence of fault(s). Sometimes the thresholds are made adaptive according

to the operating conditions. Although these methods are easily implementable, hard thresholds are

prone to high false positive and negative rates due to uncertainties arising from noisy measurements.

3.3.2 Knowledge Based Methods

Knowledge-based systems, also known as expert systems, are methodologies in the area of ar-

ti�cial intelligence that seek to represent the available knowledge about a given task analytically,

aiming to infer conclusions. An expert system is a computer program that mimics the cognitive

behavior of a human expert for solving problems in a particular domain. These systems are com-

posed of two main blocks: theknowledge base, formed by a set of rules of cause and consequence

(IF-THEN) responsible for representing all the available knowledge about the task at hand; and an

inference engineresponsible for processing the knowledge base to obtain answers.

For fault analysis in transmission lines, information about the power system is stored in a knowl-
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edge base using a set of rules that represent the fault conditions. An inference system is used to

compare the data obtained in real time with the knowledge base. A literature review of the main

applications of expert systems in power systems, including alarm processing and fault diagnosis,

can be found in [34].

To compose the knowledge base and mainly develop the inference engine, it is necessary to use

a speci�c logic, thus allowing the use of mathematical inference rules for building and processing

the knowledge base. The �rst proposals in expert systems for fault diagnosis in transmission lines

used propositional or boolean logic [35, 32, 36, 37, 38, 39, 40, 41, 42, 43, 44]. The use of Boolean

logic for knowledge representation and processing of information presents some limitations, such

as the dif�culty in dealing with uncertainty and ambiguity, which encourages the use of other types

of logic, such as the theory of rough sets [45], abductive logic [46], and fuzzy logic [47].

3.3.2.1 Fuzzy Logic

As only the information about alarms is known, it is challenging to infer the fault section through

deductive reasoning, making the fault diagnosis process an inductive process in which the possibility

of missed and spurious alarms from mis-operating protection devices should be considered. In fault

diagnosis, uncertainties arise because the premises (causes) of the rules must be inferred using

information from parts related to conclusions (effects) in situations in which the malfunction of

components may occur. In this context, fuzzy logic is a promising alternative as it can handle

imprecise information for making sound decisions.

Fuzzy logic has been used in power system to solve various problems ranging form planning

and operations [48]. In [49], the approach based on fuzzy logic is used to identify the type of faults.

However, the approach is limited to asymmetrical ground faults. Fuzzy associations among system

components, protective relays, and circuit breakers were established with the assistance of experts

in protection of power systems. Sagittal diagrams [50] were constructed and different parametric

families of operators were tested to obtain the degrees of membership of alarm patterns in each class

of the problem.

In [51], fault section estimation is performed considering the network part under the in�uence

of a switching breaker. A three-dimensional matrix is used to represent the network topology and
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protection system. To deal with the uncertainties of the protection system, fuzzy logic is employed to

examine the relationship between the protection devices that operated and fault section candidates.

Authors in [52] proposed fuzzy logic based transmission line fault classi�cation technique utilizing

three phase currents.

The accuracy of protection systems based on fuzzy logic cannot be guaranteed for large varia-

tions in system conditions, because the inference system is built based on the experience of experts

regarding certain operating scenarios. Due to the absence of any understanding of the underly-

ing physics of the system, processing missing and con�icting data about the system state and its

sequencing of events is a challenge in the knowledge-based system. Consequently, a more reli-

able algorithm, which considers possible variations of loading and topology in a power system, is

necessary for the classi�cation of faults in real time.

3.3.3 Data Driven Methods

Data driven methods are based on extracting useful knowledge from large amounts of historical

data. These methods are further divided into three groups:

• Signal processing techniques: Signal processing techniques consist of a set of mathematical

tools developed for estimation analysis and detection of signals. These methods use statisti-

cal concepts related to stochastic processes. They are employed for fault diagnosis in power

transmission lines with three main objectives: analysis of oscillography data, feature extrac-

tion, and information compression.

• Statistical methods: Statistical methods use traditional statistical concepts for knowledge ex-

traction and inference about possible faults.

• Machine learning techniques: These techniques involve the development of classi�cation and

regression models for detection and isolation of faults. Numerous models based on supervised

and unsupervised learning have been proposed to diagnose faults in both transmission and

distribution network.

Major contributions in these lines of research is presented in the following sub-sections.
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3.3.3.1 Signal Processing

The use of signal processing techniques for faults analysis in the transmission system is

widespread in the literature [30]. Most of the studies apply wavelet transform to voltage and current

waveforms. The analysis of the obtained coef�cients is carried out by a heuristic algorithm to detect

the occurrence of the fault event [31, 53, 54]. After the fault is detected, analytical or machine

learning based models are used to identify type and location of the fault [55, 56, 57, 58, 59, 60, 61].

In [62, 63], information theory is applied in conjunction with wavelet transform for detection and

classi�cation of faults in transmission lines.

Authors in [64] use adaptive Wavelet transform, together with a Bayesian classi�er to classify

faults in transmission lines. This method uses measurements of only one phase to classify faults

involving any phase. The proposal presented in [65] provides a model for combining wavelets for

three-phase current signals and the �nal coef�cients are used to detect a fault based on a heuristic

algorithm. After the fault is detected, a decision tree, Classi�cation and Regression Tree (CART) is

used for fault-type classi�cation. In [66, 67], the authors use the traveling wave theory with Wavelet

transform for fault location.

In addition to the direct analysis of the result produced by wavelet transform for diagnosis

purposes, the signal processing technique is also utilized as an initial data processing and feature

extraction step for machine learning based diagnosing system. As sometimes faults occurring in

distribution and transmission networks are challenging to diagnose with raw sensor data especially

under the in�uence of noise in the raw sensor data. Thus, the data processing step becomes neces-

sary to identify certain features that can enhance separability in different fault types. After identify-

ing correct features, data from various faults are arranged in separable clusters in the feature space,

thus enabling the classi�er trained on this feature space to diagnose faults. These machine learning

based classi�cation techniques are described in the next section.

3.3.3.2 Statistical Methods

Like other data-driven methods, these techniques aim to retrieve information from the data

collected in the �eld or generated by simulation. In [68], authors use the median of the sliding

window on voltage and current data to detect the fault. Reference [69] computes statistics related to
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wavelet transform of the current oscillographies for fault detection and provide an indication about

where the fault has occurred on a medium-voltage system. The Kalman �lter is another statistical

technique widely used in power systems, including in the area of diagnosis of transmission lines

[30]. Authors in [70] use a Kalman �lter with hypothesis testing for event detection in transmission

lines. In [71], the Kalman �lter is used to estimate voltage and current, and a set of statistics is used

for estimating fault occurrence probability at a given instant of time of the oscillography. After the

event is detected, its probability of belonging to each of the fault types is calculated.

3.3.3.3 Machine Learning

Arti�cial Neural Networks: Owing to its ability to approximate nonlinear functions and adap-

tive learning, neural networks have been used for solving a variety of problems such as load fore-

casting [72, 73, 74, 75], prediction of �ow [30] and fault diagnosis. A literature survey of neural

network applications to power systems, including alarm processing and fault diagnosis can be found

in [76]. In the context of fault diagnosis, most of the proposed models are derived using supervised

learning. The use of arti�cial neural networks for fault diagnosis in transmission networks lines

requires the development of classi�cation and regression models. Classi�ers estimate the decision

boundary that separates the subspace of patterns belonging to a particular class from other classes,

i.e. differentiating among faults. Lastly, regression models aim to estimate the continuous function

that relates the input patterns with the desired output, i.e. the distance from the substation to the

point of fault. The technical literature presents several types of arti�cial neural networks to address

fault detection, classi�cation and location, such as, Multi-Layer Perceptron (MLP) and Radial ba-

sis Function (RBF) networks, Recurrent Neural Network (RNN) and Extreme Learning Machine

(ELM).

Most of the neural network based diagnosis systems are aimed for ex-post analysis, and thus

assume the detection time of the fault event is provided by the protection system with oscillographies

of voltage and/ or current containing samples collected before and after the event. In [77], authors

uses RBF networks for fault classi�cation using current and voltage samples. Reference [78] uses

MLPs for the same task. Reference [79] proposes a RBF network for fault classi�cation by utilizing

�ve pre and post fault samples of three phase currents and zeros sequence components. Apart for
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depending upon the accurate detection, this methodology also assumes the information regarding

the fault is of the ground type. [80, 81] predict the location of the fault in transmission lines based

on the current and voltage sample where samples are collected from one end in [80], whereas

[81] considers samples from both ends. Due to the computational effort needed to train neural

networks on voltage and current waveforms, authors in [82], proposes a MLP based approach that

uses breaker status and protection relay state instead of oscillographies to predict the location of the

fault.

Previously mentioned proposals directly analyze the oscillographies from digital fault recorders

without any pre-processing. However, there are a lot of methodologies that transform the data us-

ing signal processing techniques to extract important features which are learned by neural network

models. Authors in [83, 84] propose the use of wavelet transform to process the current sig-

nals, generating features to be presented to MLP neural model for fault classi�cation. References

[85, 86, 87, 88, 89] compares different classi�cation methodologies based on neural networks that

utilize wavelet transform to extract features. The wavelet transform is not the only signal processing

technique used in fault classi�cation and location methods. Authors in [90] use Fourier transform

as a tool for generating input patterns. The transform is applied to the leakage current, i.e. difference

of the current measurements from both ends of the line. The extracted features are used by neural

network for fault location. Reference [91] proposes the use of hyperbolic S-transform to process

three phase voltage and current signals. The extracted features are used to train RBF models for

fault classi�cation and location.

Reference [92] presents a methodology combining wavelet transform and extreme learning ma-

chines (ELM) for fault diagnosis. ELMs are neural networks with a single hidden layer, but the

weights connecting the inputs to the hidden layer are randomly chosen. The main advantage of

ELMs is the smallest computation time as compared to MLP and RBF networks.

Support Vector Machines: Arti�cial neural network models require a large amount of data for

training and the resulting model can suffer from the problem of over-�tting. Moreover, the non-

linear functions approximated by neural networks are optimized by local gradient methods that

can lead to inaccurate predictions. These problems are partially addressed by Support Vector Ma-

chines (SVM). SVM tries to estimate the optimal decision boundary between data points of different

classes, i.e. it aims in determining the separation boundary between the classes that provides the
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greatest distance between them.

Similar to neural network based proposals, most of the SVM based proposals also rely on fault

detection information provided by the protection system. In [93], SVM based fault classi�cation

technique is presented that uses samples of three phase currents and their zero sequence components

per cycle. References [94] proposes a SVM based methodology for classi�cation and location of

the fault. Authors used Electro-Magnetic Transients Program (EMTP) [95] for generation of fault

scenarios , simulating different types of faults with variable location by altering the fault distance

from substation.

Transitioning to the methodologies that use signal processing for feature extraction. Reference

[96] presents such an approach of transforming the voltage data using the wavelet transform and

presenting it to SVM for classi�cation and location. Authors in [97] also use the same method but

use three phase current signals instead. Whereas, proposal [98] considers both voltage and current

signals. SVM and wavelet transformation based methods are used in estimating the location of the

fault using voltage and current waveforms in [99, 100, 101]. However, in the �rst method, location

problem is reduced to a binary classi�cation problem, i.e., the output indicates the presence of fault

before or after the capacitor bank. Reference [102] presents a hybrid methodology in which the

wavelet transform is used for feature extraction followed by SVM model for classi�cation and RBF

network for location. Other feature extraction techniques are also used in combination with SVM

models. In [103], authors use a technique based on determinants of data collected by digital event

recorders, aiming to generate input patterns of SVMs for fault classi�cation and location.

Other Models: Few unsupervised learning based models have been proposed for fault detection,

classi�cation and location. The work presented in [104] use k-nearest neighbor for fault classi�-

cation in transmission lines. Authors in [105], describe another unsupervised learning technique

based on adaptive resonance theory for both classi�cation and isolation of faults.

There are a number of approaches presented in the power systems diagnosis literature that com-

bines machine learning and signal processing methods to detect, classify and locate a fault. But

there are two fundamental challenges associated with data driven methods. Firstly, the problem

arises due to the nature of the machine learning based models, i.e., performance of the learned

model is contingent upon the quality of data that is used to train. Most of the models are trained

using simulated data and or limited actual operational data. Thus the performance of these models
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cannot be guaranteed in the wake of changes in the topology that can lead to new patterns for the

already learned faults. Secondly, most of the machine learning methods depend upon the quality

of the protection system's fault event detection functionality and the effectiveness of the diagnosis

system can be compromised in the presence of protection system misoperations.

3.3.4 Optimization Techniques

The diagnosis methods based on optimization tools seek to compare the recorded voltage or

current oscillographies with those obtained by a parameterized simulation model of the system.

The parameters of the simulation model are related to the occurrence of the fault, namely: type of

defect; distance from the substation to the fault; angle of incidence and fault resistance. Through

manipulation of these variables, optimization techniques are used to �nd a solution such that the

simulated system oscillographies show greater resemblance to the actual recorded in the �eld. In

[106], authors use methods of numerical optimizationNelder� MeadandBroyden� Fletcher�

Gold f arb� Shannomethods with the SIMULINK simulation [107] software to locate faults in

transmission lines.

In addition to the methods of numerical optimization, the literature on fault diagnosis in trans-

mission lines presents applications that use genetic algorithms [108]; Particle Swarm Optimization

(PSO) [109, 110] and simulated annealing [111]. A literature review on the application of evolu-

tionary computation in power systems, including methodologies proposed for alarm processing and

fault diagnosis, can be found in [112].

Authors in [113] use harmony search to detect the instant of occurrence of the fault, the fault-

type classi�cation, and estimation of the distance from the substation to the point of failure. The

SIMULINK simulation software is used for the simulation of the transmission line under study and

optimization tools developed in MATLAB software are used. Using the same approach, in [114]

the authors use genetic algorithms as optimization tools.

Besides the comparison between recorded and simulated oscillographies, other criteria can be

optimized to characterize the fault type associated with a particular oscillography. For instance,

a criterion that quanti�es discrepancies between real and expected states of circuit breakers and

protection relays of the system can be built. An optimization method is then used as a search tool
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for the solution that minimizes that criterion. In [115], an evolutionary algorithm is proposed for

that optimization phase. In [116, 117], a method with an analytic model is proposed. This model

incorporates the time characteristic of alarm sequencing and protection relays coordination. Another

analytical method using a hierarchical structure can be seen in [118]. Analogous to expert systems,

the methods based on analytical models also have the dif�culty of dealing with the presence of

multiple faults.

3.3.5 Cause Effect Methods

Diagnosis is the inverse of simulation. Simulation is concerned with the derivation of the be-

havior of a process given its structural and functional aspects. Diagnosis, on the other hand, is

concerned with deducing structure from the behavior. This kind of deduction needs reasoning about

the cause and effect relationships in the process. Cause-Effect graphs explicitly represent the rela-

tionships between events that de�ne the behavior of a system. Often, there is a notion of temporality

in a sequence of events derived from a chain of cause-effect relations. Therefore, following a se-

quence of events derived from the causal graph provides an abstract notion of the systems dynamic

behavior.

Since causal graphs show the effects of faults (causes) they can be used for alarm manage-

ment applications in two ways: 1) recovering all the consequences of failures using a top down

approach, and 2) determining the causes using a bottom-up approach starting from a consequence

(i.e., an alarm). Signed Directed Graph (SDG) [119], Temporal Causal Graph (TCG) [120], fault

trees [121], and causal probabilistic models [122] use cause/effects relations to represent the fault

model and have been used in manufacturing and chemical plants for fault diagnosis. These methods

employ qualitative reasoning methods, thus avoiding the complexity of numerical calculations.

Cause-effect networks have also been used to diagnose faults in power systems [35, 123]. A

cause-effect network consists of nodes and edges where nodes represent faults or anomalies and

edges represent failure propagation. Authors in [124, 125] presented a cause-effect network based

fault diagnosis system to detect and locate multiple faults. However, this technique doesn't distin-

guish between faults and is unable to justify the protection system actions, whether a relay has acted

correctly or not. Reference [126, 127] presents a robust hybrid cause-effect and fuzzy rule-based
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fault diagnosis methods while considering uncertainties in protection system actions. Above men-

tioned approaches are designed for distribution substations with a radial con�guration, so they are

not applicable to transmission networks. Therefore, the authors of [128] proposed an improved

cause-effect network to extend the applicability of matrix-based fault reasoning to transmission

networks. Although the approach used in [128] can detect fault sections for different types of trans-

mission networks, it suffers from a decreased reasoning ability, since it uses a Boolean inference

mechanism. In addition, the computational ef�ciency of these approaches is highly affected by the

size of the rule matrix. Since the matrix is built with respect to the entire power system, the method

is suitable for a system with a limited number of components. Reference [129] proposes a fuzzy

digraph based technique for diagnosing faults in large scale transmission networks. This approach

uses a component based approach and constructs faults models for each transmission line separately

and then uses fuzzy logic to generate fault candidates.

3.3.6 Petri Nets

Petr Nets (PN) based fault diagnosis techniques have been proposed in scienti�c literature [130]

. Authors in [131] use timed and color PNs to model the behavior of relay and circuit breakers to

diagnose faults correctly. However, this method does not consider incomplete or inconsistencies in

alarm information. Authors in [132, 133, 134] combine PNs with fuzzy logic to create a robust

diagnosis engine that produces satisfactory results even in the presence of missing alarm informa-

tion. The major features of PN-based methods are graphical knowledge representation and parallel

information processing. However combinatorial explosion of state space in large power networks

are its weaknesses.

3.4 Summary

Fault diagnosis in power system is an active area of research. Different data-driven and model-

based methodologies have been proposed to detect, classify and locate faults in both distribution

and transmission networks. However, in the last decade, a large number of proposals related to

qualitative and data-driven approaches have been presented. There are some limitations associated

with these methods, namely, slow convergence rate and lack of generalization in case of machine
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learning methods; high computation complexity and inability to handle multiple faults in analytical

methods; insuf�ciency of cause-effect models to appropriately model failure propagation due to

behavior of protection system; and lastly state space explosion in Petri-net based models. Moreover,

most of the approaches depend upon protection relays for data and do not consider unavailability of

data or fault in their operation.

Although various techniques have been developed for on-line system diagnosis in power net-

works, the actual on-line implementations are minimal. Primarily, the dif�culty in most systems

is caused by the lack of detailed relay operations in the SCADA system and the system conditions

under which these relays operate. Most of the online diagnosis implementations follow the central-

ized design. A fully centralized reasoning approach is not well-suited for the on-line diagnostics

of extremely large-scale systems that are made up of many sub-systems. In such cases, a single

centralized diagnostics engine might not scale to provide the desired response time. In a centralized

system, data from all substations and control centers are routed to one processing node. Decentral-

ized and distributed diagnosis is better-suited for power systems as it will allow standard protocol

of exchanging local hypotheses.
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Chapter 4

Fault Diagnostics in CPES using Temporal Causal Diagrams

A post blackout report by the NERC, described the need for more data and research in the �eld

of diagnosis so that critical fault cascades can be prevented in time [8]. According to the report,

A deeper investigation into the root causes of protection system misoperations which contribute to

dependent and common mode events is a high priority[8].

Analyzing fault cascades in the electric grid is challenging because the current state of the

art does not capture these fault cascades in a way that could enable automated system-wide fault

diagnostics. Effect of failures in protection system components, protection settings, software tools,

and human decision on power system physical components are not captured either. In the absence

of a system-wide integrated fault model, faults are identi�ed by directly observing the associated

anomaly or a set of anomalies as part of a pattern. However, this technique fails when many alarms

occur within a short time period. It has been noted that in case of transmission systems this leads

to a situation where the utility operators are typically overwhelmed with alarms. Considering that

efforts are being made to increase the visibility and reach of the system operators to analyze wide

area transmission system or distribution system, fusing all data available will become even more

challenging.

Furthermore, operators have to consider the possibilities of misoperation of the protection sys-

tem. For example, a false fault signature in transmission protection systems can be triggered due

to the impression of a fault. Distance relays have been known to incorrectly initiate tripping due

to apparent impedance that fall into the zone settings of line relays caused by heavy load and de-

pressed voltage conditions. Protection malfunction and its correlation with major blackouts require

a careful rethinking of its system-wide effects. This problem is often compounded due to the loss

of information from relays or RTU failure in the �eld. Such hidden relay failures are hard to locate

and are responsible for cascades.

Thus, to meet the required resiliency and reliability, ef�cient online management of CPES is

necessary to operate safely within speci�ed parameters, even in the presence of faults. In order to
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improve the manageability of CPES, there is a need for technology that can be used to (a) model

cascade effect of failure propagation across various levels of these cyber-physical systems, and (b)

diagnose and prognosticate the components failure/ faults in the system based on direct or indirect

sensor measurements in real-time. However, automatic fault diagnostics in large CPS such as smart

grids is challenging. The foremost challenge is to create a model that can be used to analyze the

dynamics of fault propagation by taking into account both continuous and discrete dynamics of the

underlying system and also capture the effect of misoperations in protection system components.

Another challenge is caused by the geographical size of the system. This can often lead to com-

munication delays or communication outages between different subsystems. Any failure analysis

methodology should be able to account for these delays. Furthermore, the analysis has to be fast

enough so that the operators have suf�cient time for mitigation actions before the fault propagation

impacts a critical component or functionality. Lastly, the heterogeneity of subsystems necessitates

the use of techniques that are domain-independent and applicable in different physical domains

including electrical, mechanical as well as software.

We propose a graphical model based approach for diagnosing faults in both physical and protec-

tion system of the power system. The graphical model is composed of 1) discrete abstraction of the

physical system by using qualitative temporal causal models that capture fault propagation in power

apparatus, 2) discrete models capturing nominal and faulty behavior of protection system IEDs and,

3) interaction between the two. The diagnosis engine would consume alarms and other observable

internal �ags of digital relays to produce and re�ne hypotheses. The overall research objective of

developing an online diagnosis tool is broken into four smaller research goals, illustrated as:

Goal 1: Developing a modeling language (graphical) for capturing different faults in physical

and cyber components in CPES followed by their propagation.

Goal 2: Developing methodology for modeling and possibly synthesizing models from the spec-

i�cation of CPES and the connectivity diagram of the cyber components.

Goal 3: Develop ef�cient diagnosis algorithms and tools that can be used to isolate failures in a

scalable fashion.

These goals along with their respective problem statements, challenges, evaluation strategies and

solution approaches are described in following chapters.
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Chapter 5

TCD Modeling Formalism for CPES

5.1 Problem Statement

Develop a modeling formalism,L , that should represent 1) faults, discrepancies and fault effect

propagation across the physical system. 2) nominal operation of the protection system in terms of

the observed effects, the control action and its in�uence on the modes that control the state of the

system. 3) failure modes associated with protection system and their effect on the operating modes

of the system.

5.2 Challenges

Major challenges in developing modeling formalism are 1) To provide suf�cient language fea-

tures to appropriately capture the effects of fault in both physical and cyber components. 2) To

de�ne and verify the fault effect propagation semantics within and across component boundaries.

5.3 Solution Approach

Our approach for modeling faults and their propagation is based onTemporal Fault Propagation

Graph(TFPG) [135] that captures the causality and temporal characteristics of fault effect propa-

gation in dynamical systems. The classical TFPG is a discrete-event model that captures the causal

and temporal relationships between faults (causes) and discrepancies (effects) in a system, thereby

modeling the fault cascades while taking into account propagation constraints imposed by operating

modes and timing delays. In this graphical model, nodes can be faults or discrepancies, and edges

represent the direction of causality. The edges have two attributes which capture the conditions

(mode and temporal delays) under which fault effect propagates, see Figure 5.1.

The TFPG based fault model is generic or domain agnostic that has been applied to represent

faults and their propagation in various physical domains [136]. However, it cannot capture the effect
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Figure 5.1: TFPG Model with two Failure Modes (FM1, FM2); six Discrepancies (D1,..,D6) and
fault propagation links. Labels on edges indicate delay (min, max) values and system modes under
which edges are active (M1,...,M3)

of the built-in automatic fault-protection mechanisms in the system. Such local fault protection

components are designed to mask the effect of faults and arrest the fault cascades. Additionally,

these fault protection components introduce failure modes that are speci�c to the operation or lack

of operation of the protection components.

We propose a new graph based formalism,Temporal Causal Diagram(TCD), L TCD, that is

based on a discrete-event abstraction of the physical system, and is also capable of representing

faulty and nominal behavior of protection system components (relays and breakers). The formalism,

L TCD � L TFPG [ L TTA, is a super-set of TFPG language as it contains extended set of nodes

and edges to model behavior of protection system components usingTime Triggered Automata

(TTA) [137].

A TTA is essentially a timetable for digital devices, describing what a device should do at a

given point of time. Similar to �nite automata, TTA are �nite labeled directed graphs where input

alphabet for the automata is a �nite set of events. Each transition of TTA is labeled with an event

and a time constraint fromf = f [n]; (n)jn 2 N� 0g, where[n], denotes aninstantaneousconstraint,

read asat n and(n) denotes aperiodicconstraint, read asat every n unit of time. Figure 5.2 shows

a TTA with four locations, (S1, S2, S3, S4) with S1 being the initial location. In location,S1,

after every time unit, the automaton checks for the occurrence of eventa and if a is observed, then

the automaton jumps toS2. In S2, if c is observed at time 3 (since automaton enteredS2), then

automaton transitions to locationS3 whereas, ifb is observed then automaton jumps back toS1. In

locationS3, if eventb is observed at 2, the automaton moves to locationS1 whereas, if no event is
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Figure 5.2: Time-Triggered Automata

observed by 5 then automaton transitions toS4. Special event labeled as,null, represents absence

of events.

5.3.1 Extensions to TFPG and TTA

Apart from L TFPG andL TTA, L TCD consists of number of extensions to model fault effect

propagation between TFPG and TTA sub-models. These extensions are described as follows

• A mode-location map that relates the state of TTA sub-models to system operating mode,

thereby in�uencing the fault effect propagation in TFPG sub-models.

• An node-event map that relates activation or de-activation of nodes in TFPG sub-models to

events in TTA, thereby modeling synchronization between fault effect propagation (TFPG)

and response of protection devices (TTA).

• An edge certainty map that stores non-deterministic propagation of fault effect along an edge

in TFPG sub-models.

5.3.2 Temporal Causal Diagrams

A TCD model is a behavior augmented fault propagation graph where behavior of protection

system components is explicitly modeled using TTA. Formally, a TCD model,G, can be de�ned as

a tuple,

G = ( F; D; E; M; ET; EM; ND; Q; Q0; S; Y act; Y ina; F ; W; T)
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where

• F is a nonempty set of faults in the system.F is partitioned into two disjoint sets,Fphy and

Fcyb, where the �rst set represents the faults in the physical components and the latter shows

faults associated with cyber or protection system.

• D is a nonempty set of observable discrepancies. It is a combination of two disjoint sets,Dphy

andDcyb, where the setDphy represents fault effects related toFphy andDcyb are discrepancies

related to cyber faults.

• E � V � V is the set of directional fault propagation edges connecting two nodes, where

V � F [ D such that (1) there are no self loops, (2) a physical node,vi 2 Fphy[ Dphy, is not

connected to cyber node,v j 2 Fcyb[ Dcyb and (3) fault nodes cannot be destination node.

• M is a nonempty set of system modes. At each time instant,t, the system can be in only one

mode.

• ET : E ! R2
� 0 is a map that associates with every edge,e 2 E, a time interval[tmin; tmax] 2

R2
� 0, such thattmax � tmin, wheretmin, tmax are the minimum and maximum time for fault

propagation to occur along the edge, i.e. given the edge is active oe enabled it takesat least

tmin and at most tmax amount of time for fault effect to propagate from the source to the

destination node.

• EM : E ! f Mn [ ? g is a map that associates with every edgee 2 E, a set of modes un-

der which the edge is active. For mode independent edges i.e. active in all system modes,

EM(e) = ? .

• ND : E ! f> ;?g is a map that associates with an edge,e2 E, > (True) or? (False), where

? implies the propagation along the edge,e will happen, whereas> implies the propagation

is uncertain andcanhappen.

• S is a �nite set of event labels. We categorize events into two types, observable (Sobs) and

unobservable (Sunobs). Observable events include alarms related to observable discrepancies,

commands or messages exchanged between cyber components etc. Whereas, unobservable

events are related to injection of faults in the system.
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• Q is a �nite set of locations associated with time triggered automata, andQ0, is the initial

location set.

• W: M ! f (Qn) is a map that relates a system modem2 M with a boolean function de�ned

over locationsq 2 Q . A boolean function,f : Qn ! f> ; ?g can be viewed as a constraint on

the locations of cyber sub-system automata. At any timet1, a system modem represents the

actual operating conditions if the corresponding boolean constraint is satis�ed by the locations

of cyber sub-system automata,Qt1, i.e. f (Qt1)
�
�
t= t1

evaluates toTrue , wheref = W(m).

• Y act : F [ D ! S is a map that relates activation of nodes,v 2 F [ D, in TFPG sub-model

with events labels,s 2 S, in TTA.

• Y ina : F [ D ! S is a map that relates de-activation of nodes,v 2 D, in TFPG sub-model with

events labels,s 2 S, in TTA1.

• F is a set of timing constraints,F = f [n] j (n)g for n 2 N+ , where[n] denotes instantaneous

constraints and(n) represents periodic constraints. The timing constraints specify a pattern

of time points at which the automaton checks for the presence of events.

• T � Q� S� F � Sn � Q is a �nite set of transitions between any two locations. Each transition

of the time triggered automaton is labeled with an event request, a timing constraint and

output event(s). For example the tuple,( q1; s1; [n]; s2; q2 ) represents a transition from

locationq1 2 Q to q2 2 Q wheres1; s2 2 S are input and output events respectively and[n]

is a instantaneous time constraint. The transition is enabled only iff the events1 is valid at

time,t = t1 + n, wheret1 is the time when automaton entered locationq1. An event,s 2 S is

valid at timet if t � tocc � e, wheretocc is the time of occurrence of events .

The TCD model of an arbitrary CPS is described in Table 5.1. The example system consists of

two protection devices (PD1, PD2) that detect anomalous behavior in the underlying physical pro-

cesses and an actuator (ACT) to mitigate or isolate the fault effects. The TCD model consists of four

fault nodes,F = f F1;Fmiss1;Fmiss2;Fstuckg, whereF1 is a physical fault andFmiss1;Fmiss2,

Fstuckare cyber faults related toPD1, PD2andACTrespectively. The fault,F1 leads to an aber-

rant behavior indicated by the observable discrepancies,D = f D1;D2g. The fault effect fromF1

1Since the mappings,Y act andY ina are bijective in nature, we useY � 1
act andY � 1

ina to map events to nodes.
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Table 5.1: Example TCD Model

TCD Element Example Model

Faults (F) f F1;Fmiss1;Fmiss2;Fstuckg

Discrepancies (D) f D1;D2g

Edges (E) f (F1;D1); (D1;D2)g

System modes (M) f m1;m2g

Fault propagation duration (ET) ET(F1;D1) = [ 2;5], ET(D1;D2) = [ 1;3]

Edge-Mode Map (EM) EM(F1;D1) = m1; EM(D1;D2) = m1;m2

Edge Uncertainty (ND) ND(F1; D1) = ? , ND(D1; D2) = >

Events (S) f d1;d2;d10;d20; f stuck; f miss1;

f miss2; f m1;c;scg

Automaton locations (Q) f S1;S2;S3;S4;S5;S6;S7;S8;S9;S10g

Intial Locations (Q0) f S1;S5;S7g

Location-Mode map (W) W(m1) : (S1_ S3), W(m2) : (S2_ S4)

Activation event map (Y) Y(D1) : d1, Y(D2) : d2,

Y act(F1) : f 1, Y act(Fmiss1) : f miss1,

Y act(Fmiss2) : f miss2,

Y act(Fstuck) : fstuck

De-activation event map (Y act) Y act(D1) : d10, Y act(D2) : d20

Timing constraints (F ) f (r)g

Transitions (T) Illustrated in Figure 5.3
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Figure 5.3: Example TCD Model

manifests asD1 after the activation ofF1, indicated by the eventf 1 in system modem1. The man-

ifestation ofD1 is signaled by the eventd1 that succeedsf 1 by a duration [2,5] as highlighted by

the markers associated with the edge betweenF1 andD1 in Figure 5.3(a). The system modem1

implies the location of the actuator,ACTto be eitherS1 or S3. Under the same system mode, the

fault effect propagates fromD1 toD2 in [1,3] units of time, producing an eventd2.

The TTA associated withPD1consists of three locations withS5 being the initial location. The

automaton models both nominal and faulty operation of the protection device. A missed detection

fault, Fmiss1 affects the operation, by forcing the automaton to skip the detection of anomalous

behavior indicated by the eventd1. While in S5, the automaton checks for the presence of events

d1 and f miss1 everyr units of time. The periodic checking of events is enforced by the timing

constraint associated with all outgoing transitions fromS5. If f miss1 is present then the automaton

transitions toS7. On the other hand, the presence of the eventd1 causes the automaton to jump to

S6 and generates an actuation command, indicated by the eventc.

The TTA, ACT, consists of four locations, withS1 being the initial location. The automaton

models the operation of an abstract actuator that changes the state of the physical process after

receiving commands from protection devices. The change in actuator location, signaled by the

event,sc leads to change in the system mode affecting the fault propagation. The automaton also

captures the behavior of the actuator under the in�uence of the stuck fault,Fstuckthat forces an
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actuator to ignore commands from the protection devices. While inS1, the automaton periodically

checks the presence of events,c or f stuck. The event,f stuck, indicates the presence of the stuck

fault. The presence ofc forces the actuator to move toS2 and generatescstate change event. On

the other hand, the automaton transitions toS3 from S1 or to S4 from S2 if f stuckis observed as

shown in Figure 5.3(b).

5.3.3 Fault Propagation Semantics

In this section, we describe how fault effect propagates in a TCD modelG, while adhering to

modal and temporal constraints. To de�ne these constraints, we use two mapsN : I � F [ D !

f ON;OFFg � R+ , andE : I � E ! f ON;OFFg � R+ to store the state of node and edges, where

I is the indexed set of all timestamped events,F 2 G is the set of fault nodes,D 2 G is the set of

discrepancies,E 2 G is the set of fault propagation edges. A timestamped event,k is a tuple,(s ;t1)

such thats 2 S is the event label andt1 2 R+ is the time instant at which the event occurs. We

de�ne two functions,T : I ! R+ , L : I ! S, that relates an eventk 2 I to its time of occurrence

and event label.

The state of a node is deemedON, if the fault effect has reached the node, otherwise, remains

OFF. Similarly, the state of an edge,e2 E is consideredON if m2 EM(e), wherem is the current

system mode andEM is the edge mode map. The maps (N , E) also track the time at which the

state of each node and edge is changed. For improving the readability, we refer to the state and time

attributes associated with a noden afterkth event asN k(n):State andN k(n):time respectively.

Similarly for an edgee, Ek(e):State andEk(e):time denote state of edge after eventk and the

time it was last changed.

Every fault effect propagation trace in a TCD model starts with a fault node activation eventk,

such thatY � 1
act(L (k)) 2 F, whereL (k) is the label associated with the time-stamped eventk 2 I .

If the associated fault node is cyber in nature, i.e.,Y � 1
act(L (k)) 2 Fcyb then it can cause transition

in one or more protection system automaton. A transition in a protection device can result into

generation of synchronizing events that can cause state transitions in other protection devices. These

synchronizing events can also lead to generation of actuation commands that change the location of

one or more actuator automata. An event, indexed asl 2 I , related to an actuation command can
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alter the current system mode frommi to mj such thatW(mi) ! ?
�
�
t= T (l ) ^ W(mj ) ! >

�
�
t= T (l ) . The

new system modemj can enable or disable an edgee2 E afterl th event as per Equations (5.1), (5.2)

respectively.

El (e)  (ON;T (l )) j El � 1(e) = OFF ^ mj 2 EM(e) (5.1)

El (e)  (OFF;T (l )) j El � 1(e) = ON^ mj 62EM(e) (5.2)

On the other hand, if the initiating event is related to a physical fault node i.e.Y � 1
act(L (k)) 2 Fphy

then discrepancy node activation events can take place. The fault effect can propagate from fault

node,n = Y � 1
act(L (k)) to a discrepancy noded 2 D if the constraint speci�ed in Equation (5.3)

holds true

N k(n):State= ON^ N k(d) = OFF ^ (n;d) 2 E ^ Ek((n;d)) :State= ON (5.3)

Equation (5.3) ensures the fault effect will propagate to destination node only if the edge be-

tween the source and destination nodes is active and the state of the destination node is inactive. A

discrepancy activation event with indexp 2 I will 2 happen in the interval de�ned in Equation (5.4)

T (p)  [ET(n;d):tmin ; ET(n;d):tmax] + max(Ek(n;d):time; N k(n):time) (5.4)

The activation of discrepancy node can lead to further activation of other discrepancy nodes as per

the constraints mentioned in Equations (5.3) and (5.4). It can also cause transitions in one or more

protection device automata that can generate new events leading to more transitions in protection

devices and actuators. As stated previously, actuator location change can alter the system mode,

which can disable existing active edges or enable new edges according to Equations (5.1) and (5.2).

Finally, the change in the state of edges can alter the future activation of discrepancy nodes as per

Equation (5.4).

2If ND(n;d) is ? thenp is guaranteed to be observed within the duration mentioned in Equation (5.4) otherwise its
uncertain
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5.3.4 Execution Semantics

In this section, we describe the execution semantics of a TCD model using a discrete model

of time, i.e., the time advances in discrete steps. To de�ne the execution rules, we translate TFPG

sub model and all TTA to a common model of computation, Timed Automata [138], such that a

TCD model,G is transformed into a network of timed automata,GXr , where each automaton is

synchronized to an external clock source,Ticker.

A network of timed automata is the parallel composition,A1 j A2::: j An of a set of timed au-

tomata,A1 ; A2 ; ::: ; An. Communication between the individual automaton occurs in two ways

via (1) handshake synchronization using actions and (2) shared variables. To model handshake

synchronization between automata, an events 2 S associated with a transition is replaced by an

action pair (s ?, s !) where s ? implies event generation action ands ! denotes consumption ac-

tion. The synchronization is achieved by forcing generation and consumption actions to occur

simultaneously i.e transitions in different automata with action labeleds ! ands ? are taken simul-

taneously. The second method uses two functions,register occurrence(event id) and

check occurrence(event id) , where the former explicitly stores the presence and the later

checks for the occurrence of an event with a unique identi�er,eventid. We consider handshake

communication as astrict form of synchronization since it happens instantaneously without any

time delay whereas communication via shared variables can be relayed in the next cycle depending

upon the order of execution and therefore deemed asloose.

Apart from clock source, transformed TCD model,GXr requiresInjectorautomaton to introduce

external events such as fault activation events,Mode Calculatorautomaton to implementW and

�nally node De-activatorautomaton to signal the discrepancies that should no longer be active

in the current system mode. Figure 5.4 shows the structure of the translated TCD model,GXr

and its interfacing with external automata. The external clock source uses strict communication

mode to synchronize time withGxr and injector automata. A fault edge automaton uses handshake

synchronization to convey activation of discrepancies to other fault edge automata but relies on

shared variable to relay the same update to protection system. Similarly, protection system automata

(protection device and actuator) uses loose synchronization mode to send and receive updates among

each other but synchronizes with De-activator and Mode Calculator through handshake actions.
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Figure 5.4: Structure of translated TCD model and its interfacings

The following sub-sections describe the UPPAAL [139] timed automata (TA) templates for a fault

edge, clock source, mode calculator and de-activation automata along with translation procedure for

converting an arbitrary TTA model to UPPAAL TA. An UPPAAL TA is an extended implementation

of TA model of computation that allows transition guards to be de�ned on discrete variables as well

as updating state variables when a transition is taken from one location to other. The UPPAAL

transitiontr from locationqi to q j is a tuple,< qi ;g;sk!orsk?;r;q j > whereg is a boolean constraint

de�ned over discrete variables and (or) clock variables,sk! or sk? is the synchronization action

(generation or consumption) andr is the set of assignment statements over discrete and (or) clock

variables.

5.3.4.1 Fault Edge Automaton

The TFPG sub-model is a speci�cation that put modal and timing constraints on the propagation

of fault effect. To actually simulate or verify the fault effect propagation, we represent each edge as

an UPPAAL TA. Figure 5.5 shows the timed automaton template of an arbitrary fault propagation

edge,e2 E with EM(e) be the set of system modes in which the edge is active and (t max;t min)

= ET(e) is the duration of upper and lower bound on the propagation time. The corresponding

node activation and de-activation events for source and destination nodes are (src act, src ina) and

(dst act, dst ina) respectively. Other template arguments include a unique edge identi�er,edgeid,
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Figure 5.5: UPPAAL Timed automaton templates for Fault Edge

boolean parameterND to capture uncertainty associated with the edge and lastly, an event identi�er

associated with activation of destination node,dst id.

The fault edge automaton consists of 11 locations withS3 being the initial location, based on

the assumption that the initial system mode belongs to the setEM(e), i.e., the edge is active and

state of all TFPG nodes is inactive3. The automaton can transition to locationsS7 or S4 or S1

depending upon the event observed as shown in Figure 5.5. The transition,S3 ! S7 is taken if the

destination node becomes active i.e. the eventdst act is observed, whereas if source node becomes

active, the automaton moves toS4. The locationS1 is selected if the edge becomes inactive as a

result of mode change event,modechange. Whenever, the current system mode is changed,Mode

Calculator generates amodechangeevent and every fault edge automaton responds to the event

by calling a functioncheck mode(edge id) to ascertain if the edge remains active in the new

system mode. The function return true if the current mode is listed inEM(e) otherwise false.

Similarly rest of the locations in the automaton reacts to these events and transition to different

locations as highlighted in Figure 5.5. Table 5.2 summarises the physical meaning of each location

based on four conditions, (1) Is destination node active?, (2) Is edge active?, (3) Is source node

active? and (4) Has the edge �red? We have assumed persistent faults in this study, which implies

3If the assumption is not valid for system, then an appropriate location can be selected based on Table 5.2
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Table 5.2: Fault edge automaton location interpretation

Location Edge Fired? Dest. Active? Edge Active? Source Active?

S1 False False False False

S2 False False False True

S3 False False True False

S4 False False True True

S5 False True False False

S6 False True False True

S7 False True True False

S8 False True True True

S9 True X X X

S10 True X X X

a fault edge can �re only once. As a result of this assumption, the locationsS9 andS10 have no

outgoing transitions. According to Table 5.2, both locations represent the edge has �red. However,

S9 denotes the edge has �red while signalling the activation of destination node, whereasS10 does

not.

While in S4(S8), the automaton counts the number of ticks received from external clock source,

Ticker using a bounded local integer variable,tick counteras shown in Figure 5.5. While the

value oftick counteris less thant min, the automaton takes the self transition and increments the

counter at every tick. However, aftertick counterbecomes equal tot min then the transitionS4

! S4Temp(S8 ! S10) also becomes enabled and automaton randomly decides whether to take

the self transition or move toS4Temp(S10) at every clock tick. The self transition is feasible till

the location invariant,tick counter< t max, associated withS4 (S8) is valid. At the next tick, the

automaton has to take the transition toS4Temp(S10). The locationS4Temp is an intermediate

committed location, that is used to check certainty parameter before generatingdst act event i.e

either transition toS9 or S10.

5.3.4.2 TTA to TA Translation

The central idea of translating a TTA to an UPPAAL TA is to add a set of intermediate locations

that imply satisfaction of timing constraints. These locations allow automaton to check the enabling
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condition of an outgoing transition at discrete time steps while adhering to the timing constraints.

Algorithm 1 outlines sequence of steps required to translate a locations in TTA model to its equiv-

alent UPPAAL TA representation. The algorithm expects the label of the location,s along with a

set of all outgoing transitionsT. The output of the algorithm is a tuple, where the �rst element is a

set of locations,Sthat contains the original location label,sandp+ 1 intermediate locations where

p is the number of unique timing constraints associated with transitions inT. We usetr.dst ,

tr.constraint , tr.ip event , tr.op event to refer to destination node label, timing con-

straint, input and output synchronization event labels associated with a TTA transition,tr 2 T. For a

timing constraintk associated with a transitiontr 2 T, the expressionk.type andk.value refer

to type and value attributes ofk. We also de�ne two functions,Transition () andLocation ()

where the former creates an UPPAAL transition that takes source location, guard condition, syn-

chronization action, update statements and destination location as input arguments. The function

Location creates a location of typenormal, urgentor committed, where type parameter is passed

as an input argument.

The algorithm begins by addings to S (Line 3) and initializing three maps,Ctr, Flag

and Loc where key is the timing constraint (Lines 3-9). The mapCtr stores variable labels,

Tick counter<i> that are used to count clock ticks for evaluating timing constraints. The map

Loc stores reference to boolean variablesCheckFlag<i> that are used to restrict evaluation of

instantaneous timing constraints and theLoc map stores state labels of newly created urgent loca-

tions for every unique timing constraint. These urgent locations represent the satisfaction of timing

constraints. One more urgent location is created and referred astemp(Line 10) which implies the

reception of clock tick from the global clock source. After adding these intermediate locations to

the output setS (Lines 11-14), transitions between these locations are created (Lines 15-17) using

function de�ned in algorithms 2, 3 and 4.

The transition from s to temp happens at the reception of synchronizing event

00global clock tick?00and increments all clock tick counting variables as shown in (Line 12 in algo-

rithm 2). Whereas the transition,s tempoccurs only if none of the timing constraint are satis�ed

at the current time instant (Line 13 in algorithm 2). A pair of transitions are added betweentempand

every location inLoc (Lines 15-16) such that the transition fromtemp! Loc[k] implies the timing

constraintk has satis�ed whereas the transition in reverse direction represents the un-sati�ability of
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Figure 5.6: UPPAAL TA model of protection device,pd1

transitiontr 2 T with constraintk . The un-satisfaction of the transition is captured by the function

call check occurrence (eventid) that checks for observance condition of event with that unique

identi�er and resets the clock tick counter in case the function returns false. For instantaneous tim-

ing constraints, an extra condition related to boolean variable,Flag(k) is added to the transition

temp Lock(k) as described in algorithm 3 (Lines 11-14). Finally, for every transitiontr 2 T,

a corresponding transition is added between the intermediate locationLoc(tr:constraint ) and

tr:dst with guard condition related to observance of thetr:ipevent and updating all clock tick

counters to 0 along with generatingtr:op event synchronizing event as highlighted in algorithm 4

(Lines2-10). Figures 5.6, 5.7 and 5.8 shows the translated UPPAAL TA associated with TTA model

of protection devices (example TCD model) described in previous section.

5.3.4.3 Clock Source Automaton

Figure 5.9 shows an UPPAAL TA of the global clock source, referred asTicker with a single

locationS1. Ticker periodically resets clock variable,time, and broadcasts a synchronizing event,

global clock tick. The automaton stays in the location till,time< 1 and attime= 1, the self

transition is enabled and the location invariant,time� 1 enforces the automaton to take the enabled

transition resulting in a broadcasting event, resetting clock variable and increasing the global clock

counter,global counterby calling functionincrement global counter() .
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Figure 5.7: UPPAAL TA model of protection device,pd2

Figure 5.8: UPPAAL TA model of actuator,act

Figure 5.9: Clock source UPPAAL TA model
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Algorithm 1: TTA to UPPAAL TA translation
Input: s, T
Output: S, T0

1 Initialize : S s, Ctr  ? , Flag  ? , Loc ?
2 begin
3 i  1
4 foreachtr 2 T do
5 Ctr[tr:constraint]  00Tick counter$i$00

6 Flag[tr:constraint]  00CheckFlag$i$00

7 Loc[tr:constraint]  Location (”urgent” )
8 i  i + 1
9 end

10 temp Location (00urgent00)
11 S S[ temp
12 foreachk 2 Locdo
13 S S[ Loc[k]
14 end
15 T1  createTickerTransitions (s;temp;Ctr;Flag)
16 T2  createTimeConstTransitions (temp;Loc;Ctr;Flag)
17 T3  createDestinationTransitions (T;Loc;Ctr;Flag)
18 T0 T1 [ T2 [ T3

19 end

Algorithm 2: Function: createTickerTransitions

1 Function createTickerTransitions
Input: s, temp, Ctr, Flag
Output: T0

2 begin
3 u;g;T0 ?
4 foreachk 2 Ctr do
5 u[k]  00$Ctr[k]$+ = 100

6 c  00$Ctr[k]$ < $k:value $00

7 if k:type == 00Instantaneous00then
8 c:append ( 00or not$Flag[k]$00)
9 end

10 g  00($c$) and$g$00

11 end
12 T0 T0[ Transition (s;? ; “global clock tick?”;u;temp)
13 T0 T0[ Transition (temp;g[: � 3];? ;? ;s)
14 end
15 end
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Algorithm 3: Function: createTimeConstTransitions

1 Function createTimeConstTransitions
Input: temp, Loc, Ctr, Flag
Output: T0

2 begin
3 foreachk 2 Ctr do
4 c1  “ $Ctr[k]$ � $k:value $00

5 u2  “$Ctr[k]$ = 000c2  ?
6 foreachtr 2 T do
7 if k == tr:constraintthen
8 c2:append (“ not checkoccurrence($tr:ip event $) and00)
9 end

10 end
11 if k:type == “ Instantaneous00then
12 c1:append (“ and$Flag[k]$00)
13 u2:append (“$Flag[k]$ = f alse00)
14 end
15 T0 T0 [ Transition (temp;c1;? ;? ;Loc[k])
16 T0 T0[ Transition (Lock[k];c2[: � 3];? ;u2;temp)
17 end
18 end
19 end

Algorithm 4: Function: createDestinationTransitions

1 Function createDestinationTransitions
Input: T, Loc, Ctr, Flag
Output: T0

2 begin
3 foreachtr 2 T do
4 foreachk 2 Ctr do
5 u[k]  “ $Ctr[k]$ = 0”
6 end
7 u:push (“ register occurrence($tr:op event $) 00)
8 c  “ checkoccurrence($tr:ip event $) 00

9 T0 T0[ Transition (Loc[tr:constraint ];c;tr:op event ;u;tr:dst )
10 end
11 end
12 end
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Figure 5.10: Certain Injector UPPAAL TA

Figure 5.11: Un-certain Injector UPPAAL TA

5.3.4.4 Injector Automaton

Injector automaton is responsible for injecting external events in the system . These events

can be related to introduction of physical and cyber faults. We have used two types of injector

automata, 1) Certain Injector and 2) Un-certain Injector. The certain injector, as the name implies,

produces the speci�ed event at a given time instant as shown in Figure 5.10 shows a UPPAAL TA

template for an injector automaton that injects faultf act at in ject timeclock ticks. The un-certain

injector automaton may inject an event out of collections at any time in the duration [0, tmax]. The

automaton shown in Figure 5.11 injects events related to one of the cyber fault in the example TCD

model at any time in the range [0, tmax].
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Figure 5.12: Mode Calculator UPPAAL TA

5.3.4.5 Mode Calculator Automaton

This automaton responds to the events related to change in the location of the actuators. Fig-

ure 5.12 shows mode calculator automaton for the example tcd model, consisting of two locations

with S1 being the initial location. When the automaton receives an actuator state change event,

sc <i> , it moves fromS1 to S1Tempwhile updating the system mode variable through a function

call, update mode(). The function iterates over every possible system mode and selects the mode,

mfor whichW(m) evaluates to true. The automaton transitions back toS1 after updating the system

mode variable and generatingmodechangeevent.

5.3.4.6 Discrepancy De-activator Automaton

The protection devices cause the actuators to change their location in response to the observed

fault effects. The actuator location change can alter the system mode resulting in masking of the

fault effects leading to de-activation of discrepancy nodes. Figure 5.13 shows a generic discrepancy

de-activator automaton template consisting of two locations withS1 being the initial location. The

automaton jumps to committed location,S1Tempafter observing a mode change event. While in

Temp1, the automaton iterates over every discrepancy node and generates de-activation event,s ,

for a discrepancy,Y � 1
ina(s ), if all �red fault edges leading to that node have become in-active. The

condition is checked by the function call,check disc status () as shown in Figure 5.13.
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Figure 5.13: De-activator UPPAAL TA

5.4 Evaluation

In this section, we evaluate the correctness of execution and fault propagation semantics of the

TCD model with respect to certain requirements. These requirements are necessary conditions that

stem from the semantics of the TCD modeling formalism. We encode these requirements in the

form of a Timed computation tree logic (TCTL) formulaes or properties and verify these properties

using concrete examples with the help of symbolic model checking tool, UPPAAL (see Appendix G

for TCTL grammar de�nition). In the following sub-sections, we describe the requirements for the

fault edge automaton and TTA translation followed by the respective TCTL formulaes. In the end,

we show multiple simulation traces of the CPS example, described in Table 5.1, produced using

UPPAAL's inbuilt simulator.

5.4.1 Fault Edge Automaton

The fault edge automaton must satisfy the following requirements to guarantee the correctness

of the fault propagation semantics as described in equation (5.4).

(R1) The minimum (maximum) signaling time of a discrepancy associated with a certain edge is

equal to the sum of minimum (maximum) time for the fault effect to propagate over the edge

and the latest time by which both edge and source node became active.

(R2) An active discrepancy can not signal more than once.

(R3) A discrepancy associated with an uncertain edge is not always expected to signal.
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Figure 5.14: TFPG with �ve edges:e1-e5

(R4) There is no deadlock.

These requirements are evaluated in context of an arbitrary TFPG, with two fault nodes, (F1,

F2), four discrepancy nodes, (D1, D2, D3, D4) and �ve fault edges as shown in Figure 5.14. The

complete system under test includes, two fault injector automata (p1, p2), a mode change event

injector (mc), �ve fault edge automata (e1-e5) and a global clock ticker to which rest of the system

is synchronized. The fault injector automaton activates a fault node at a �xed time,inject time .

However, the mode change injector changes the system mode at any time instant bounded by the

template parameter,t max.

We de�ne seven TCTL formulaes for the given system that translates to the requirements men-

tioned above. These formula-es are described in more details as follows

(P1) A[] not deadlock :

The satisfaction of this formula assures the ful�lment of the requirementR4, i.e. there is no

deadlock in the system.

(P2) A<> (e5.S9 or e5.S10) :

The satisfaction of this formula assures the ful�lment of the requirementR3, wheree5 is

an uncertain edge, i.e. ND(e5) = true, and the locationS9 (S10) implies the associated

discrepancy,D5, is (not) signaled. The property shows that the fault edge automaton reaches

S9 or S10 location eventually in all paths.

(P3) e4.S9 --> e3.S10 :

This property is related to the requirementR2, which implies if edgee4 signals the discrep-

ancy, thene3 cannot.

(P4) e3.S9 --> e4.S10 :
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This property is also related to the requirementR2, which states if edgee3 signals the dis-

crepancy, thene4 cannot.

(P5) A[] not(e4.S9 and e3.S9) :

The satisfaction of this property signi�es the ful�lment of the requirementR2 which implies

that there does not exist a state in which both edges signaled the discrepancy,D5.

(P6) mode change time > faults time[0] and mode change time > 0

--> disc act times[0] >= mode change time + e1.t min and

disc act times[0] <= mode change time + e1.t max:

This property signi�es that ifF1 is injected before the edge becomes active, then D1 will

become active in the range,mode change time + [e1.t min , e1.t max], where

mode change time is the time at which mode change injector automata (mc) changes the

mode of the system tom1, fault time[0] corresponds to the time at whichF1 is injected

in the system by fault injector automaton (p1), disc times[0] stores the time at which

D1 becomes active and (e1.t min , e1.t max) denote the minimum and maximum fault

propagation time for edgee1. It partially ful�ls the recommendationR1 i.e. covers only one

case when edge becomes active after the fault is injected.

(P7) faults time[0] > mode change time and mode change time >

0 --> disc act times[0] >= faults time[0] + e1.t min and

disc act times[0] <= faults time[0] + e1.t max:

This property covers the second case of the requirementR1 i.e. edge becomes active before

the fault is injected.

5.4.2 TTA to UPPAAL TA Translation

A translated UPPAAL TA should adhere to the following requirements to satisfy the execution

semantics of TTA.

(R1): An instantaneous timing constraint is evaluated only once.

(R2): A periodic timing constraint is evaluated at a �xed rate (speci�ed).
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Figure 5.15: Time triggered automaton:g

Figure 5.16: Event Injector Automaton:p1

(R3): The time difference between a transition becoming active and actually taken is bounded by

the timing constraint.

(R4): There is no deadlock.

Similar to propagation semantics of fault edge, execution semantics are evaluated in context

of an arbitrary TTA,g as illustrated in Figure 5.15. The close system to be analysed consists of

translated UPPAAL TA model (gxr ) and an event injector (p1) as shown in Figures 5.16 and 5.17.

The event injector automaton may inject one of the four eventsa, b, c or d at any clock tick between

duration [0, t max].

We de�ne four TCTL formulae or properties for the system at hand which translates to require-

ments mentioned above. These properties are described in more detail as follows:

(P1): A[] not deadlock :

The satisfaction of this formula assures the ful�lment of the requirementR4, i.e. there is no

deadlock in the system.
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Figure 5.17: Translated UPPAAL TA:gxr

(P2): p1.S5 and disc act times[3] > t3 --> gxr.S6 and

alarm act vars[4] and alarm act times[4] == t4

This property is related to requirementsR1 andR4. It states that if eventd is injected after

time t3 thengxr will transition to locationS6 and generate evente1 by timet4 . The pair

of arraysdisc act vars , disc act times indicate the state and activation time of

eventsa, b, c, d, indexed from 0 to 3. Similarly,alarm act vars , alarm act times

corresponds to the eventsa1, b1, c1, d1 ande1 indexed from 0 to 4. This property implies

that the transition,< S1;d;t3;d1;S5 > is evaluated only once. Since the event is produced

aftert3 , the transition from locationS1 to S5 never happens.

(P3): p1.S5 and disc act times[3] <= t3 --> gxr.S5 and

alarm act vars[3] and alarm act times[3] == t3

This property is related to requirementsR1 andR4. It states that if eventd is injected by

time t3 thengxr will transition to locationS5 and generate eventd1 by timet3 .

(P4): p1.S4--> gxr.S4 and alarm act vars[2] and alarm act times[2]
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- disc act times[2] < t2 and alarm act times[2] -

disc act times[2] >= 0

This property is related toR2 andR3. It states that if eventc is injected at any time in the

system then TTA will transition toS4 and generate eventc1 by the time boundt2 . This

property implies the periodic constraints are checked at �xed rate.

5.4.3 Simulation Results

Now, we show simulation traces of the example TCD model described in section 5.3.2 in-

volving physical and cyber (missed detection) faults. The complete system consists of 10 timed

automata, a global clock tickergc (Figure 5.9), mode change calculatormc(Figure 5.12), discrep-

ancy de-activatorde (Figure 5.13), physical fault injectorip (Figure 5.10), cyber fault injectoric

(Figure 5.11), two fault edgesf1 d1, d1 d2 (Figure 5.5), two protection devicespd1 , pd2 and

an actuatoract (Figures 5.6, 5.7 and 5.8). The injector automaton,ip is of deterministic type

i.e. it injects the faultF1 at speci�ed clock tick while the other injector automaton,ic is non-

deterministic as it may injectFmiss1 , Fmiss2 or Fstuck at any clock tick between duration [0,

t max]. The value of template parametersr , t max andinject time used in the simulation is

1, 10 and 5 respectively. Tables 5.3 and 5.4 summarise the traces of three different scenarios that

are described in more detail in the following sub-sections.

5.4.3.1 Scenario 1: Physical Fault Only

Initially the system mode ism1 and the state of the system is represented by a tuple< S1, S1,

S1, S1, S1, S3, S3, S5, S8, S1> as indicated in the �rst row of Table 5.3. At t=2, the injector

automaton,ic , transitions to S5 without injecting any cyber fault. After 3 clock ticks, i.e., at t=5,

the injector automatonip , transitions to S2 while generatingf act event implying the injection

of the physical fault F1. The eventf act causes the automatonf1 d1 to change its state from

S3 to S4, signifying both source node and edge are active. At t=7, the edge signals the activation

of discrepancy D1 by transitioning to S9. The generation of event,disc act[0] i.e. d1 forces the

succeeding edge,d1 d2 to jump to location S4. In the same time step, the protection devicepd1

observes the occurrence ofd1 and transitions to S6 while producing actuation commandc. The
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Table 5.3: Simulation trace for scenario 1: Only physical fault

Global System gc mc de ip ic f d1 d1 d2 pd1 pd2 act

counter mode

0 m1 S1 S1 S1 S1 S1 S3 S3 S5 S8 S1

1 m1 S1 S1 S1 S1 S1 S3 S3 S5 S8 S1

2 m1 S1 S1 S1 S1 S5 S3 S3 S5 S8 S1

3 m1 S1 S1 S1 S1 S5 S3 S3 S5 S8 S1

4 m1 S1 S1 S1 S1 S5 S3 S3 S5 S8 S1

5 m1 S1 S1 S1 S2 S5 S4 S3 S5 S8 S1

6 m1 S1 S1 S1 S2 S5 S4 S3 S5 S8 S1

7 m2 S1 S1 S1 S2 S5 S9 S1 S6 S8 S2

8 m2 S1 S1 S1 S2 S5 S9 S2 S6 S8 S2

actuatoract detects the presence ofc and transitions to S2 and creates a change of status event

sc. The alteration in the status of the actuator forces the mode calculator automatonmc to update

the system mode tom2 and generate a mode change event,modechange. This mode change event

forces thed1 d2 edge to change its location from S4 to S2. The discrepancy de-activator also

responds to the mode change event and creates adisc ina[0] i.e., d10 event, forcing thed1 d2 to

�nally change the location to S1 implying both source node and edge are in-active. Table 5.3 shows

the �nal state of all the automatons at each clock tick. However, it does not list all intermediate

locations each automaton goes through to reach the �nal location due to limitation of space. For

complete list of state transitions, the interested reader can download the complete trace �les and

associated Gnatt chart from the github repository [140].

5.4.3.2 Scenario 2: Physical and Cyber Faults

The initial system mode and state of the system is m1,< S1, S1, S1, S1, S1, S3, S3, S5, S8,

S1> as highlighted in Table 5.4. Contrary to previous trace, in this scenario,ic injects a missed

detection fault,Fmiss1 in pd1 and transitions to location S2. In the same time step,pd1 detects the

occurrence of eventf miss1 and transitions to location S7. AT t=7, the edge automatonf 1 d1 jumps

to S9 while emittingd1 (disc act[0]) event, signaling the activation of D1 forcing thed1 d2 to jump

to S4. Since the protection devicepd1 is in S7, it ignores the discrepancy activation event. At t=9,
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Table 5.4: Simulation trace for scenario 2: Physical and Cyber Faults

Global System gc mc de ip ic f d1 d1 d2 pd1 pd2 act

counter mode

0 m1 S1 S1 S1 S1 S1 S3 S3 S5 S8 S1

1 m1 S1 S1 S1 S1 S1 S3 S3 S5 S8 S1

2 m1 S1 S1 S1 S1 S2 S3 S3 S7 S8 S1

3 m1 S1 S1 S1 S1 S2 S3 S3 S7 S8 S1

4 m1 S1 S1 S1 S1 S2 S3 S3 S7 S8 S1

5 m1 S1 S1 S1 S2 S2 S4 S3 S7 S8 S1

6 m1 S1 S1 S1 S2 S2 S4 S3 S7 S8 S1

7 m1 S1 S1 S1 S2 S2 S9 S1 S7 S8 S1

8 m1 S1 S1 S1 S2 S2 S9 S2 S7 S8 S1

9 m1 S1 S1 S1 S2 S2 S9 S9 S7 S9 S2

the edged1 d2 signals the activation of D2 by registering the eventdisc act[1] and transitions to

S9. The protection devicepd2 observes the occurrence of the activation event in the same time

step and moves to S9 while producing actuation commandc. The actuatoract responds to the

event by generating the status change eventsc and transitioning to S2. The eventsc forces the

mode calculator to update the system mode tom1 and create a mode change event as illustrated in

Table 5.4

5.4.4 Scalability Analysis

For a TCD model,G with N TFPG nodes, M fault propagation edges and P TTA automata

with a maximum of K unique timing constraints per automata then the resulting transformed TCD

model,GXr will consist of (M + P) TAs with 2N communication channels, (M + PK +jSj) bounded

integer variables and 1 clock variable. The M UPPAAL TAs are fault edge automata that corre-

spond to M TFPG fault edges, P TAs are the translated UPPAAL TA from the P TTA models, 2N

communication channels are needed to signal activation and de-activation of N TFPG nodes, with

M+PK integer variables for counting ticks andjSj variables are used for loose handshake signaling

between translated TTAs. The number of locations are �xed in each fault edge automata i.e 11 but

the translation of TTA to TA adds extra intermediate locations equal to the number of unique timing
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constraints associated with the outgoing transitions, i.e. for a given location with k unique timing

constraints the translation will add k + 1 intermediate locations.

5.5 Summary

In this chapter, we described the new graph based language,L TCD to model the fault propaga-

tion in CPS. It uses TFPG to represent faults, their effects and propagation in physical components.

The formalism de�nes the response of the protection devices (cyber components) to the observed

fault effects using TTA. The TTA based models are also capable of capturing the behavior of protec-

tion devices in the presence of cyber (detection and stuck) faults. Lastly, the mapsWandY threads

the two sub-systems together by modeling the interplay between fault effects in physical system

and actions of protection system. The chapter also describes and veri�es the fault propagation and

execution semantics of a TCD model with the help of UPPAAL TA. In the end, simulation traces of

two scenarios involving physical and cyber faults in a concrete example are shown.

5.6 Contributions

The TCD language is �rst introduced in the publication titled,Using temporal causal models

to isolate failures in power system protection devices[141] and then formally re-de�ned along with

execution semantics in the publication titled,Qualitative Fault Modeling in Safety Critical Cyber

Physical Systems[142]. All UPPAAL TA models and Python utility to translate TTA models are

available in Github repository [140].
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Chapter 6

TCD Fault Model Synthesis

6.1 Problem Statement

Develop a transformation,A 1 : M topology ! M f ault that maps a given model of the power

system network speci�ed using standard data formats to a TCD based fault model.

6.2 Challenges

Synthesizing fault models for power networks is a challenging task mainly due to the size of the

power system and the associated heterogeneity. We identi�ed the following three major challenges

that a transformation pipeline has to overcome:

• Generating system fault models using graph theoretic approach that does not rely on power

system simulators.

• The next challenge is to identify and capture the modal dependencies, i.e., depending on what

mode the system is in, the fault effect propagation must change.

• Large size of power network can lead to huge monolithic fault models and managing such

fault models can be very challenging.

6.3 Solution Approach

The apparatus protection in power system is performed with high degree of redundancy, where

each equipment has dedicated primary and shared secondary protection relays. Modern numerical

relays such as SEL-421 [16] consists of large number of internal �ags that indicate events related to

the detection of fault conditions, actuation commands and change in the status of a breaker. Thus,

an unique signature can be constructed for physical faults in power equipment based on the state of

these �ags. Moreover, the modern relays have the capability to track changes in their internal �ags

as well as transmitting concise event reports in the form of summaries over serial port.
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We propose a component based approach, where each component TCD fault model captures

the effect of physical fault and abnormal conditions pertaining to a power system equipment as

a function of observable state of protection assemblies while considering cyber faults i.e. missed

and spurious detection in relays and stuck fault in breakers. Figure 6.1 highlights a generic system

level fault model composed of component TCD fault models. We identify two different classes of

interactions between component fault models, de�ned as:

• Intra-component Interactions: These interactions occur between TFPG and TTA sub-

models of the same component model,GC1, where C1 is the component label. These in-

teraction can signify

1. Change in the location of a protection behavior automaton,P 2 GC1, from S1 to S2 as

a result of activation or de-activation event ,a related to a node,n in TFPG sub-model

such thatY act(n) = eor Y ina(n) = a.

2. Activation and de-activation of fault propagation edge,e as a result of system mode

change caused by the location change in a protection device automaton,P 2 GC1 of the

same component, such that the new system mode,m belongs to the setEM(e).

3. Location transition in one protection system automaton,P1 2 GC1 causing change in

location of other automata,P2 2 GC1 in the same component model.

4. Fault effect propagation between TFPG nodes of the same component model.

• Inter-component Interactions: These interactions transcends a TCD component boundary

and can affect TFPG and TTA sub-models of a different TCD component. These interactions

can denote:

1. Fault propagation across component boundaries, i.e. activation of TFPG node,n1 in

component C1, causes the activation of noden2 in component C2 as shown in Fig-

ure 6.1.

2. Location transition in protection system automatonP12 GC1 causing change of location

in an automata of a different component,P1 2 GC2.

3. Activation and de-activation of fault propagation edges as a result of state change in

protection devices automaton of a different component.
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Figure 6.1: Component based TCD fault model
Bold and dash arrows represents inter and intra component interactions respectively

In this study, we are limiting our scope to physical faults in transmission lines and considering

only branch overloads as abnormal conditions. However, the approach can be generalized easily

to include other power system equipment such as transformers, buses and generators. A TCD

component fault model for a transmission line consists of TFPG sub-models that captures the effect

of grounding fault and time triggered automata of protection assemblies (primary) connected to its

ends. We describe these sub-models in detail in following sub-sections.

6.3.1 TTA model of Protection Assemblies

A protection assembly is a logical containment of the instrument transformers, numerical relays

and breakers that collectively detect and mitigate fault effects. A numerical relay is a collection of

number of protection functions that safeguards a physical component against a variety of fault ef-

fects. A SEL-421 [16] relay has eight protection functions ranging from out-of-step synchronism to

overcurrent protection. These protection functions are realized by one or more protection elements.

For instance, SEL-421 relay provides 5 independent mho phase distance elements for distance pro-

tection against phase-to-phase, phase-to-phase-to-ground, and three-phase faults. Each protection

element has a triggering condition, de�ned over physical variables (current and voltage samples)

and protection action to isolate the fault effects such as breaker commands. Some protection ele-

ments are instantaneous in nature as the protection action is initiated as soon as the trigger condition

is satis�ed, for example, Zone 1 mho element in distance protection or instantaneous overcurrent

elements. While other protection elements such as time de�nite time overcurrent relays asserts a

protection action only if the trigger conditions holds for pre-de�ned period of time. The proposed
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TCD component model consists of TTA templates ofDistanceandOvercurrentrelays which are

primarily used to safeguard system against transmission line faults and abnormal conditions per-

taining to branch overloads.1 Their TTA models are described in following sub-sections.

6.3.1.1 Distance Protection

Distance relays detect phase to ground and phase to phase faults by monitoring the apparent

impedance. Any grounding fault in a transmission line leads to a sudden increase in current �owing

through the conductor and decrease in bus voltages. The reduction in impedance (V/I) below a pre-

de�ned value acts as a trigger for the distance relay to instruct the breakers to open and isolate the

fault. Typically, distance relays are provided with multiple zones of protection to meet the stringent

selectivity and sensitivity requirements, where zone is referred to as a segment of primary and back-

up transmission lines. Modern relays such as SEL-421 consists of at least three independent distance

elements that together provide distance protection. These elements, referred as Zone 1, Zone 2 and

Zone 3 elements, are con�gured with speci�c impedance thresholds to detect faults in zones.

Some distance protection implements communication assisted trip schemes, where distance el-

ements in neighboring numerical relays exchange trip signals to reduce the fault clearing time. A

trip signal is sent by the relay (closest to the fault) to the adjacent relay connected at the other end

of the transmission line. There are primarily four types of transfer trip protocols, 1) Direct Transfer

Trip, 2) Direct Under-reaching Transfer Trip, 3) Permissive Under-reaching Transfer Trip (PUTT)

and 4) Permissive Over-reaching Transfer Trip. In direct type protocols, only one of the relays have

to detect fault conditions before sending the trip signal whereas in permissive type protocols, relays

at both ends of the line have to detect the fault. In under reaching schemes, zone 1 element sends the

trip signal whereas in overreaching schemes zone 2 element transmits the trip signal. In this study,

we are considering the PUTT scheme only.

A zone 1 element is meant for the protection of the primary line only. Typically, it is set to

cover 80% of the primary line length and provides fastest response due to the absence of any in-

tentional time delay associated with the protection action. Operating time of the Zone 1 element is

of the order of 1 cycle (16 ms) [16]. Figure 6.2 shows the TTA model of a zone 1 element. The

1We use the words relay and protection interchangeably in context of distance and overload relays as they are imple-
mented as protection functions in a numerical relay.
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Figure 6.2: TTA model of Zone 1 Element inkth Protection Assembly

automaton has three locations withIDLE being the initial location. InIDLE location, the automa-

ton periodically checks for the presence of three events,f z1 spPAk, f missPAk andd z1PAk, where

PAk is the protection assembly identi�er. The event,f z1 spPAk denotes the presence of spurious

detection fault in the element whilef missPAk signi�es the missed detection fault in the relay.2 The

event,d z1PAk is generated when the measured impedance falls below the zone 1 threshold as a

result of a physical fault. If the measured impedance is less than threshold or the spurious detection

fault is present, then automaton jumps toTRIPPEDlocation while generating three synchronization

events,z1PAk, cmd openPAk andtripPAk signifying change in relay bitsM1P, TRIP, KEY respec-

tively. These events are considered observable as numerical relay can be con�gured to track these

bits and transmit event summaries if change is detected. On the other hand, if missed detection

fault is present, signaled by the eventf missPAk, the automaton transitions toMISSED location

and does not respond to any physical fault conditions. Figure 6.3 shows the translated UPPAAL TA

based on the algorithm 1. The translated TA is a template with input parameters asr, disc id, f sp id,

fmissid, z1 id, cmd id andtrip id wherer is element frequency, and rest are event identi�ers related

to d z1PAk, f z1 sp, f missPAk, z1PAk, cmd openPAk andtripPAk respectively.

Zone 2 element covers 100% of the primary line and also serves as backup protection for some

part of the adjacent line. Typically, zone 2 element is set to reach 50% of the shortest adjacent line

provided thatZp + 0:5Zb � 1:2Zp, whereZp andZb are the impedance of the primary and shortest

adjacent line. In case, if the adjacent line is smaller in comparison to the primary line, such that

Zp + 0:5Zb < 1:2Zp, then the zone 2 reach is set to 1:2Zp. The Zone 2 element is a time delayed

2Individual missed detection faults for every element are not considered.
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Figure 6.3: UPPAAL TA template of Zone 1 Element

element i.e. it asserts a protection command only if the trigger condition is maintained for a pre-

de�ned amount of time. This wait time allows a zone 1 element associated with adjacent numerical

relay to engage �rst and clear the fault. Typically, a zone 2 element wait time is of the order of

15-30 cycles or 0.250-0.5 secs.

Figure 6.4 shows the TTA model of a zone 2 element in a protection assembly,PAk. The au-

tomaton consists of �ve locations withIDLE being the initial location. Similar to zone 1 automaton,

this automaton also checks for the activation events related to missed detection fault,f missPAk, zone

2 spurious detection fault,f z2 spPAk and reduction of impedance,d z1PAk andd z2PAk. The event

d z1PAk is generated if the measured impedance is less than zone 1 threshold, andd z2PAk event

is generated when the measured impedance is greater than zone 1 threshold but less than zone 2

threshold. After detecting the reduction in impedance, the automaton jumps toWAIT location. The

automaton stays in theWAIT location for a maximum ofz2waitPAk secs. The automaton jumps

to TRIPPED location if the wait time expires or it detects atripPAk event or the zone 1 element

has issued a command,cmd openPAk to the breaker. In case the transition toTRIPPED occurs

as a result of timer expiration, then the automaton generates an event symbolizing the command

for the breaker to open. The automaton can also transition back toIDLE if the fault condition no

longer exists by detecting the inactivation eventsd0 z1PAk or d0 z2PAk. In case if the automaton de-

tects a spurious fault inIDLE location then it jumps toFAULT WAITlocation and stays there for

z2waitPAk secs before transitioning toTRIPPED while generatingcmd openPAk event. Similarly,
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Figure 6.4: TTA model of Zone 2 Element inkth Protection Assembly

the automaton transitions toMISSEDfrom IDLE if missed detection fault is detected. The corre-

sponding UPPAAL TA template of a zone 2 element is shown in Figure 6.5. The input parameters

of the template include the relay frequencyr, zone 2 wait timedelayand event identi�ersf missid,

f sp id, disc act id 1, disc act id 2, disc ina id 1, disc ina id 2, cmd id, trip id that are related

to the eventsf missPAk, f z2 spPAk, d z1PAk, d z2PAk, d0 z1PAk, d0 z2PAk, cmd openPAk andtripPAk

respectively.

Zone 3 element is a remote back up that covers the primary line and the longest adjacent line.

The zone 3 wait time is in the range 60-125 cycles i.e. 1-2 secs. The TTA model of a zone 3

element is similar to zone 2 element except the PUTT trip signal cannot be used to truncate the zone

3 wait time as shown in Figure 6.6 and the corresponding translated UPPAAL TA is highlighted in

Figure 6.7.

6.3.1.2 Overload Protection

Overload protection in transmission lines is achieved through overcurrent elements based on the

thermal model of line currents. If a line is allowed to be overloaded for prolonged amount of time,

then the temperature of the conductor will rise, resulting in degradation of the insulation around

the conductor which leads to two conductors coming in contact with each or external vegetation

causing short circuit. The protection action in overcurrent elements is triggered when the current

magnitude overshoots a pre-de�ned threshold, referred to as pick up current. In this work we are
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Figure 6.5: UPPAAL TA template of zone 2 Element
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Figure 6.6: TTA model of Zone 3 Element inkth Protection Assembly

using aTime-de�niteovercurrent element that triggers a breaker to open only if the line current

exceeds the pick up current for a speci�ed amount of time. Figure 6.8 shows a TTA model of time

de�nite overcurrent element (referred to as overload element in rest of the document) with �ve lo-

cation withIDLE being the initial location. While inIDLE , the automaton checks for three events,

f missPAk, f o spPAk andd oPAk periodically which denote the activation of missed detection fault,

spurious detection fault and increase in line current above the pick up threshold. Iff missPAk is ob-

served then the automaton jumps toMISSEDwhereas detection off o spPAk forces the automaton

to transition toFAUL-WAIT location while emanating an observable event,oPAk, signifying the

change in status of internal relay �ag. The automaton stays inFAULT WAITfor owaitPAk clock

ticks before moving toTRIPPED location and producing breaker open command, denoted by the

eventcmd openPAk. In case, the eventd oPAk is observed inIDLE location then the automaton

jumps toWAIT and producesoPAk. While in WAIT, the automaton checks for absence of overload-

ing conditions, identi�ed byd0 oPAk or cmd openPAk generated by other elements in the assembly.

If none of the events are observed inowaitPAk secs then it jumps toTRIPPED while emanating

cmd openPAk as shown in Figure 6.8. The corresponding UPPAAL TA template of the overload

element is shown in Figure 6.9. The input parameters of the template include the relay frequency

r, wait time delayand event identi�ersf missid, f sp id, disc act id 1, disc ina id 1, cmd id

that are related to the eventsf missPAk, f o spPAk, d oPAk, d0 oPAk, cmd openPAk respectively. The

parameterowait in TTA or delayin UPPAAL TA depends upon the thermal rating of the conductor
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Figure 6.7: UPPAAL TA template of zone 3 Element
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Figure 6.8: TTA model of overload element inkth protection assembly

and in this work we have assumed this parameter to have a value of 10 minutes.

6.3.1.3 Breaker

Breakers are mechanical switches that disconnect the �ow of current through a conductor. Fig-

ure 6.10 shows a time triggered model of the breaker. The automaton has six locations withCLOSE

being the initial location. The automaton has three parameters,tto, ttc andr, where the �rst two

denote the time to open and close the breaker while the third signi�es the duration after which the

breaker controller checks the status of instructions from the relays. While inCLOSElocation, the

automaton periodically checks for two eventscmd openPAk and f scPAk. The event,cmd openPAk

represents the open command from the relayPAk and f scPAk denotes the activation event related

to stuck fault that forces the breaker to ignore further instructions. Ifcmd openPAk is observed,

then the automaton transitions toOPENINGlocation. The automaton stays in the location for a

maximum ofttc secs and then transitions toCLOSElocation while generating a synchronization

event (observable)act sc openPAk implying the change of breaker status. However, while waiting

in location,OPENING, if stuck fault becomes active, then the breaker transitions toSTUCK-CLOSE

location. A similar path is followed by the breaker automaton after receivingcmd closePAk event

from the relay while inOPENlocation. The breaker transitions toCLOSINGand after spending

ttc secs, it jumps toCLOSElocation along with the generation observableact sc closePAk event.

The corresponding UPPAAL TA template is shown in Figure 6.11. The input parameters of the
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Figure 6.9: UPPAAL TA template of overload element
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Figure 6.10: TTA Model of a breaker inkth Protection Assembly

template include breaker controller frequencyr, time to opentto, time to closettc and identi�ers

cmd id, cmd id 2, f stuckid, act id andact id 2 that relates to eventcmd openPAk, cmd closePAk,

f scPAk, act sc openPAk, act sc closePAk.

6.3.2 TFPG Model

TFPG sub-model in the TCD model of a transmission line includes two sets of nodes and edges.

The �rst set represents the effect of grounding and wiring faults and the second set captures the

impact of protection actions on branch overloads leading to abnormal operating conditions. The

TFPG sub-model is described in more detail in the following sections.

6.3.2.1 Modeling physical faults and their effects

When a transmission line is subjected to a physical fault (phase to ground or phase to phase) a

reduction of impedance is detected by the distance elements in the nerby protection assemblies. The

reduction in impedance results in changing the state of the protection relays, indicated by observable

event summaries. Thus, a causal model can be created between a physical fault of a transmission

line and its observed effects i.e. reduction in impedance measured by different protection assem-

blies. Figure 6.12 shows the part of the TFPG sub-model associated with the TCD component

model of a transmission line,TL p. It consists of three fault nodes (FTL p
1 , FTL p

2 , FTL p
3 ) and six
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Figure 6.11: UPPAAL TTA template of a breaker

discrepancy nodes (D1PAk, D2PAk, D3PAk) , (D1PA j, D2PA j, D3PA j), wherePAkandPA j are the pro-

tection assemblies connected to each end of the line. A fault node represents a physical fault along

the segment of the line such that the response of all zone elements inPAk andPA j remains same.

The lengths of these segments depends on the zone 1 reach of the protection assembliesPAk and

PA j. For 80% reach of zone 1 elements inPAk andPA j, the nodesF1 andF3 cover 20% of line

from both end whereasF2 denotes the rest of the line, i.e., 20 - 80% as indicated in Figure 6.15.

The two sets of discrepancies (D1PAk, D2PAk, D3PAk), (D1PA j, D2PA j, D3PA j) denote the reduction

in impedance measured by the protection assembliesPAk, PA j respectively. The discrepancy node

D1PAk signi�es the measured impedance byPAkto be less thanz1threshPAk while D2PAk andD3PAk

signify the measured impedance to be in the ranges (z1threshPAk, z2threshPAk) and (z2threshPAk,

z3threshPAk) respectively, wherez1threshPAk, z2threshPAk, z3threshPAk are zone 1, 2, 3 thresholds of

distance elements inPAk. The activation and de-activation of discrepancy nodes produces events,

based on eq. (6.1) - (6.6), which act as stimulus for TTA models of zone elements described in

previous section.
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Y act(D1PAk) = d z1PAk (6.1)

Y ina(D1PAk) = d0 z1PAk (6.2)

Y act(D2PAk) = d z2PAk (6.3)

Y ina(D2PAk) = d0 z2PAk (6.4)

Y act(D3PAk) = d z3PAk (6.5)

Y ina(D3PAk) = d0 z3PAk (6.6)

The TFPG nodeFTL p
1 represents faults in 0-20% of the given line, therefore, any fault in

this segment will result in measured impedance to fall in the range (0,z1theshPA j) for PA j and

(z1threshPAk, z2threshPAk) for PAk. Thus, there should exist a fault propagation edge between node

FTL p
1 and discrepancy nodesD1PA j, D2PAk as shown in Figure 6.12. Similarly, there are two fault

edges betweenFTL p
3 and discrepancy nodes,D2PA j, D1PAk capturing the effect of any fault in seg-

ment, 80-100% of the line. Lastly, the fault edges starting fromFTL p
2 and ending at nodesD1PA j,

D1PAk models the fault effect propagation when a physical fault is injected 20-80% length ofTL p.

The fault effects transcend component boundaries and the zone 2 or zone 3 elements of a neigh-

boring protection assembly can detect reduction in impedance. To capture inter-component fault

effect propagation, we create two uncertain fault edges between the local fault node and discrep-

ancies nodes,D2PAi andD3PAi associated with a remote protection assemblyPAi connected to an

arbitrary adjacent lineTL i. The fault effect can propagate only if the zone 3 element ofPAi can

detect fault conditions i.e.,z3threshPAi � zTL i + zTL p, wherezTL i andzTL p are the impedance of

the lines. Similarly, there are incoming edges from the fault nodes associated with the TFPG sub

models of neighboring transmission lines that reach the local discrepancy nodes,D2PAk, D2PA j,

D3PAk andD3PA j as indicated in Figure 6.12. These inter component fault propagation edges are

marked uncertain because the segment represented by the fault node is calculated based on the zone

1 threshold of primary protection assemblies. These line segments can be further divided based

on secondary or tertiary protection assemblies. However, such re�nement depends not only on the

impedance thresholds of zone 2 and 3 elements but also on the actual power �ow. We consider

87



Figure 6.12: Partial TFPG in TCD component model of transmission line
Blue and red colored edges denote certain and uncertain edges respectively

the re�nement of the fault nodes as the task to be handled as future work. It is important to note

that inter component fault edges (FTL y
x , D2PAz) and (FTL y

x , D3PAz) are mutually exclusive i.e. fault

effect fromFTL y
x can only take one path and reach eitherD2PAz or D3PAz.

The operating conditions that in�uences the fault propagation depends upon the �ow of power

from a generator (source) to the fault location (sink). Power can �ow through a path if all the

breakers along the path are in closed position. Quantifying different system modes is analogous to

identifying different paths or breaker con�gurations for power to �ow from source to sink. For small

networks calculating these distinct paths between sources and fault location is feasible but for larger

networks enumerating all system modes is infeasible as the number of path between two nodes can

increase exponentially with the size of the network. The activation condition associated with an edge

between nodesFTL y
x andDzPAk can also be viewed as presence of at-least one active3 simple path

starting from any of the sources and terminating at faulted equipment,TL y such that the protection

assemblyPAk is part of it. Thus any path can be divided into two segments, the �rst segment is

between the faulted equipment and the protection assembly, whereas the second segment starts at

protection assembly and ends at the power source. We label the collection of protection assemblies

in the �rst segment as a local mode,m2 EM(FTL y
x ;DzPAk) and the edge activation condition based

onm is de�ned in eq. (6.7)

W(m) =
^

i2m

CLOSEi ^ G(PAk;g;TL y) (6.7)

where CLOSEi is the location of breaker associated with theith protection assembly,g is an

arbitrary generator (power source),G(p;q; r) is boolean function that evaluates to true if there exists

3 An active path imply all breakers along that path are in close location.
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an active path betweenp andq that does not containr. By de�ning the attributeEM of a fault

edge based on local modes aids in avoiding huge overhead of enumerating all system modes as the

number of local modes i.e distinct paths between protection assembly and fault location are very

less as compared to complete distinct paths between power source and faulted location due to the

proximity of the protection assembly to the fault location. The last attribute associated with an

edge is the maximum and minimum time taken for the fault effect to propagate over the edge. This

duration depends upon the time taken by protection relays to detect reduction in impedance. For

modern protection relays, this time period ranges between [0, 0.032] secs [16].

6.3.2.2 Modeling Abnormal Conditions

Abnormal conditions pertain to operating conditions such as branch overloads that can gradually

weaken the system resulting into uncontrolled tripping of power system equipment. In this study,

we are interested in capturing the effect of protection actions (distance and overload elements) in

creating a cascade of branch overloads while considering detection and stuck faults in relays and

breakers. We extend the TFPG sub-model in the component TCD of a transmission line with two

discrepancy nodes,OPAk, OPA j as shown in Figure 6.13. These discrepancies denote the detection

of increase in current, i.e., overload conditions in the transmission line as measured by overload

elements in protection assembliesPAkandPA j respectively.

A remote transmission line,TL i, can experience the overload condition as result of opening

of a breaker in any of the two protection assembliesPAk and PA j. The open command can be

instructed by distance or overload elements inPAkandPA j. To model this causal relationship, an

uncertain inter component fault propagation edge is created between every local discrepancy node

(DzPAk, DzPA j, OPAk, OPA j 8z2 f 1;2;3g) and the overload discrepancy node of another component,

OPAi. The mode condition for such an edge requires that the breaker in the protection assembly

associated with the source node is in OPEN location and the power should be �owing through the

remote equipment. Enumerating all complete paths between power sources and loads which contain

the remote equipment is challenging and we again specify these requirement based on local mode,

m andGas described for an edge emanating fromDzPAk in eq. (6.8)
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Figure 6.13: Complete TFPG in TCD component model of transmission line

W(m) = OPENPAk^
�
(G(g;PAi;TL q) ^ G(l ;PA j;TL q)) _ (G(g;PAi;TL q) ^ G(l ;PA j;TL q))

�

(6.8)

whereg is power source,l is a load and (PAi, PA j) are the protection assemblies connected to

the two ends of remote transmission line,TL q. Similarly, there are incoming edges that terminate

atOPAk or OPA j implying the action of remote protection assemblies can overloadTL p as indicated

in Figure 6.13. Its important to point out that the actual overloading of the equipment depends

upon the quantitative power �ow and topology analysis, which a qualitative TFPG model cannot

completely capture. Thus to overcome this limitation, we over-approximate the causal relationship

between opening of a breaker in one component and overloading of other by connecting the dis-

crepancy nodes of a TCD component model of a line to every overload discrepancy node in the

TCD component model of the remaining lines in the rest of the network along with marking these

edges as uncertain. Lastly, the time attribute,ET of these edges depends upon the time it takes for

the overcurrent element to detect these rise in current and is of the order of 0-2 cycles, i.e., 0-0.032

secs [17].

6.3.3 System Fault Model Synthesis

The system TCD fault model is synthesized by aggregating the individual TCD component

models as described in the eq. (6.9), whereM sys is the system fault model andM ci is theith com-
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Figure 6.14: Fault Model Synthesis Block Diagram

ponent model. The semantics of the complete model can be derived by the parallel asynchronous

composition of the individual TCD models.

M sys= M c1 [ M c2 [ ::: [ M cn (6.9)

Creating TCD fault model for cyber physical energy systems manually is tedious and error prone

task due to the large number of equipment involved. We have created a model transformation,A ,

that generates TCD fault model from a power network as highlighted in Figure 6.14. The input

types supported in the current version includes, case formats of widely used load �ow solvers4

such as MatPower [143], PyPower [144] and PandaPower [145] along with IEEE Common Data

Format (CDF) [146]. According to Figure 6.14, the block labeled asTCD-Generatorperforms the

transformation by translating PyPower or MatPower case �les, whereas, the remaining supported

input formats are �rst translated to MatPower or Pypower �les using standard utility functions such

ascdf2mpcandpandapower.coverter.toppc. The generated TCD fault model can be serialized in

two formatsPickleor JSONand the corresponding translation algorithm is described in listing 5.

The algorithm accepts a network graph,N outlining different types of equipment along with

their physical connections and produces a TCD fault model,M . The translation procedure starts

4In power engineering, a load �ow solver performs numerical analysis of the �ow of power in the interconnected
system.
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Figure 6.15: Two transmission line network

by creating two maps,to busand f rom busto store the buses connected to every transmission line

[lines 2-4]. After that two hash map based adjacency lists are created, where key is transmission line

label and values are the neighboring lines. Using the adjacency lists, then algorithm determines pri-

mary and secondary protection assemblies for every transmission line. This information is stored in

terms of three maps,p asm, s asmto, s asm f rom as indicated in the algorithm [lines 5-9]. Based

on these maps [lines 3-9], the algorithm synthesizes a TCD component model of each transmission

line,M t [line 40] by creating fault nodes (physical and cyber)[lines 11-12] , discrepancies related to

impedance reduction and overload [lines 13-14], intra-component certain fault edges between phys-

ical fault nodes and local discrepancies (typeD1 andD2) followed by identifying all local modes

for these edges [lines 15-18]. As stated in previous section, a local mode is an enumeration of a

path between fault source and discrepancy associated with a given protection assembly. Since the

hop count between the faulted equipment and secondary protection device is bounded due to zone

reaches, enumerating all paths has polynomial complexity. After creating local edges, the algorithm

creates incoming uncertain inter-component edges between fault nodes in TCD components of other

lines and local discrepancy nodes (typeD2 andD3) signifying impedance reduction followed by

edges terminating at local overload discrepancy nodes from discrepancy nodes in the TCD compo-

nent of remaining lines [lines 22-35]. In the end, TFPG node activation and de-activation events

are created followed by instantiation of TTA templates [lines 37-39]. Table 6.1 shows the generated

system TCD model (aggregation of two component models) for a two transmission line system as

highlighted in Figure 6.15. The network consists of two transmission linesTL p andTL q that

transfer power from two generators indicated by generator busesB1, B3 to a common load busB2.
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Algorithm 5: Fault Model Synthesis
Input: N
Output: M

1 begin
2 G, B, T, TXR, L  identifyEquipment (N)
3 to bus createToBusMap (N)
4 f rom bus createFromBusMap (N)
5 a list to, a list f rom  createAdjacencyLists (N)
6 p asm identifyPrimProtection (N, to bus, f rom bus)
7 line reach identifyZoneReach (N, p asm, a list to, a list f rom)
8 s asmto  identifySecProtection (N, line reach, a list to, p asm)
9 s asm f rom identifySecProtection (N, line reach, a list f rom, p asm)

10 foreacht 2 T do
11 Fphy  createPhyFaults (t)
12 Fcyb  createCybFaults (p asm, t)
13 Ddist  createDistanceDiscrepancies (p asm, t)
14 Dovr  createOverloadDiscrepancies (p asm, t)
15 Eintra  createIntraFaultEdges (Fphy, Ddist)
16 ND  markEdgesCertain (Eintra, ND)
17 ET  markPropagationTime (Eintra, ET)
18 EM, Mintra, W identifyLocalModes (Eintra, EM, Omega)
19 E  Eintra

20 M  Mintra

21 foreacht1 2 T � t do
22 temp createDistanceDiscrepancies (p asm, t1)
23 temp temp[ createOverloadDiscrepancies (p asm, t1)
24 Eovr

inter  createInterFaultEdges (temp, Dovr)
25 PA (s asmto[t1] [ s asm f rom[t1]) \ p asm[t]
26 Edist

inter  ?
27 temp createPhyFaults (t1)
28 foreach p 2 PAdo
29 Edist

inter  [ createInterFaultEdges (temp, Ddist)
30 end
31 ND  markEdgesUnCertain (Eovr

inter [ Edist
inter, ND)

32 ET  markPropagationTime (Eovr
inter [ Edist

inter, ET)
33 EM, Minter, W identifyLocalModes (Eovr

inter [ Edist
inter, EM, W)

34 E  E [ Eovr
inter [ Edist

inter
35 M  M [ Minter

36 end
37 Sact, Y act  createActivationEvents (Ddist [ Dovr [ Fphy [ Fcyb )
38 Sina, Y ina  createInActivationEvents (Ddist [ Dovr )
39 Q, Q0, Tr, F , S  createAssemblyTTA (p asm, t, Sact, Sina)
40 Mt  f Fphy, Fcyb, Ddist, Dovr, E, M, ET, EM, ND, W, Y act, Y ina, Q, Q0, Tr, F , Sg
41 M  M [ Mt

42 end
43 end
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Figure 6.16: TFPG sub-model for two transmission network

6.4 Evaluation

In this section, we show the soundness of the proposed TCD fault model synthesis approach

for a power transmission system (CPES). We also present the scalability results of the generation

algorithm with the help of number of standard IEEE power networks. The system fault model is

composed of individual fault models where each component model consists of a set of templates of

the same behavioral models (TTA) and collection of fault edges representing effect of physical faults

and abnormal conditions. We used a hybrid evaluation strategy where we verify the TTA models

w.r.t to safety and liveness requirements encoded as TCTL properties and validate the signature of

physical faults, i.e., edges between fault nodes and discrepancy nodes with extensive simulation

based testing using a Python based dynamic simulator [147].

6.4.1 TTA Veri�cation

We begin the TTA veri�cation by identifying the different safety and liveness requirements

based on the behavior of protection assembly components. These requirements are enumerated as

follows

(R1) In the absence of cyber faults, a zone 1 fault in a transmission line should be detected by all

zone elements of the associated distance protection within 32 milliseconds.

(R2) In the absence of cyber faults, a zone 2 fault in a transmission line should be detected by zone

2 and 3 elements of the associated distance protection within 32 milliseconds.
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(R3) In the absence of cyber faults, a zone 3 fault in a transmission line should be detected by only

zone 3 element of the neighboring distance protection within 32 milliseconds.

(R4) In the absence of cyber faults, overload protection should detect the abnormal conditions

within 32 seconds.

(R5) In the presence of missed detection fault, distance and overload protection elements should

fail to detect fault and abnormal conditions.

(R6) In the presence of zone 1, zone 2 zone 3 and overload spurious detection faults, the respec-

tive elements should trigger breaker commands irrespective of the actual faults or abnormal

conditions.

(R7) In the absence of stuck close fault, a breaker should transition from close to open location

after receiving open command.

(R8) In the presence of stuck close fault, a breaker should ignore the commands from protection

elements.

The above mentioned requirements are evaluated in context of an arbitrary component TCD

model with three physical fault nodes (F1, F2, F3) and ten cyber fault nodes, where F1, F2 and F3

models the injection of zone 1, zone 2 and zone 3 faults respectively. The fault model also consists

of four discrepancy nodes and six fault propagation edges along with six TTA models labeled as

Z1element, Z2element, Z3element, Ovrelement, Breaker1 andBreaker2. The �rst three elements

are associated with distance protection while the fourth is an overload protection element and the

last two models the behavior of a breaker. The complete system also includes four fault injector

automata,phy, cyber1, cyber2, cyber3, a mode calculator, a discrepancy de-activator and a global

clock ticker. The �rst fault injector in the list introduces physical fault in the system while the

rest injects cyber faults i.e. detection faults in distance protection, overload relay and stuck faults

in breaker at a given time governed by the template parameter,in ject time. The TCTL properties

based on the concrete example and the requirements satis�ed by them are listed as follows.

(P1) phy.S1 and cyber1.S5 --> Z1element.TRIPPED and Z2element.WAIT

and Z3element.WAIT and abs time > phy.inject time + F1 D1.t max
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(P2) phy.S2 and cyber1.S5 --> Z1element.IDLE and Z2element.WAIT

and Z3element.WAIT and abs time > phy.inject time + F2 D2.t max

(P3) phy.S2 and cyber1.S5 --> Z1element.IDLE and Z2element.WAIT

and Z3element.WAIT and abs time > phy.inject time + F3 D3.t max

(P4) F1 D1.S9 and cyber1.S5 and cyber2.S3 and cyber3.S4 -->

Ovrelement.WAIT and abs time > phy.inject time + F1 D1.t min

+ breaker1.tto + D1 D4.t max

(P5) F2 D2.S9 and cyber1.S5 and cyber2.S3 and cyber3.S4 -->

Ovrelement.WAIT and abs time > phy.inject time + F1 D1.t min

+ Z2elment.delay + breaker1.tto + D2 D4.t max

(P6) F3 D3.S9 and cyber1.S5 and cyber2.S3 and cyber3.S4 -->

Ovrelement.WAIT and abs time > phy.inject time + F1 D1.t min

+ Z3elment.delay + breaker1.tto + D2 D4.t max

(P7) cyber1.S1 --> Z1.element.MISSED and Z2.element.MISSED and

Z3.element.MISSED and abs time > cyber1.inject time

(P8) cyber2.S1 --> Ovrelement.MISSED and abs time >

cyber2.inject time

(P9) (cyber3.S2 or cyber3.S4) and (Z1element.TRIPPED or

Z2.element.TRIPPED and Z3.element.TRIPPED) --> breaker1.OPEN

(P10) (cyber3.S1 or cyber3.S4) and (Ovrelement.TRIPPED) -->

breaker2.OPEN

(P11) cyber3.S1 or cyber3.S3 --> breaker1.CLOSE and abs time >

cyber3.inject time

(P12) cyber3.S2 or cyber3.S3 --> breaker2.CLOSE and abs time >

cyber3.inject time
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Figure 6.17: WSCC 9 Bus System

6.4.2 TFPG Validation

We validate the proposed TFPG model by proving that all feasible fault propagation paths (see

de�nition 6.4.1) can be produced by the TFPG model. In the context of CPES, the �rst element

in the fault propagation path represents a physical fault in a transmission line and the following

element consists of a set of impedance reeduction discrepancies that constitute fault signature and

the rest of the elements of the sequence are collection of multiple overload discrepancies. With

the help of a simulation model [147], we �rst show the physical fault signature of all transmission

line faults is complete and based on this result, we present a theoretical proof to demonstrate the

appropriate coverage of the TFPG model.

De�nition 6.4.1 (Fault propagation path). A fault propagation path is a sequence of sets of activat-

ing TFPG nodes where the initiating node is a physical fault node and the subsequent elements are

collections of one or more discrepancy nodes.

To validate the fault signature of transmission line faults, we used a standard Western System

Coordinating Council network with 3 generators, 9 buses, 3 transformers, 3 loads and 6 transmis-

sion lines as highlighted in Figure 6.17. Each transmission line is divided into 10 equal segments

and a fault is injected one at a time in each segment at a random location using uniform distribution.

We observed that the activation of discrepancies with intra-componentcertainedge, (ND = False)
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Line
jactualj=jexpectedj actual� expected

Certain Un-certain Certain Un-Certain

TL4 5 1, 0 0.47, 0.08 0, 0 0, 0

TL5 6 1, 0 0.45, 0.1 0, 0 0, 0

TL6 7 1, 0 0.47, 0.08 0, 0 0, 0

TL7 8 1, 0 0.44, 0.11 0, 0 0, 0

TL8 9 1, 0 0.44, 0.11 0, 0 0, 0

TL9 4 1, 0 0.44, 0.11 0, 0 0, 0

Table 6.2: Transmission line fault signature simulation results (mean, standard deviation)

are correctly identi�ed by the model. However, TFPG over-approximates the inter-componentun-

certain(ND=True) discrepancies as anticipated. Table 6.2 summarises the results for each transmis-

sion line by highlighting the ratio and difference between expected and actual (simulated) activated

discrepancies related to certain and un-certain edges.

Proposition 1. The set of all feasible fault propagation paths is a subset of the set of all fault

propagation paths produced by TCD model,M .

Proof. Let's assume there exists a feasible fault propagation pathp = Fa ! D1 ! D2 ! D3 which

cannot be generated by the TCD model,M , i.e., p =2 PM , wherePM is the set of all fault prop-

agation paths. Let's assume the set of impedance reduction discrepancies generated by the TCD

model isDM
1 and based on the simulation results we can safely say thatD1 � DM

1 which implies

that there does not exist any fault propagation edge betweenFa and discrepancies in the setD1 that

is excluded by set of edges betweenFa and the set of discrepanciesDM
1 .

Similarly, the generation algorithm 5 over-approximates the overload discrepancies by creating

multiple outgoing fault propagation edges to the overload discrepancies of all the remaining compo-

nent models such that every successive discrepancy set consists of all overload discrepancies. Thus,

all the fault propagation edges betweenD1, D2 andD2, D3 are covered in the set of edges between

DM
1 , DM

2 andDM
3 . Hence our initial assumption is wrong and ifp is feasible then it is member of

PM .

99



Figure 6.18: Timing analysis of the TCD generation algorithm
The annotation on the graph includes the number of lines and time to generate the TCD model

6.4.3 Scalability and Timing Analysis

The identi�cation of inter-component fault edges and local modes is the most computational

expensive task in generating a TCD model. The identi�cation of inter-component fault edges involve

identifying secondary protection assemblies for a given component whereas local mode depends

upon the enumerating all paths between protection assemblies and fault location. Due to constraints

imposed by the zone 2 and zone 3 thresholds, the hop count between faulty equipment and secondary

protection assemblies is limited, which restricts the number of feasible paths between the two,

leading to a polynomial time complexity of the generation algorithm as indicated by Figure 6.18.

The y-axis denotes teh time to generate the TCD model in secs whereas x-axis has a logarithmic

scale in the number of lines obtained from six standard IEEE power transmission networks, 9, 14,

39, 57, 118, 300 Bus System5. The scale of the generated TCD model is summarised in Table 6.3,

which shows the linear rate of increase of all elements of TCD model with size of network (number

of lines) except fault edges and local modes.

6.5 Summary

In this chapter, we described the component TCD model that represents 1) the effect of physical

fault in transmission lines, 2) overload conditions caused due to fault isolation and 3) the response

5https://icseg.iti.illinois.edu/power-cases/

100



Components 9 Bus 14 Bus 39 Bus 57 Bus 118 Bus 300 Bus

Generators 3 5 10 7 54 69

Loads 3 11 21 42 99 196

Branches 9 20 46 78 179 409

Lines 6 15 34 62 170 290

Transformers 3 5 12 16 9 119

Fault Nodes 78 195 442 806 2210 3770

Discrepancies 48 120 272 496 1360 2320

Fault Edges 564 3798 18452 62944 495524 1356036

Locations 288 720 1632 2976 8160 13920

Transitions 504 1260 2856 5208 14280 24360

Events 300 750 1700 3100 8500 14500

Table 6.3: Scale of generated TCD models for different IEEE networks

of distance and overload protection elements while modeling the detection faults. We also presented

a graph theoretic approach for generating a system TCD model from individual TCD component

models without the help of any load �ow or power system simulation. In the end, we validated the

TCD component model using a 9 Bus System.

6.6 Contributions

We introduced TCD component model, generation algorithm and associated tool chain target-

ing only the physical faults in the workshop paper titled,A component-based approach for modeling

failure propagations in power systems[148] followed by a conference paper, titled,Towards diag-

nosing cascading outages in cyber physical energy systems using temporal causal models[149]

which extended the fault model to include abnormal operating conditions. Python based utility to

generate TCD model from the system topology and fault models of standard IEEE networks along

with UPPAAL TA templates for protection system components can be downloaded from the repos-

itory [140].

101



Chapter 7

Fault Diagnosis using TCD Fault Models

7.1 Problem Statement

Develop a transformation,A 2 :
�
H � A� M f ault � t

�
! (H � t), that creates a new or updates

the existing hypotheses to explain the current state of the CPES on the basis of alarms produced by

the protection system components and their observed state.H, A, M f ault, t represent hypothesis,

alarms, fault model and time respectively.

7.2 Challenges

The foremost challenge is to create a diagnosis system that produces an integrated hypothesis

set by extending the classical TFPG reasoning algorithm to include the diagnosis of latent faults in

protection system such as detection and stuck faults. The second challenge is to enable reasoning

algorithm to handle delayed or out of order processing of received alarms. This challenge arises

due to the geographically distributed nature of power system. This dispersion can lead to signi�cant

delay in the reception of an alarm due to unreliable communication channels, clock differences etc.

Protection equipment such as zone 1 element of a numerical relay can isolate faulty equipment in

less than a second. These fast acting protection equipment impose constraints on the performance

of the reasoning algorithm. Thus, a reasoning algorithm should be able to process alarms and

produce correct hypotheses in a reasonably swift fashion so that system operator has suf�cient time

to perform corrective actions.

7.3 Solution Approach

We present a hierarchical approach for diagnosing faults in CPES. Figure 7.1 shows the layered

architecture of the proposed diagnosis system indicating the type of components in each layer and

their respective data exchange. The bottom layer consists of the power system apparatus or physical
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Figure 7.1: Data-�ow diagram of fault diagnosis in CPES using TCD fault models

components such as generators, transmission lines, transformers, etc and the next layer consists of

protection equipment such as numerical relays and breakers that are responsible for safeguarding

the system. The relays in the protection layer controls the state of the breakers based on the voltage

or current samples and the actuator state governs the power �ow in the physical components. The

amalgamation of these layers forms a CPES such as transmission system or distribution system.

The next level in the hierarchy is referred to as an Observer layer. This layer hosts a number of

local diagnosers, calledObservers, which track the behavior of protection assemblies by observing

the event summaries generated by the numerical relays and hypothesize about the state of physical

system using TTA models. Observers generate multiple local hypothesis in the form of alarms

and forward it to the �nal layer. The last layer consists of a global TFPG reasoner that combines

local hypothesis from all observers to create an integrated hypothesis set. Each hypothesis in the set

provides reasoning about faults in both physical and cyber components based on the alarms received

from observers, TFPG model and system topology. The top two layers collectively represent the

TCD based diagnosis system, described in more detail in the following sections
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7.3.1 Observer Layer

The responsibility of the observer layer is to parse the event summaries produced by numerical

relays in different protection assemblies and estimate the state of the tracked component. For ev-

ery protection assembly, the layer consists of three observers, i.e., dedicated observer routines for

distance protection, overload relays and breaker. The input event summary includes time stamped

events related to breaker trigger command, actuator physical state change, detection of change in

impedance and line current. The function of distance and overload protection observer is to infer

the activation events,d z1PAk, d z2PAk, d z3PAk andd oPAk while the breaker observer signals the

changing mode conditions as well as presence of stuck faults. We refer the output of an observer as

a derived alarm that is consumed by the global TFPG reasoner. A derived alarm is represented as a

tuple, (e t, e l ,t), wheree t denotes the type of an event (activation and de-activation of TFPG nodes

or breaker state change),e l is an identi�er the signi�es the label associated with the tracked ele-

ment in the protection assembly andt is the hypothetical time of occurrence of the respective event

in the physical system. Each observer is modeled as UPPAAL TA and the following subsections

describe them in detail.

7.3.1.1 Distance Protection Observer

Distance protection observer signals the presence of physical fault conditions and determine

the location of fault relative to the protection assembly i.e zone 1, 2 or 3 by inferring the pres-

ence of events,d z1PAk, d z2PAk or d z3PAk. Figure 7.2 shows the UPPAAL TA template of the

distance protection observer that tracks three zone elements based on the TTA models described

in the previous chapter. The automaton consists of twenty locations whileS1 being the initial lo-

cation. The observer responds to the input events,z1, z2, z3, z1 ina, z2 ina, z3 ina, cmd open

serialized in the event summaries and generates six local hypotheses represented by boolean vari-

ables,hyp Z1 act, hyp Z1 ina, hyp Z2 act, hyp Z2 ina, hyp Z3 act andhyp Z3 ina, where the

evaluations,hyp Z j act = True andhyp Z j ina = True indicate the presence of activation event

d zPAk
j and de-activation eventd0 zPAk

j respectively.

In the absence of cyber faults, the activation event,d z1PAk forces all the zone element automata

to leaveIDLE location and generate observable eventsz1, z2, z3 related to detection of fault con-
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ditions. Based on this expected behavior, observer transitions out ofS1 to �nally reach S8 while

setting the variablehyp z1 act. The automaton can take a total of six paths depending upon the

order the events are observed. For instance, if the order of observance isd z2, d z3, d z1 then the

observer will follow the path,S1 ! S2 ! S4 ! S8. At each intermediate location, the automaton

waits for at mostlat secs which is equal to the sum of maximum detection time of fault conditions

(tmax) and propagation delay (d). In the current implementation,lat is chosen to be 20 millisec-

onds whered is assumed to be 4 milliseconds and the value oftmax is 16 milliseconds as per relay

datasheet [16]. Ford z2PAk, only zone 2 and 3 element automata should transition out ofIDLE

location leading to generation ofz2 andz3 events. These events force the observer automaton to

transition toS4 via S2 or S3, depending upon the order of observance. While inS4, the observer

waits forlat seconds before concluding the presence ofd z2PAk by settinghyp z2 act variable if no

other event is detected. Similarly, ford z3PAk only zone 3 element should generatez3 event forcing

the observer to jump toS2 and deducing the presence ofd z3PAk by setting the variablehyp z3 act,

if no other event is detected inlat seconds.

The distance protection observer cannot diagnose cyber or detection faults due to the absence

of the indicator events that distinguish between nominal and faulty behavior as described in the

paper [150]. The missed detection fault forces all zone elements and the corresponding observer to

ignore the fault conditions. While the spurious detection fault causes the zone elements to generate

events under no phyiscal fault conditions compelling the observer to incorrectly deduce the presence

of physical faults. Table 7.1 summaries the response of the observer to various combinations of

spurious detection faults based on Figure 7.2. These detection faults are diagnosed by the TFPG

reasoner based on derived alarms received from multiple observers. The other limitation of the

observer model is that it assumes a minimum temporal separation between fault injection events

in the physical. This time separation is required by the observer to correctly distinguish the two

separately occurring fault conditions. In the current implementation, the time period is equal to the

zone 3 wait time i.e. 1.5 secs.
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Figure 7.2: Distance protection observer UPPAAL TA
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Table 7.1: Observer response to zone element spurious detection faults

Zone 1 Zone 2 Zone 3 Output

Yes X X hyp z1 act True

No Yes X hypz2 act True

No No Yes hypz3 act True

Figure 7.3: Overload protection observer UPPAAL TA

7.3.1.2 Overload Protection Observer

Overload protection observer is responsible for detecting the presence and absence of branch

overload in the physical system based on the event summaries received from numerical relays. Fig-

ure 7.3 shows the UPPAAL TA template of the observer that tracks an overcurrent element. The

automaton has three locations withS1 being the initial location. The observer reacts to eventsoPAk,

o inaPAk andcmd openwhereo ando ina are related to assertion and negation of trigger condi-

tion of the overcurrent element. The observer generates two hypothesis represented by the events,

hyp o act andhyp o ina to signal the presence and absence of overload conditions. While in initial

locationS1, the observer waits for the overload relay to signal overload conditions i.e. observance

of o. After detecting the overload conditions, the observer signals generates the eventhyp o act and

transitions toS2 locations. While inS2, the observer either waits foro0or cmd openevents. If the

o ina is detected then observer declares the absence of overload conditions by emanatinghyp o ina

and transitioning back toS1. On the other hand if the overload conditions persists and observer de-

tects a breaker command, it transitions toS3. Similar to distance protection observer, this observer

is not able to diagnose detection faults and will depend upon TFPG reasoner to revise its hypothesis.
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7.3.1.3 Breaker Observer

Figure 7.4 illustrates the UPPAAL TA template of an observer that tracks operation of a breaker.

The breaker observer indicates mode change events i.e. when the physical state of the breaker

changes from open to close or close to open and the presence of stuck faults. The automaton consists

of four locations withS1 being the initial location. The observer tracks the breaker by extracting

events such ascmd open, cmd close, act sc openandact sc closefrom the event summaries. The

eventscmd open, cmd closerelates to the bit change when a numerical relays instructs a breaker to

open and close andst open, st closedenotes the change in the state of breaker to open and close.

The observer transitions fromS1 to S2 after observingcmd openevent and waits for fortto+

lat secs to detectact sc open. The expression,tto+ lat is the sum of the actual time to open

the breaker ( 50 milliseconds) and the delay associated with transmission and parsing of event

summaries ( 4 milliseconds). If the automaton observes the event before the deadline, it moves to

locationS3 and emits mode change event, denoted by setting the variablehypact sc openvar to

true. On the other hand, if the event is not observed, the automaton moves back to locationS1 and

concludes the presence of stuck close fault by setting the variablehyp f stuckclosevar to true .

In a similar fashion, the automaton jumps from locationS3 to S4 after observingcmd closeevent

and while inS4, the observer waits forttc+ lat secs to detectact sc closeevent before concluding

stuck close fault. If the event is detected, the automaton jumps toS1 while setting the variable

hypact sc closevar to true, otherwise stuck fault is signaled by settinghyp f stuckopenvar to

true while transitioning back toS3.

7.3.2 TFPG Reasoner Layer

Observer layer cannot diagnose missed and spurious detection faults as distance and overload

protection observers generate derived alarms based on limited local information. A global diagnoser

is required to produce an integrated hypothesis set based on the derived alarms from the observer

layer that includes reasoning about the physical faults in power equipment, missed or spurious de-

tection faults in protection relays and stuck faults in breakers. The reasoner uses TFPG sub-model

of system TCD model that link alarms from different observers to fault nodes as described in last

chapter. The underlying reasoning algorithm is graph theoretic in nature and exploits consistency
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Figure 7.4: Breaker observer behavior model

relationship between TFPG nodes de�ned using three state mappings:physical, observed, andhy-

pothetical.

A physical state corresponds to the actual state of all nodes in the TFPG model. At any timet,

the physical state is given by a mapPSt : V ! f ON;OFFg � R+ , whereV is the set of nodes in the

TFPG model. An ON state for a node indicates that the fault effect has reached the node (activated),

otherwise, it is set to OFF. We use attributesPSt(v).state andPSt(v).time to refer the state of the

nodev and the last time it is changed. A similar map,EPSt de�nes the state of edges based on the

current mode of the system. The state of an edge,e2 E is ONif m2 EM(e), wherem is the current

system mode andEM is the edge mode map de�ned in TCD model.

An observed state at timet is de�ned by two mapsOSt : D ! f ON;OFFg � R+ , EOSt : E !

f ON;OFFg � R+ whereD is the set of discrepancy nodes andE is set of fault propagation edges.

The observed state of the system (node + edges) may not be consistent with the physical state due to

potential alarm failures. Consistency is a a binary relation on the set of observed states for adjacent

nodes at a given time and is de�ned in terms of the causality and propagation timing information

expressed in the TFPG model. Formally, for any two TFPG nodesd andd0, we sayd is timing

consistent withd0at timet if there exists an edge, i.e., (d, d0) 2 E and one of the equations (7.1) -

(7.4) are satis�ed.
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OSt(d):state== OFF ^ OSt(d0):state== OFF (7.1)

OSt(d):state== ON^ OSt(d0):state== OFF ^ EOSt(d;d0):state == OFF (7.2)

OSt(d):state== ON^ OSt(d0):state== OFF ^ EOSt(d;d0):state == ON^

t < max(OSt(d):time; EOSt(d;d0):time)+ ET(d;d0):tmin (7.3)

OSt(d):state== ON^ OSt(d0):state== ON^

ET(d;d0):tmax� OSt(d0):time� max(OSt(d):time; EOSt(d;d0):time) � ET(d;d0):tmin (7.4)

The aim of the reasoning process is to �nd a consistent and plausible explanation of the physical

state based on the observed state. Such an explanation is given in the form of a valid hypothetical

state. Similar to physical states, hypothetical states are de�ned for both discrepancies and fault

nodes. A hypothetical state de�nes state of all TFPG nodes and the interval in which each node

changes its state. Formally, it is given by a map,HSt : V ! f ON;OFFg � R+ � R+ . We will write

HS(v).terl, HS(v).tlat to indicate the estimated earliest and latest time of state change of nodev. A

hypothetical state is an estimation of the physical state of all nodes in the system which must be

consistent with the modal and temporal constraints of the underlying TFPG. Formally, we say the

hypothetical state,HSt of a noded, is consistent if

• HSt(d) == OFFand one of the equations (7.5) or (7.6)) holds true for all any edge(v;d) 2 E.

• HSt(d) == ONand both of the equations (7.7) and (7.8) are true for any edge(v;d) 2 E.

HSt(v) == OFF (7.5)

HSt(v) == ON^ EOSt(v;d):state== ON^

t < max(HSt(v):tlat; EPSt(v;d):time)+ ET(v;d):tmin (7.6)

HSt(d):terl � min
v2Ud

�
HSt(v):terl+ ET(v;d):tmin

�
(7.7)

HSt(d):tlat � min
v2Ud

�
HSt(v):tlat+ ET(v;d):tmax

�
(7.8)
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whereE, V is the set of all fault propagation edges and nodes in system TCD model.Ud

is a set of parent nodes ofd such that hypothetical state of each element inUd is ONi.e. Ud =

f v 2 Vj(v;d) 2 E and HSt(v):state= ONg.

7.3.2.1 Hypothesis Structure and Ranking

A consistent hypothetical state of the system, i.e., valuation ofHSt , constitutes a hypothesis.

Theoretically, the number of plausible hypotheses can grow exponentially w.r.t observed alarms over

time. The mean time between failure rates for numerical relays with PUTT scheme is considered

75-100 years [16], which implies the event with large number of numerical relays failing in a same

year to have very low probability. Based upon this fact, we �lter out those hypotheses that lists more

than 5 detection faults in order to limit the size of hypothesis set from increasing exponentially.

Furthermore, we use law of parsimony to rank hypotheses in the set, which suggests if a hypothesis

can explain consistently all of the observed events, then it should be considered more plausible than

the one, which additionally requires the assumption of alarm failure (protection system faults). Thus

generated hypotheses are ranked based on the ability of a hypothesis to explain all observed alarms

with minimum number of physical and protection system faults. For better readability, a hypothesis

can also be viewed as a collection of projected fault nodes with their supporting and inconsistent

observed alarms. Formally, we de�ne hypothesis as a tupleh = < Fh; Ch; Ih; Mh; Eh > , where

• Fh � F is a set of faults projected by the hypothesis,h. The set is further divided into two

disjoint sets,F phy
h andFcyber

h based on the nature of faults i.e. physical or protection system.

• Ch � D is a set of discrepancies that support the hypothesish.

• Ih � D is a set of discrepancies that are inconsistent with the hypothesish. An observed

discrepancy can be inconsistent w.r.t to a hypothesis if it violates consistency constraints

de�ned in previous section.

• Mh � D is a set of discrepancies that were expected to be observed but did not signal.

• Eh � D is a set of discrepancies that are expected to signal in the future according to the

hypothesis.
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7.3.2.2 TFPG Reasoner

The objective of the reasoning process is to provide a set of consistent state estimation (hy-

potheses) based on the observations that closely matches the actual state of the system. The TFPG

reasoner creates new hypotheses or updates the existing set in response to types of events. We

classify these triggering events into two categories, 1)Externaland 2)Internal.

• An external event correspond to the derived alarms received from the observers. These alarms

can be further divided into two groups,Node State ChangeandMode Change. A node state

change event occurs when a distance or overload protection observer sends a derived alarm

related to activation or de-activation of a TFPG node such asd zPAk
j , d0 zPAk

j etc. Whereas a

mode change event occurs when the derived alarm is received from a breaker and is related to

change in physical status such asmodechangeclose.

• An internal event is generated for a given hypothesis,h on the premise that a speci�c expected

alarm,d will not be observed by a future deadline,td
co. These events are also referred to as

time-out events and represented by a tuple(h;d;td
co).

The reasoner executes the sequence of steps highlighted in algorithm 6 after receiving an event.

The algorithm handles different types of events i.e. node state change, timeout or mode change, by

calling functionshandleNodeStateChange (algorithm 8),handleTimeOut (algorithm 13)

andhanleModeChange (algorithm 12) respectively. The input to the master algorithm includes,

event to be processed (ek), hypothesis set after processing k-1 event (H k� 1), the equipment status

map (Uk� 1), TCD model (M ), network topology as collection of adjacency lists (G) observed node

state map (OSk� 1), observed edge state map (EOSk� 1), timestamp of last processed event (tk� 1)

and time indexed set or registry of reasoner response to previous events (I k� 1). The output of the

algorithm includes the updated hypothesis setH k, equipment status mapUk, node state mapOSk,

edge state mapEOSk and the set of timeout eventsT to be executed in future. The algorithm starts by

inspecting the timestamp of the incoming event to detect the out of order events. If the time-stamp

of the incoming event is older (less) than the previous processed event,T (ek) < tk� 1, thenek is

considered as out-of-order (Line 2). After detecting an out-of-order event, the reasoning algorithm

roles back theI k� 1 to eventej such that the associated timestampT (ej ) is less thanT (ek) (Line
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4) using functionrollBack . The output of the function includes the updated reasoner response

registry I j , hypothesis setH j , equipment statusU j , node state mapOSj , edge state mapEOSj

and time-sorted collection of events,Etk� 1
T (ek) between the time-stampsT (ek) andtk� 1. The reasoner

processes every event inEtk� 1
T (ek) by calling functionhandleEvent (Line 7). After processing each

event, the hypothesis set, equipment status, node state map, edge state map and registry of reasoner

response is updated and used for processing subsequent event. The generated timeout events are

added back to the setEtk� 1
T (ek) if the timestamp of an event lies betweenT (ek) andtk� 1, or otherwise

added to the setT (Lines 8-11).

The routinehandleEvent (algorithm 7) identi�es the type of the incoming event through a

functiongetType (Line 3) and dispatcheshandleNodeStatChange , handleModeChange

andhandleTimeout if the type of the event isNodeStateChange (Lines 4-6),ModeChange

(Line 7-9) andTimeout (Lines 10-12) respectively. The function is also responsible for storing

the reasoner response inI k based on the output of above mentioned function calls (Line 13). The

functionhandleNodeStateChange (algorithm 8) begins by identifying the nature of the state

change i.e. activation or de-activation event (Line 3). An activation event must be a member of

domain of the functionY act and the corresponding label is given by the inverse mapY � 1
act(L (ek))

whereL is the labeling function (Line 4). The function further calls two procedures depending

upon the kind of the node, i.e. Fault or Discrepancy (Lines 5-8). On the other hand if the event,ek

is related to node de-activation, then corresponding discrepancy label is given by theY � 1
ina (Line 11)

and node state map is updated (Lines 12-13).1

The algorithm 9 illustrates the sequence of steps followed by reasoner after encountering fault

node activation event. This derived alarm can only be related to stuck fault associated with breakers

in protection assemblies as rest of the detection faults are not diagnosable by the observer layer.

The reasoner updates the hypothesis set by iterating over each hypothesis and adding the stuck fault

to the fault set by using functionaddFaultNode (Lines 3-5) followed by updating the remaining

maps (Lines 6-10).

The functionhandleDiscrepancyActivation (algorithm 10) shows the procedure exe-

cuted by the reasoner after receiving an eventek related to activation of the discrepancy,label. The

algorithm begins by updating the node mapOSk and creating a copy of the hypothesis setH k� 1 as

1Due to the assumption of persistent faults, fault node de-activation event is not possible.
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Hcopy. The reasoner iterates over each hypothesish2 H and check for the timing consistency for the

discrepancylabel using functioncheckTimingConsistency (Line 7), which implements the

constraints eq. (7.5) - eq. (7.8) as described in previous section. Iflabel is deemed consistent then

the �ag isExplained is set toTrue and its moved from the expected set to consistent set (Line

8-9). The expected set of the hypothesish is also updated with the child nodes that are not part of

consistent set and corresponding timeout events are added toT (Lines 11-16). On the other hand, if

the discrepancylabel is inconsistent then its added to inconsistent set and corresponding spurious

detection faults are added to the hypothesis (Lines 17-20). If none of the existing hypothesis is able

to explain the observed alarm, denoted byFalse value of the �agisExplained then reasoner

tries to create new hypotheses usingcreateNewHypothesis (Line 24). If the current event is

the only event i.e. the size of hypothesis set is 0 then the reasoner addsjHj + 1 hypothesis toH k

(Line 25-17), where the extra hypothesis is also referred asnull hypothesis setwhich marks every

received discrepancy activation alarm as spurious. On the other hand, if the if the size of existing

hypothesis setH k� 1 is not 0, then the reasoner createsH k by merging the newly created hypoth-

esis setH with H k� 1 (Line 29-31) followed by updating the inconsistent discrepancy set of every

hypothesish 2 H to include all active alarms exceptek (Line 32-37) and add toH k (Line 38).

The reasoner executes the sequence of steps highlighted in algorithm 12 to process a mode

change event. A mode change event is generated by the observer when a breaker changes its location

from close to open. The algorithm begins by updating the equipment status mapUk (Lines 3-6)

followed by edge state map,EOSk (Lines 7-11). The reasoner iterates over every hypothesis in

the set to re-evaluate the expected discrepancies by clearing the existing set and then creating new

timeout events for every child node of each consistent discrepancy thats not part of missed set (Lines

15-23). The functionhandleTimeout is executed after encountering a timeout event. A timeout

event contains extra information such as 1) hypothesis identi�er, 2) discrepancy node that should

have been signaled and 3) the parent node. The reasoner updates every hypothesis in the set by

examining the expected set and if the target discrepancy is the member of the expected set, then its

moved from the expected to missed set by calling the functionmoveFromExpectedToMissed .

Please not that the function examines the uncertainty �ag and takes into account the possibility of

other timeout events that list the same discrepancy as target before removing it from the expected

set.
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Algorithm 6: TFPG Reasoning Algorithm
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, tk� 1, I k� 1, M , G
Output: H k, Uk, OSk, EOSk, I k, T

1 begin
2 if T (ek) < tk� 1 then
3 / * Out of order event * /

4 Etk� 1
T (ek) , H j , U j , I j , OSj , EOSj  rollBack (I k� 1, OSk� 1, EOSk� 1, T (ek))

5 H  H j , U  U j , I  I j , OS OSj , EOS EOSj

6 foreache2 Etk� 1
T (ek) do

7 H;U; I ;OS;EOS;A  handleEvent (e;H;U; I ;OS;EOS;M ;G)
8 foreacha 2 A do
9 if T (a) > tk� 1 then T  T [ a

10 else Etk� 1
T (ek)  Etk� 1

T (ek) [ a

11 end
12 end
13 else
14 / * In order event * /

15 H k;Uk;OSk;EOSk; I k;T  
handleEvent (ek;H k� 1;Uk� 1;OSk� 1;EOSk� 1; I k� 1;M ;G)

16 end
17 end

Algorithm 7: Function:handleEvent

1 Function handleEvent
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, I k� 1, M , G
Output: H k, Uk, OSk, EOSk, I k, T

2 begin
3 switch getType( ek) do
4 caseNodeStateChange do
5 H k;Uk;OSk;EOSk;T  handleNodeStateChange( ek, H k� 1, Uk� 1,

OSk� 1, EOSk� 1, I k� 1, M , G)
6 end
7 caseModeChange do
8 H k;Uk;OSk;EOSk;T  handleModeChange( ek, H k� 1, Uk� 1, OSk� 1,

EOSk� 1, I k� 1, M , G)
9 end

10 caseTimeout do
11 H k;Uk;OSk;EOSk;T  handleTimeout( ek, H k� 1, Uk� 1, OSk� 1,

EOSk� 1, I k� 1, M , G)
12 end
13 I k  (ek;H k;Uk;OSk;EOSk)
14 end
15 end
16 end
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Algorithm 8: Function: handleNodeStateChange

1 Function handleNodeStateChange
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, M , G
Output: H k, Uk, OSk, EOSk, T

2 begin
3 if L (ek) 2 Domain (Y � 1

act) then
4 label  Y � 1

act(L (ek))
5 if label 2 F then
6 H k;Uk;OSk;EOSk;T  handleFaultActivation( ek, H k� 1, Uk� 1,

OSk� 1, EOSk� 1, I k� 1, M , G, label)
7 else
8 H k;Uk;OSk;EOSk;T  handleDiscrepancyActivation( ek, H k� 1,

Uk� 1, OSk� 1, EOSk� 1, I k� 1, M , G, label)
9 end

10 else
11 label  Y � 1

ina(L (ek))
12 OSk  OSk� 1

13 OSk(label)  (OFF;T ek)
14 H k  H k� 1

15 Uk  Uk� 1

16 EOSk  EOSk� 1

17 T  ?
18 end
19 end
20 end

Algorithm 9: Function: handleFaultActivation

1 Function handleFaultActivation
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, M , G, label
Output: H k;Uk;OSk;EOSk;T

2 begin
3 foreachh 2 Hk� 1 do
4 h  addFaultNode (h, label, T (ek))
5 end
6 OSk  OSk� 1

7 H k  H k� 1

8 Uk  Uk� 1

9 EOSk  EOSk� 1

10 T  ?
11 end
12 end
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Algorithm 10: Function: handleDiscActivation

1 Function handleDiscActivation
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, M , G, label
Output: H k;Uk;OSk;EOSk;T

2 Initialization: isExaplained False

3 begin
4 OSk� 1(label)  (ON; T (ek))
5 OSk  OSk� 1 , EOSk  EOSk� 1 , Uk  Uk� 1 , Hcopy  H k� 1

6 foreachh 2 Hcopy do
7 if checkTimingConsistency (h; label;OSk;EOSk) then
8 isExplained True
9 h  moveFromExpectedToConsistent (h; label)

10 children getReachableChildren (label;Uk;EOSk)
11 foreachchild 2 childrendo
12 if child =2 getConsistent (h) then
13 h  addToExpected (h;child;ND(label;child))
14 T  T [ Timeout (h; label;child;ET(label;child):tmax)
15 end
16 end
17 else
18 h  addToInconsistent (h; label;T (ek))
19 h  addFaultNode (h;getSpuriousFault (label))
20 end
21 end
22 H k  H
23 if : isExplainedthen
24 (H; A)  createHypothesis( ek, Uk, OSk, EOSk, M , G, label)
25 if jH k� 1j < 1 then
26 H k  H [ Hypothesis (getSpuriousFault (label))
27 else
28 foreachh 2 H do
29 foreachhyp2 H k� 1 do
30 H k  H k [ merge (h;hyp)
31 end
32 foreachn 2 OSk do
33 if OSk(n) ^ n 6= label then
34 h  addToInconsistent (h;n)
35 h  addFaultNode (h;getSpuriousFault (n))
36 end
37 end
38 H k  H k [ h
39 end
40 end
41 T  T [ A
42 end
43 end
44 end
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Algorithm 11: Function: createHypothesis

1 Function createHypothesis
Input: ek, Uk, OSk, EOSk, M , G, label
Output: H, T

2 begin
3 P  getReachableParentFaultNodes( label,Uk, EOSk)
4 foreach p 2 P do
5 h  Hyothesis (p)
6 h  addToConsistent (h; label)
7 tmaxocc  T (ek) + ET(p; label):tmin
8 if T (ek) � ET(p; label):tmax � EOSk(p; label):time �

T (ek) � ET(p; label):tmin then tmaxocc  ET(p; label):tmax
9

10 children getReachableChildren (p;Uk;EOSk)
11 foreachchild 2 childrendo
12 if child 6= label^ : OSk(child):state then
13 tmax max(tmaxocc;EOSk(p;child):time )+ ET(p;child):tmax
14 if tmax< T (ek) then
15 h  addToMissing (child;ND(p;child))
16 else
17 h  addToExpected (h;child;ND(p;child))
18 T  T [ Timeout (h; p;child;tmax)
19 end
20 end
21 end
22 H  H [ h
23 end
24 end
25 end
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Algorithm 12: Function: handleModeChange

1 Function handleModeChange
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, M , G, label
Output: H k;Uk;OSk;EOSk;T

2 begin
3 OSk  OSk� 1

4 equipment getEquipment (label)
5 Uk  Uk� 1

6 Uk(equipment)  False
7 foreachedge2 E do
8 s evaluateConstraint (W(EM(edge)))
9 if s6= EOSk� 1:state then EOSk(edge)  (s;T (ek))

10 elseEOSk(edge)  EOSk� 1(edge)
11 end
12 H k  H k� 1

13 foreachh 2 H k do
14 h  clearExpected (h)
15 foreachc 2 getConsistent (h) do
16 foreachchild 2 getReachableChildren (c) do
17 if child =2 getConsistent (h) [ getMissed (h) then
18 h  addToExpected (child;ND(c;child))
19 T  T [ Timeout (h;c;child;ET(c;child):tmax + T (ek))
20 end
21 end
22 end
23 end
24 end
25 end

Algorithm 13: Function: handleTimeout

1 Function handleTimeout
Input: ek, H k� 1, Uk� 1, OSk� 1, EOSk� 1, M , G, label
Output: H k;Uk;OSk;EOSk;T

2 begin
3 OSk  OSk� 1, EOSk  EOSk� 1, Uk  Uk� 1, T  ? , H k  H k� 1

4 p  getParentNode (label)
5 d  getExpectedDiscrepancyNode (label)
6 foreachh 2 H k do
7 if d 2 getExpected (h) then
8 h  moveFromExpectedToMissed (h;d;ND(p;d))
9 end

10 end
11 end
12 end
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7.4 Evaluation

In this section we evaluate the proposed TCD based diagnosis system by 1) verifying the cor-

rectness of the different observer logics associated with breaker, distance and overload protection, 2)

validating the response of TFPG reasoning algorithm with the help of multiple scenarios involving

physical, detection and stuck faults.

7.4.1 Veri�cation of Observer Logic

We begin the observer logic veri�cation by identifying the different safety and liveness require-

ments based on the expected behavior of observers related to protection assembly components.

These requirements are enumerated as follows

(R1) The change in the breaker state from close to open is always detected by the breaker observer.

(R2) A breaker stuck operation is always detected by the breaker observer.

(R3) In the absence of a missed detection fault, a distance relay observer should correctly infer the

fault.

(R4) In the absence of a missed detection fault, an overload relay observer should correctly infers

the overload conditions.

(R5) The distance relay observer fails to infer the physical fault when the missed detection fault is

present.

(R6) The presence of spurious detection faults is incorrectly inferred by the distance relay observer

as physical fault.

(R7) The overload relay observer fails to infer the physical fault when the missed detection fault is

present.

(R8) The presence of spurious detection faults is incorrectly inferred by the overload relay observer

as physical fault.
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The above mentioned requirements are evaluated in context of an arbitrary TCD model, similar

to the one described in the section 6.4.1, but with three additional timed automata templates re-

lated to breaker, distance and overload protection observers labeled asbrObs , drObs andorObs

respectively. The veri�ed TCTL properties that satisfy these requirements are listed as follows.

(P1) cyber3.S2 and cyber3.inject time > 0 and cyber3.inject time <

f physical time --> hyp stuck close var

(P2) sc close to open var --> hyp sc close to open var

(P3) ((f physical vars[0] and not cyber2.injected) or

(f physical vars[0] and cyber2.injected and cyber2.inject time

- f physical time - f z1 d1.t max> 0)) --> hyp zone act vars[0]

(P4) ((f physical vars[1] and not cyber2.injected) or

(f physical vars[1] and cyber2.injected and cyber2.inject time

- f physical time - f z2 d2.t max> 0)) --> hyp zone act vars[1]

(P5) ((f physical vars[2] and not cyber2.injected) or

(f physical vars[2] and cyber2.injected and cyber2.inject time

- f physical time - f z3 d3.t max> 0)) --> hyp zone act vars[2]

(P6) ((f physical vars[3] and not cyber2.injected) or

(f physical vars[3] and cyber2.injected and cyber2.inject time

- f physical time - f o1 d4.t max> 0)) --> hyp ovr act var

(P7) (f physical vars[0] and cyber2.injected and cyber2.inject time

> 0 and cyber2.inject time < f physical time + f z1 d1.t min )

--> not hyp zone act vars[0]

(P8) (f physical vars[1] and cyber2.injected and cyber2.inject time

> 0 and cyber2.inject time < f physical time + f z2 d2.t min )

--> not hyp zone act vars[1]
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(P9) (f physical vars[2] and cyber2.injected and cyber2.inject time

> 0 and cyber2.inject time < f physical time + f z3 d3.t min )

--> not hyp zone act vars[2]

(P10) (f physical vars[3] and cyber2.injected and cyber2.inject time

> 0 and cyber2.inject time < f physical time + f o1 d4.t min )

--> not hyp ovr act var

(P11) (f sp vars[0] and f sp vars[1] and f sp vars[2] and

cyber1.inject time > 0 and cyber1.inject time < f physical time

+ f z1 d1.t min) --> hyp zone act vars[0]

(P12) (not f sp vars[0] and f sp vars[1] and f sp vars[2] and

cyber1.inject time > 0 and cyber1.inject time < f physical time

+ f z2 d2.t min ) --> hyp zone act vars[1]

(P13) (not f sp vars[0] and not f sp vars[1] and f sp vars[2] and

cyber1.inject time > 0 and cyber1.inject time < f physical time

+ f z3 d3.t min ) --> hyp zone act vars[2]

7.4.2 Validation of TFPG Reasoner

We utilized multiple event traces of WSCC 9 Bus system (see Figure 6.17) generated from a

Simulink Simscape [151] model to validate the TFPG reasoning algorithm. The simulations are

performed using a �xed step discrete solver with a step size of 1 ms in phasor simulation mode. The

events from the simulation model are serialized and then processed by TCD diagnosis system in an

of�ine setting. We simulated four scenarios that are described are described as follows:

7.4.2.1 Physical Fault

Event Trace: In this scenario, a 3 phase to ground fault is injected in the line between buses 4

and 5,TL 4 5 at 10.00 secs. After 0.008 secs (relay frequency), various zone elements in the pri-

mary and secondary protection assemblies ofTL 4 5 detect the reduction in impedance and produce
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event summaries. The zone 1, zone 2 and zone 3 elements of protection assemblyTL 4 5 PA 4 (sit-

uated between lineTL 4 5 and bus 4) emitZ1 TL 4 5 PA 4,Z2 TL 4 5 PA 4 andZ3 TL 4 5 PA 4

events. The zone 2 and zone 3 elements ofTL 4 5 PA 5 produce Z2 TL 4 5 PA 5 and

Z3 TL 4 5 PA 5 events. The back-up protection assemblies,TL 9 4 PA 9 andTL 5 6 PA 6, pro-

duce the following sets of events, (Z2 TL 9 4 PA 9, Z3 TL 9 4 PA 9), (Z3 TL 5 6 PA 6) respec-

tively. Since the zone 1 elements of both primary protection assemblies have detected the fault, in-

struction to open the breaker is also sent, as denoted by a pair of events,cmd openTL 4 5 PA 4 and

cmd openTL 4 5 PA 5. Breaker on both ends respond to the command and change their physical

state at 10.058 sec while generating events, (act sc openTL 4 5 PA 4, act sc openTL 4 5 PA 5)

to signal the change in actuator state to open. As a result of state change, the zone elements in the

backup protection relays are no longer able to detect fault conditions and emit de-activation event,

Z20 TL 9 4 PA 9, Z30 TL 9 4 PA 9, Z30 TL 5 6 PA 6 at 10.066 secs.

Diagnosis Results: The observer associated with the distance protection inTL 4 5 PA 4 pro-

cesses the eventsZ1 TL 4 5 PA 4, Z2 TL 4 5 PA 4 andZ3 TL 4 5 PA 4 in that order. It transi-

tions from the stateS5 to S8 via S7 and produces a derived alarmhyp d Z1 TL 4 5 PA 4 indi-

cating the activation of TFPG discrepancy node,D Z1 TL 4 5 PA 4, at t=10.008 secs. Similarly

the observer associated with the other primary protection assembly,TL 4 5 PA 5 absorbs the re-

spective zone 1, zone 2 and zone 3 alarms and goes through the same state transition leading to

�nal state S8 and generatinghyp d Z1 TL 4 5 PA 5. The observer related to theTL 9 4 PA 9

processes events,Z2 TL 9 4 PA 9 andZ3 TL 9 4 PA 9 by transitioning toS4 via S3. This ob-

server waits for an alarm from zone element ofTL 9 4 PA 9 for 4 milliseconds before generating

a derived alarm. Similarly, the other back-up protection relayTL 5 6 PA 6, transition toS2 after

receivingZ3 TL 5 6 PA 6 and wait for either zone 1 or zone 2 alarm for the same amount of time.

At this instant the TFPG reasoner has two derived to alarms,hyp d Z1 TL 4 5 PA 4,

hyp d Z1 TL 4 5 PA 5 related to discrepancy activation. As a result, the TFPG reasoner cre-

ates 3 hypotheses with ids:H4, H5 and H6. The hypothesis,H6 is a specialnull hypothe-

sis, which marks every received alarm as spurious and lists spurious detection faults in all zone

elements ofTL 4 5 PA 4 andTL 4 5 PA 5, i.e., F z1 sp TL 4 5 PA 4, F z2 sp TL 4 5 PA 4,

F z3 sp TL 4 5 PA 4, F z1 sp TL 4 5 PA 5, F z2 sp TL 4 5 PA 5, F z3 sp TL 4 5 PA 5. The
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next hypothesis,H5, correctly identi�es the root cause of the system aberration and listsF2 TL 4 5

as fault source. The consistent discrepancy set of this hypothesis includesD Z1 TL 4 5 PA 4

andD Z1 TL 4 5 PA 5, the hypothesisH5 requires the activation of one discrepancy from each

pair (D Z2 TL 9 4 PA 9, D Z3 TL 9 4 PA 9), (D Z2 TL 5 6 PA 6, D Z3 TL 5 6 PA 6) and lists

them in expected set. Lastly, the hypothesisH4, lists the adjacent line segment, represented

by F1 TL 4 5 as the root cause and requires the activation ofD Z2 TL 4 5 PA 5 from the

other primary protection instead ofD Z1 TL 4 5 PA 5. Since this hypothesis is not able to ex-

plain D Z1 TL 4 5 PA 5, it marks it as inconsistent and adds the following spurious detection

faults, F z1 sp TL 4 5 PA 5, F z2 sp TL 4 5 PA 5, F z3 sp TL 4 5 PA 5 to the fault set. It

also lists activation of one discrepancy from each pair (D Z2 TL 9 4 PA 9, D Z3 TL 9 4 PA 9),

(D Z2 TL 5 6 PA 6, D Z3 TL 5 6 PA 6) in the expected set.

At time t=10.012 the wait period of the observers associated with distance protection in

TL 9 4 PA 9 andTL 5 6 PA 6 expires, resulting in the state transition of respective observers to

S11 andS9 respectively with the generation of two derived alarmshyp d Z2 TL 9 4 PA 9 and

hyp d Z3 TL 5 6 PA 6. The number of spurious detection faults inH6 increases to 9. Both hy-

pothesesH5 andH6, remove the two discrepancies,D Z2 TL 9 4 PA 9, D Z3 TL 5 6 PA 6 from

the expected set and add to the consistent set. At time t=10.04, the wait time for the expected dis-

crepancy,D Z2 TL 4 5 PA 5 expires and is moved to the missed set. Since the edge between this

discrepancy and the fault node is certain, a missed detection fault,F missTL 4 5 PA 5 is added

to the fault set ofH4. The number of fault nodes in the hypothesisH4, H5 andH6 are 5, 1, and 9

respectively. According to law of parsimony, the hypothesisH5 is ranked �rst followed byH4 and

H6.

7.4.2.2 Physical and Missed Detection Fault

Event Trace: In this scenario, addition to physical fault at 10.00 secs, a missed detection fault

in protection assembly,TL 4 5 PA 5 is injected at t = 0 secs. As a result of the missed de-

tection, none of the associated zone elements are able detect the fault conditions. Thus, the

list of events at t=10.008 secs is limited toZ1 TL 4 5 PA 4, Z2 TL 4 5 PA 4, Z3 TL 4 5 PA 4,

Z2 TL 9 4 PA 9, Z3 TL 9 4 PA 9, Z3 TL 5 6 PA 6, andcmd openTL 4 5 PA 4. Similar to pre-
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vious scenario, the breaker in the assemblyTL 4 5 PA 4 changes its state to open at 10.058 secs,

forcing the back up protection assembly,TL 9 4 PA 9 to generate discrepancy de-activation events

Z20 TL 9 4 PA 9, Z30 TL 9 4 PA 9 at 10.066. At t = 11.008 the wait time of the zone 3 element in

TL 5 6 PA 6 expires and command to open the breaker,cmd openTL 5 6 PA 6 is produced. The

corresponding breaker responds to this event by changing the state at 11.058 secs and generating

act sc openTL 5 6 PA 6 event.

Diagnosis Results: The observer associated with the distance protection inTL 4 5 PA 4 pro-

cesses the eventsZ1 TL 4 5 PA 4, Z2 TL 4 5 PA 4 andZ3 TL 4 5 PA 4 and transitions from

the stateS5 to S8 while producing a derived alarmhyp d Z1 TL 4 5 PA 4, indicating the acti-

vation of TFPG discrepancy nodeD Z1 TL 4 5 PA 4 at t=10.008 secs. The observer related to the

TL 9 4 PA 9 processes events,Z2 TL 9 4 PA 9 andZ3 TL 9 4 PA 9 by transitioning toS4 via

S3. This observer waits for an alarm from zone element ofTL 9 4 PA 9 for 4 milliseconds before

generating a derived alarm. Similarly the other back up protection relayTL 5 6 PA 6, transitions to

S2 after receivingZ3 TL 5 6 PA 6 and waits for either zone 1 or zone 2 alarm for the same amount

of time.

At this instant, the TFPG reasoner has a single derived alarm,hyp d Z1 TL 4 5 PA 4 to pro-

cess. As a result, the TFPG reasoner creates 3 hypotheses with ids:H4, H5 and H6. The hy-

pothesis,H6 is the null hypothesis, that lists spurious detection faults in all zone elements of

TL 4 5 PA 4 i.e.,F z1 sp TL 4 5 PA 4, F z2 sp TL 4 5 PA 4, F z3 sp TL 4 5 PA 4. The next

hypothesis,H5, correctly identi�es the root cause of the system abnormality and listsF2 TL 4 5

as a fault source. The consistent discrepancy set of this hypothesis includesD Z1 TL 4 5 PA 4

and the expected set requires the activation ofD Z1 TL 4 5 PA 4 and one discrepancy from each

pair (D Z2 TL 9 4 PA 9, D Z3 TL 9 4 PA 9), (D Z2 TL 5 6 PA 6, D Z3 TL 5 6 PA 6). Lastly,

the hypothesisH4, lists the adjacent line segment, represented byF1 TL 4 5 as the root cause

and requires the activation ofD Z2 TL 4 5 PA 5 from the other primary protection assembly. It

also lists activation of one discrepancy from each pair (D Z2 TL 9 4 PA 9, D Z3 TL 9 4 PA 9),

(D Z2 TL 5 6 PA 6, D Z3 TL 5 6 PA 6) in the expected set.

At time t=10.012 the wait period of the observers associated with distance protection in

TL 9 4 PA 9, TL 5 6 PA 6 expires, resulting in the transition toS11 and S9 respectively with
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the generation of two derived alarmshyp d Z2 TL 9 4 PA 9 andhyp d Z3 TL 5 6 PA 6. The

number of spurious detection faults inH6 increases to 6. Both hypotheses,H5 andH6, remove

the two discrepancies,D Z2 TL 9 4 PA 9, D Z3 TL 5 6 PA 6 from their expected sets and add

to the consistent set. At time t=10.04, the wait time for the discrepancies, (D Z2 TL 4 5 PA 5,

D Z1 TL 4 5 PA 5) expires and are moved to the missed set inH4 and H5 respectively. Since

the edge between these discrepancy and the fault nodes are certain, missed detection faults

F missTL 4 5 PA 5, F missTL 4 5 PA 4, are also added to the fault set ofH4 andH5 respec-

tively. The number of faults listed inH4 andH5 are same i.e. 2 and are ranked �rst followed by

H6.

7.4.2.3 Physical and Breaker Fault

Event Trace: In this scenario, a stuck close fault in the breaker of protection assembly,

TL 4 5 PA 5 is injected at t=0 and physical fault is injected in the lineTL 4 5 at 10.00 secs. The

events produced in this scenario at t=10.008 is similar to �rst scenario. However at t = 10.058 only

one breaker (associated wihTL 4 5 PA 4) changes its state to open andact sc openTL 4 5 PA 4

is generated. At 10.066 secs, the back up protection assembly,TL 9 4 PA 9 generates discrep-

ancy de-activation events,Z20 TL 9 4 PA 9 andZ30 TL 9 4 PA 9. Similar to previous scenario, at

t = 11.008 the wait time of the zone 3 element inTL 5 6 PA 6 expires and command to open the

breaker,cmd openTL 5 6 PA 6 is produced which leads to change in breaker state at 11.058 secs

and generation ofact sc openTL 5 6 PA 6 event.

Diagnosis Results: The diagnosis results in this scenario are similar to the �rst scenario till

t=10.058 secs. However, at t = 10.062, the wait time for the observer associated with breaker in

TL 4 5 PA 5 expires and it transitions back toS1 while generating a derived alarm related to fault

node activation,hyp f sc TL 4 5 PA 5. The reasoner updates all three hypotheses and add the cor-

responding fault,F sc TL 4 5 PA 5 in the fault set. The �nal count of faults inH4, H5 andH7 is

6, 2 and 10 respectively.
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7.4.2.4 Spurious Detection Fault

Event Trace: In this scenario, a spurious detection fault is injected in the zone 1 element of

TL 4 5 PA 5 at t = 10.000 secs. As a result of the fault, the protection assembly generates

Z1 TL 4 5 PA 5 event. An open command is issued at t = 10.008 secs, resulting in the genera-

tion of event,cmd openTL 4 5 PA 5, which leads to the change in breaker state at t = 10.058 and

production of eventact sc openTL 4 5 PA 5.

Diagnosis Results: The observer associated with the protection assembly,TL 4 5 PA 5 processes

the eventZ1 TL 4 5 PA 5 and jumps toS5 at 10.008. It waits for an alarm from other zone elements

for 4 milliseconds. At time t=10.012, the wait period of the observer expires, resulting in the state

transition of the observer toS13 with the generation of a derived alarmshyp d Z1 TL 4 5 PA 5.

At this instant, the TFPG reasoner has a single derived alarm,hyp d Z1 TL 4 5 PA 5 to process.

As a result, the TFPG reasoner creates 3 hypotheses with ids:H4, H5 andH6. The hypothesis,

H6 is thenull hypothesis, which marks the received alarm as spurious i.e.,F z1 sp TL 4 5 PA 5

is added to fault set. Please note that the reasoner has created spurious detection fault in only

one zone element as none of the other elements had generated alarms. This additional informa-

tion is relayed to the reasoner by the observers. The next hypothesis,H5, lists the root cause

of the system aberration and recordsF2 TL 4 5 as fault source. The consistent discrepancy set

of this hypothesis includesD Z1 TL 4 5 PA 4 and the expected set includes the activation of

D Z1 TL 4 5 PA 4 and one discrepancy from each pair (D Z2 TL 9 4 PA 9, D Z3 TL 9 4 PA 9),

(D Z2 TL 5 6 PA 6, D Z3 TL 5 6 PA 6). Lastly, the hypothesisH4, lists the adjacent line seg-

ment, represented byF3 TL 4 5 as the root cause and requires the activation ofD Z2 TL 4 5 PA 4.

It also lists activation of one discrepancy from each pair, (D Z2 TL 9 4 PA 9, D Z3 TL 9 4 PA 9),

(D Z2 TL 5 6 PA 6,D Z3 TL 5 6 PA 6) in the expected set. At t= 10.040 the wait time for the dis-

crepancies in the expected set ofH4 andH5 expires and all the discrepancies from expected set are

moved to missed set. The missed detection faults related to primary protection relayTL 4 5 PA 4,

i,e, FmissTL 4 5 PA 4 is added to fault sets of both hypothesis. However, the missed detection

faults related to back up protection assemblies,TL 5 6 PA 6 andTL 9 4 PA 9 are not added as the

propagation edges between their respective discrepancies and the current fault nodes are uncertain.
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The �nal count of fault nodes in three hypotheses,H4, H5 andH6 is 2, 2 and 1 respectively.

The TCD based diagnosis system is able to correctly diagnose faults in the above mentioned

scenarios. Apart from these four cases, we synthetically generated 150 similar scenarios by forward

traversal of TCD fault model of IEEE 14, 39, 57 , 117 and 300 bus networks [152]. In all those

cases, the TCD diagnoser is able to correctly diagnose the faults as well. The event traces and the

respective diagnosis system logs can be downloaded from the github repository [140].

7.4.3 Timing and Scalability Analysis

The TFPG reasoner starts with a set of single fault hypotheses i.e. it creates a hypothesis for

every fault that can explain the initial alarm. We selected this methodology based on the underlying

system assumption that all faults are temporally separated by at least 1 second as described in

chapter 6. For single fault hypothesis approach, the upper bound on the size of hypothesis set

initially is equal ton + 1, wheren is the number of fault nodes (physical) in the system TCD

model. However, in our use case, the number of initial hypothesis can be inferred from the type of

the discrepancy node, i.e. for D1PAk type discrepancies, the number of initial hypothesis generated

is always 3 while for D2PAk and D3PAk type discrepancies, the number of hypotheses produced is

3(a + 1), wherea is the number of transmission lines for which zone 2 and 3 elements ofPAk

provides secondary or backup protection. The size of the hypothesis set remains stable till an alarm

is received which cannot be explained by any of thesis hypotheses in the existing hypothesis set.

As a result, the new hypothesis set is composed of the cartesian product of the exiting hypotheses

with the recently created hypotheses that explains the latest alarm leading to exponential growth of

hypothesis set. Figure 7.5 shows the evolution of the size of hypothesis set when physical fault is

injected in 5 different transmission lines in IEEE 57 bus system. To manage the exponential growth,

we weed out those hypothesis from the set that list more than 5 cyber faults in protection devices as

the probability of such an event is extremely low [153]. This results in a manageable hypothesis set

with polynomial growth as shown in �gure 7.5.

Figure 7.6 shows the average time required to process different kinds of events per hypothesis

when the size of underlying power network is increased. The response time for all events except

mode change remains constant. As highlighted in algorithm 12, the processing of mode change
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Figure 7.5: Scalability analysis: Size of hypothesis set w.r.t number of faults

event requires changing the state of all fault edges which increases quadratically with increase in

network size, the resulting growth is also polynomial in nature.

7.5 Summary

In this chapter, we presented a hierarchical fault diagnosis system based on TCD fault model.

The diagnosis system consists of multiple observers which track the behavior of protection system

components and produce hypothesis (derived alarms) based on local information. The diagnosis

system also consist of a centralized TFPG reasoner that creates a system level integrated hypothesis

based on derived alarms received from various observers. We described and veri�ed the observer

logic of breaker, distance and overload relays using UPPAAL model checker. We also discussed

in detail the TFPG reasoning algorithm which is able to handle out of order events. In the end, we

validated the reasoning algorithm with the help of several scenarios involving multiple faults.
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Figure 7.6: Timing analysis: Event processing time w.r.t size of the network

7.6 Contributions

The hierarchical TCD based diagnosis system was introduced in the publication titled,Hier-

archical Reasoning about Faults in Cyber-Physical Energy Systems using Temporal Causal Dia-

grams[154]. A follow-up paper titled,Distributed diagnosis of faults in safety critical systems

using qualitative models[To Be Submitted] extends the previous work to include out of order event

processing and complexity analysis. All UPPAAL TA templates of observer logic and complete

python based implementation of the diagnosis engine along with a trace simulator are available for

download from the Github repository [140].
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Chapter 8

Applications: Fault Prognostics and Cascade Mitigation

8.1 Introduction

Power system equipment is constantly exposed to dynamic environments caused due to chang-

ing loading conditions, physical degrading of the components and external faults such as earthing

and winding faults. The safety of the system is ensured by a large infrastructure ofprotection system

assemblies. A protection system assembly is composed of instrument transformers, intelligent soft-

ware enabled protection relays and high-voltage circuit breakers. Relays sample the scaled down

voltage and current signals from instrument transformers and based on embedded relay logic ascer-

tain the presence of a fault. On detecting the presence of faulty conditions, the relay sends a tripping

signal to the breaker which isolates the faulty component from the system. However, due to a lack

of system wide perspective and hidden faults (incorrect settings), the actions of protection devices

have been known to cause cascading outages. A cascading outage is de�ned as an uncontrolled loss

of any system facilities or load as a result of fault isolation. Such cascading outages in power grids

successively weaken the system by increasing stress on other components and can lead to complete

blackouts.

There are two stages associated with cascading outages. During the �rst stage, system opera-

tors evaluate system conditions against different grid stability criteria to identify state trajectories

and take some control actions to improve the operating conditions and prevent the possible cascad-

ing outages. The control cost is minimal compared with the massive cost of cascading outages.

The current industry practice involves performing on demand analysis of cascades using different

simulation models. However, these simulations take a considerable amount of time to �nish and

data generated by these complex simulation models is dif�cult to analyze in a timely manner. This

increases the line operators' response time to anticipate the future state of the system. Thus, an ef-

�cient surrogate model is required that can quickly classify the stability of the system and provides

cascade progression in case the system is deemed unstable.
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8.2 Related Research

8.2.1 Prognostics Methodologies

Current industry practice is to determine (of�ine) critical components of the power system such

that their outages can successively weaken the system leading to blackouts. The process of �nding

these critical component outages is calledcontingency analysis. N-1 contingency analysis refers to

a single component outage out of total N system components. The cascades in the past have been

caused due to the interaction of more than 1 independent component outage. Hence, it is required to

perform high-order (N-k) contingency analysis where k is the number of initial outages in a system

with N components. It is well understood that calculating higher order contingencies are infeasible

as the total number of combinations grows exponentially.

A number of methodologies exist in the literature that tries to identify contingencies in a power

network. We categorize these techniques into the following two categories:

8.2.1.1 Topology Based

There is a substantial amount of research being done into understanding cascading phenomenon

using topological contagionmodels [155]. These threshold based contagion models have been

deemed useful in comprehending problems like disease spreading [156] and social in�uence spread-

ing [157]. Similar approaches have been proposed for �nding contingencies in power systems [158].

Contagion models are based on the assumption that a component outage affects only nearby compo-

nents. However, the premise of cascade progression being a local phenomenon does not hold well

in power systems.

8.2.1.2 Simulation Based

The second approach uses simulation models of power grids to understand the cascade prop-

agation and identify critical component outages that can severely impact the power system. This

approach is used by line operators in of�ine and online settings. Examples of such simulation

models are DCSIMSEP [159], Oak Ridge-PSERC-Alaska (OPA) [160], Manchester model [161],

TRELSS [162] and COSMIC [163]. However, these simulations take a considerable amount of time
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to �nish. Moreover, the generated data from these simulations is complicated and thus dif�cult to

understand and summarize quickly.

8.2.2 Mitigation Strategies

Once the cascade conditions have been identi�ed, pre-de�ned actions such as load shedding

can be used to suppress the cascading effects of overloads, voltage and frequency instabilities. An

alternative approach is to curtail a percentage of the load instead. Curtailment provides an effec-

tive means of handling the cascade effects without disconnecting the complete load. For example,

the cascading failures during the blackout of Aug 2003 in the USA could have been avoided by

removing a relatively small amount of load in the Cleveland area [164, 165]. However, the most

effective load curtailment is not always obvious. Line operators rely on optimal power �ow al-

gorithm to identify the suitable generator or load re-dispatch actions. General practice is to use

simple linear programming to �nd minimalistic load shedding actions that can prevent the progres-

sion of a cascade. But the linear approximation of the underlying system can be misleading and

can result in incorrect load management. A number of approaches based on model predictive con-

trol [164, 166, 167] have been proposed that tackles problems of voltage collapse and successive

branch outages due to overloads. However, above mentioned model predictive control strategies are

not always guaranteed to provide an optimal solution because of the limitation of the underlying

approximation of the mathematical model and limited number of control actions as per the control

horizon.

In this chapter we present a systematic approach of �nding load curtailment actions in an of�ine

setting. However, this methodology covers 1) identifying critical state of the system 2) encoding

the blackout causing states as a transition relation using binary decision diagrams and 3) calculating

mitigating actions at run-time.

8.3 Solution Approach

Our approach utilizes reduced order binary decision diagrams [168] (BDDs) to encode different

blackout causing outages (contingencies). The advantage of using BDDs is their ability to encode

complex behaviors that can be used in reasoning about cascade progression ef�ciently while in-
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Figure 8.1: Fault Prognostics and Cascade Mitigation Work�ow

curring small memory footprint and at the same time allowing fast access time. The proposed

cascade prognosis methodology consists of two phases 1)Of�ine and 2)Online as described in

Figure 8.1. Initially, in the of�ine phase, critical outages or contingencies are identi�ed followed

by storing these contingencies and their respective progression in BDDs. Whereas in online phase,

actual prognosis is done using BDDs created in the previous stage and load curtailment actions are

calculated based on the current state of the system.

Cascading outages in power system are primarily caused by production and demand imbalance.

The initiating event can be generator (source), transmission line or transformer (branch) outage

caused by fault isolation or planned maintenance. The initial outages can increase stress in the rest

of the system causing secondary effects in terms of branch overloads, bus voltage �uctuations and

frequency instability. These secondary effects can lead to more outages by the action of protection

devices which can further destabilize the system leading to blackouts. If the secondary effects can

be removed by curtailing a part of the load, then cascading outages can be prevented. We formulate

the load curtailment as a non-linear optimization problem and utilize OpenMDAO [169] that uses

external steady state simulator, OpenDSS [170] to �nd optimal control actions. The optimization

framework, OpenMDAO acts as an orchestrator for �nding voltage and current gradients by trigger-

ing OpenDSS to solve the power �ow equations at different values of load demands and generator

power injections. Our approach is different from the existing approaches as it does not assume lin-
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ear power �ow model. The online and of�ine phases are discussed in more detail in the following

subsections.

8.3.1 Identi�cation of Contingencies

We developed a simple cascade simulation model (based on steady state calculations) that

successively solves the power �ow (using OpenDSS) by removing the overloaded branches from

the system after the initial component outages. The simulation keeps on tripping the overloaded

branches till a blackout situation is reached or there are no more secondary effects (overloads) in

the system. This cascade simulation model caters to slowly progressing cascades that eventually

lead to blackouts involving overloads. We have adopted a conservative approach where all the sec-

ondary effects of initial outages are mitigated through the existing (pre-de�ned) protection schemes

that isolate the overloaded components from the system.

Algorithm 14: Algorithm for �nding critical N-k contingencies
Input: Model, k, Branch
Output: T, TR
A  choose(Branch, k) . Generating contingency list
j  1
for j �

� jBranchj
k

�
do

Prev A[j], Next  ? , Temp ? , Start A[j]
Model.applycontingency(Prev) . Applying jth contingency
while Truedo

if Model.checkblackout()then
T  T [ Start . Save contingency
TR  TR [ Temp . Save the sequence of branch outages
break

else
Next  Model.getoverloads() . Identify overloaded branches
if Next6= ? then

Temp Temp[ (Next [ Prev, Prev)
Prev Temp
Model.trip branches(Next) . Tripping overloaded branches

else
break

end if
end if

end while
j  j + 1 . Iterate to next contingency

end for
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Listing 14 shows the underlying algorithm to �nd N-k contingencies. The input parameter of

the algorithm includes a OpenDSS model (Model), an integer representing the order of contingen-

cies (k) and a set of all branch labels (Branch). The output of the algorithm consists of two sets

T, TR that represents a collection of initiating events and their respective progressions. The set,

T = f s1;s2; :::;sng is a collection of all contingencies that can cause blackout, wheresi is some

combination of branch outages. The set,TRs1 = f (s1;s2); (s2;s3); :::(si ;sj )g represents the progres-

sion of cascade caused due tos1, wheresi represents the initial branch outages andsj implies the

branch outages as a consequencesi . The algorithm starts with tripping k lines at random and solving

the power �ow to update the branch currents and bus voltages. The second step is to check for the

blackout criteria. The blackout criteria is con�gurable in terms of the percentage of the original load

(demand) that is not operational. For a blackout criteria of 40%, if more than 40% of the net sys-

tem load demand cannot be satis�ed in a given state, then the system is considered to have reached

blackout. If the system is not in a blackout state, then secondary effects of the branch outages are

investigated by checking the overloads in rest of the system. If no overloads are found then, the

system is considered to have reached a safe state from where it cannot reach blackout. On the other

hand, if some secondary overloads are present, the transition relation, represented byTempis up-

dated followed by tripping all those branches. After branch tripping, the blackout criteria is checked

again and the process repeats until a blackout state is reached or the system reaches a stable state

(no overloads).

8.3.2 Ef�cient Storage Mechanisms

We employ compact and ef�cient data structure, ordered Binary Decision Diagrams (BDDs)

to store the progressions of cascading outages. A binary decision diagram is a data structure that

is used to represent boolean functions. A BDD is a directed acyclic graph that consists of two

types of nodes, A)Decision Nodes: Each decision node represents a boolean variable,Vi , and

has two child nodes,high and low. The edge from node,Vi to a low (or high) child represents

an assignment ofVi to 0 (1). B) Terminal Nodes: There are two types of terminal nodes called

0-terminal and 1-terminal. A path from the root node to the 1-terminal (0-terminal) represents a

variable assignment for which the represented Boolean function is true (false). A reduced ordered
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BDD has a �xed ordering i.e different variables exists in the same order along different paths and

has an importantcanonicityproperty i.e. for a �xed variable ordering, each boolean function has a

unique representation. On an abstract level, these BDDs are used as a compressed representation

of sets and transition relations that has relatively small memory footprint and allow fast retrieval

of the encoded information as operations are performed directly on the compressed form. The

progression of a cascade is represented by state transitions, where state de�ned by the component

outages. Based on the initiating outages identi�ed using algorithm 14 two BDDs are created with

the following functionalities :

• First BDD labeled as,BT , stores the set of initiating events that will cause cascading outages

in the rest of the system leading to a complete system blackout.

• The Second BDD, labeled as,BTR stores the progression of all the initiating events captured

by BT as a translation relation.

8.3.2.1 BDD encoding of collection of initiating events

Let T be the set of branch outages identi�ed by the of�ine N-k contingency analysis. Each ele-

ment inT represents a collection of initiating events i.e. independent branch outages that can trigger

a cascading phenomenon leading to a blackout. Since the main objective is to encode these sets of

line outages, every element ofT can be represented by a unique boolean vector(v1;v2;v3; :::;vn),

eachvi 2 0;1, of length equal to the number of branches in the system. ThenT � S can be rep-

resented by a characteristic functionfT : f 0;1gn ! f 0;1g which maps a particular evaluation of

(v1;v2;v3; :::;vn) to either 0 or 1, where S is the power set. For eachs2 S, if the value mapped by

fT is 1 thens2 T otherwises in not the member ofT.

We de�ne a labeling function forS, L(S) : S! P(Branch), whereBranch is a set of branch

outages, say(tl1; tl2; tl3; :::; tln) associated to an initiating event combination,s2 S. Hences can be

represented by a boolean vector(v1;v2;v3; :::;vn) wherevi is 1 if tl i =2 L(s). Herevi = 1 means the

power is �owing through branchtl i i.e. all the breakers associated to the branch are closed whereas

the value 0 implies no power �ow. As a BDD, the initiating event combination,s2 Sis represented

by the boolean function,l1 � l2 � l3::: � ln wherel i is tl i if tl i =2 L(s) otherwisetl i . The setT can be

represented by the boolean functionfT ,
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(l11 � l12 � l13::: � l1n) + ( l21 � l22 � l23::: � l2n) + ::: + ( l j1 � l j2 � l j3::: � l jn)

where(lk1 � lk2 � lk3::: � lkn) represents the initiating event setsk.

8.3.2.2 BDD encoding of progression of cascading outage

The progression of cascade can be modeled by transition relation. A translation relation is a

boolean function,fTR : S� S ! f 0;1g, which outputs 1 if there exists a transition between two

given states otherwise 0. Similar toT, set of valid transitions,TR can be viewed as subset of all

possible transitions, i.e.TR � S� S. An elementt 2 TR implies a transition from states to s0

and is represented by a pair of boolean vectors((v1;v2;v3; :::;vn); (v0
1;v0

2;v0
3; :::;v0

n)) wherevi is 1

if tl i =2 L(s) and 0 otherwise; and similarly,v0
i is 1 if tl i =2 L(s0). A single transition link can be

represented by a boolean function(l1 � l2 � l3::: � ln) � (l0
1 � l0

2 � l0
3::: � l0

n) and the complete setTR can be

represented as disjunction of such formulas as shown in the case of initiating events.

8.3.3 Identifying Cascade Progression

After creating these BDDs, the next task is to evaluate the current system statest , represented

by a boolean vector(v1;v2; :::;vn), where n is the number of branches, is a member of the setT.

If st 2 T, then the progression ofst can be calculated by �nding the set of reachable states from

st under a given transition relation,fTR. The operation of �nding the set of states reachable from a

given state is called image computation and the process of calculating image iteratively till a �xed

point is reached is a fundamental step in many state exploration algorithms. The algorithm 15 shows

the algorithm in determining the cascade progression for a given state of the system.

Algorithm 15: Algorithm for determining the evolution of current state,S0

Input: S0 = ( v1;v2; :::;vn) ; BT ; BTR

Output:Sreach

Initialize: Sreach= f
if Evaluate(BT ;S0) == Truethen

i = 0
while Si 6= f do

Sreach= Sreach[ Si . Update reachable set
Si+ 1 = Image(BTR;Si)nSreach . Identify new reachable states
i = i+1

end while
end if
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The algorithm 15, requires a set of line outages (S0), the BDDsBT , BTR. The output of the

algorithm is a sequence of states reachable fromS0 if S0 2 T. The Evaluate(BT ;S0) function checks

whetherS0 is a member of setT represented byBT . IF yes, then recursively next states are found

and added to the setSreach until �xed point is reached when for a given stateSi� 1 no new next state

is de�ned i.eSi is empty.

8.3.4 Cascade Mitigation

Cascading outages can be mitigated by adjusting the load demand of the system such that sec-

ondary branch overloads disappear. However, the amount of load curtailment should be minimized

as a large difference between the power supplied by the generators and load demand can increase

instability and leading to system collapse. We formulate identi�cation of load curtailment as an

optimization problem, described in equations (1)-(6), where,L (ohms) is a vector of load demands

of sizeM, DL is a vector of decision variables, such thatDLi denotes the (ratio) curtailment of load

Li 2 L by DLi � jLi j ohms.I is the collection of branch currents in the system.

min
DL

M

å
i= 0

wi � DLi � jLi j (8.1)

0 � j I j j � IMax
j ; 8I j 2 I (8.2)

0 � DLi � 1; 8Li 2 L (8.3)

F Li = F (1� DLi )�Li ; 8Li 2 L (8.4)

å
i

(DLi) � jLi j � Ltotal
max ; 8Li 2 L (8.5)

I = f (DL) (8.6)

The objective function is the weighted sum of all load curtailments as shown in equation 8.1

where weights,wi models the importance associated with a load. For instance, critical loads can be

establishments of national or societal importance such as hospitals and government buildings having

largewi . The inequality constraint described in equation 8.2 ensures no branch overloads are present

in the �nal solution, whereIMax
j de�nes an upper limit on the current that can �ow through a branch.

The inequality constraints 8.3 describes the extent to which individual loads can be changed. The
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equality constraint 8.4 ensures the power factor,F of all loads are maintained i.e real and reactive

load is shed in equal proportions. The inequality constraint 8.5 describes the upper bound on the

total load,Ltotal
max that can be shed from the system. In the current implementation, it is 20% of the

total system load. The function,f in equation 8.6 models the load �ow equations. It updates the

branch currents (I ) according to the change in system loads.

The convergence of optimization algorithm depends upon the size of the input search space

i.e. number of design variables and their initial estimates. In order to speed up the convergence our

proposed optimization framework performs sensitivity analysis to �nd �lter out the loads that do not

affect a given branch overload and obtain initial estimates. The sensitivity analysis can be broken

into 3 sequential steps described as follows:

8.3.4.1 Data point generation

In this step, the effect of a varying absolute value of load demand,Li on all the branch currents,

I is observed. The load (Li) vs branch current (I j ) data points are stored for learning a regression

model. We have used Full Factorial Design of Experiment (DoE) analysis that uniformly samples

the input space i.e. range [0,Li ] for each loadLi 2 L. In our implementation, 100 data points are

considered for each load.

8.3.4.2 Regression Analysis

This step involves �nding equation parameters (slope and intercept) for branch current vs load

change data points generated in the previous step. It is safe to assume linear relationship between

branch currents and load demand since the power factor remains constant. The sensitive loads can

be classi�ed by observing the slope of the equation,jI j j = mjLi j + C, wherejI j j are the absolute

value of current �owing throughj th branch andjLi j is theith load (magnitude) ; and m, c are the

equation parameters. For a given load, if the slope is positive for any branch current, then the load

is considered to be sensitive.
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Table 8.1: Timing analysis for IEEE 14 Bus system

Parameters IEEE 14 Bus System

Variable count 20

BT ;BTR construction time (secs) 18:80

Average time for true positive cases (secs) 0:006

Average time for true negative cases (secs) 3:5� 10� 5

8.3.4.3 Starting Point Estimation

In this step, we estimate the starting value for each decision variable,DLi 2 DL as described in

the equations (7) and (8), whereI j is the current inj th branch, (Ci
j , mi

j ) are parameters of the learned

regression model that relates branch currentI j and loadLi . Si is the set of branches (indices) for

which the loadLi is classi�ed as sensitive.

L
0

i =
� I j � Ci

j

mi
j

�
; 8 j 2 Si (8.7)

DLi =
jLi j � min(L

0

i)
jLi j

(8.8)

8.4 Evaluation

In order to validate the accuracy of our approach, IEEE 14 bus system [171] is used. The system

consists of 14 buses, 5 generators, 11 loads and 20 branches (transmission lines and transformers).

As per the algorithm 14, a total of 400 critical and 600 non-critical outages are identi�ed with k

ranging from [1,3]. The former set of 400 outage combinations are referred to as true positive cases

and the latter are called true negatives. The blackout criteria used is 40% of total system load.

Table 8.1 summaries the results of the experiments. The size of the boolean vector (state) is

20 (equal to number of branches). As shown in the Table 8.1, a small amount of overhead, 18

secs is added for constructing BDDs. On an average, �xed point computation i.e. identi�cation of

cascade progression, for true positive cases, takes 7 milliseconds whereas 0.03 milliseconds for true

negatives. Figure 8.2(Left) show the response time of all the true positive and negative cases. These

experiments are performed on a 1.7 GHz Intel Core i7 machine with 8 GB RAM.
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Figure 8.2: Response Time for set membership and �xed point calculation
i.e. cascade progression for 1000 different combinations of branch outages for IEEE 14 Bus

System. The �gure on top shows the time taken for 400 actual cascade causing outages. The �gure
on the bottom shows the time taken to respond to the 600 True Negative or safe outage

combinations
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Table 8.2: Solver parameters

Parameter Value

Problem type Non Linear

Solver Sequential Least SQuares Programming

Derivative Calculation Forward �nite difference

Step Size 2500.00

Max Iterations 1000

The optimization routine was able to �nd a solution for all 400 cases with an average of 29

iterations. Figure 8.4 lists the % load demand reduction. In all cases, load curtailment is restricted to

less than 20 % of the net system load (constraint 6) with an average load reduction of approximately

8%. Table 8.2 lists the solver parameters used for the experiments.

Scalability Analysis: Since power systems are large networks its imperative to discuss the im-

pact of scale on our approach. The presented approach consists of 3 major computational tasks 1)

N-k Contingency Analysis, for small values of k (1, 2, 3 in our case), this process has approximately

polynomial run time complexity as the number of combinations increases polynomially with in-

crease in the size of network (N) as well as the time required for solving power �ow [172]. 2)BDD

encoding and prognostics, BDD encoding of singe outage depends upon the size of the network.

In order to �nd the relationship between number of branches and set-membership time (identifying

whether a given state is critical or not), 400 true positive and 600 true negative outages are identi�ed

for a larger IEEE 39 bus system [173] with 46 branch variables. As the number of branch variables

doubles, the set-membership time roughly doubled as shown in �gure 8.3. 3)Optimization, the

number of constraints (one per branch) and design or control variables (loads) increases linearly

with the increase in the size of the power network. It is well known that the performance of the op-

timizer is greatly affected by starting point estimate and the size of the input space of the problem.

The sensitivity analysis routine uses full factorial based analysis to estimate a starting point for each

load to prevent cascade. For large systems the number of sensitive loads might be very large. A

bound on number of control variables (loads) can be placed that can reduce the search space for the

optimization problem. If the number of sensitive loads is reduced to 2 (Average number of control

variables in �rst experiment was 7), then the average number of iteration have reduced from 29 to

25 with a slight increase in percentage load reduction from 8.12 to 8.19 %.
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Figure 8.3:Response Time for set membership and �xed point calculation for IEEE 39 Bus System
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