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BT diagram for the Random Drone. The Random Drone moves at random on a grid with
a goal. If the goal is reached, a new goal is generated. NeedNew checks if the drone’s
location (x_d,y ) is equal to the location of the goal (x g,y g). If it is, a new goal is
needed. Otherwise, an action is nondeterministically chosen from North (‘No’), South
(‘So’), East (‘Ea’), and West (‘We’). Between ticks, the environment updates occur; the
location of the drone is updated based on the chosen direction and a new goal is generated
if needed. An example execution can be found in Table 1.1. . . . . . . .. ... ... ..
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Python and Haskell implementations of the BT. These implementations allow the user
to utilize the BT. Furthermore, a .smv model can be generated. This model can then be
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BT diagram for the Random Drone. The Random Drone moves at random on a grid with a
goal. If the goal is reached, a new goal is generated. Need New checks if the drone’s location
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Otherwise, an action is nondeterministically chosen from North (‘No’), South (‘So”), East
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A set of equations representing how the BT in Figure 3.8 would be encoded using our
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CHAPTER 1

Introduction and Preliminaries

Parts of this chapter reuse work from Serbinowska and Johnson (2022) by Serena S. Serbinowska and Taylor T.
Johnson, Serbinowska et al. (2024b) by Serena S. Serbinowska, Preston Robinette, Gabor Karsai, and Taylor T.
Johnson, Serbinowska et al. (2024a) by Serena S. Serbinowska, Nicholas Potteiger, Anne Tumlin, and Taylor
T. Johnson, and Serbinowska et al. (2025) by Serena S. Serbinowska, Diego Manzanas Lopez, Dung Thuy

Nguyen, and Taylor T. Johnson. For details regarding copyright, please see the Acknowledgments.

1.1 Introduction

A Behavior Tree (BT) is a high-level controller that originated in the video game industry where they were
utilized to control non-player characters (NPCs). As BT's gained popularity, they were eventually picked up
by other fields and used for more safety-critical tasks. At its core, a BT organizes various behaviors within a
tree structure, where leaf nodes encapsulate distinct behaviors and higher-level nodes define the control flow.
This hierarchical arrangement facilitates the design of complex behaviors and is both scalable and adaptable to
changing circumstances or requirements.

Though originally developed to control the actions of Non-Playable Characters (NPCs) in video games,
the visualization aspect of BT's has made them a valuable tool for the design of high level controllers in other
fields such as robotics. The explainability and versatility of BTs have led to their widespread adoption in
areas like robotics and Al. They have been used in bipedal locomotion for robots Gu et al. (2022), as part
of a vision measurement framework Qin et al. (2023), as part of an abstraction of the trajectories of road
users Zhang et al. (2023), and to control a swarm of agents Huang et al. (2022). Examples include using BT
for sensitive machine insertion tasks Wu et al. (2024), utilizing BT's to aid with hand rehabilitation Zubrycki
(2024), and controlling drones that inspect structures with BT's Rocamora et al. (2024). Accordingly, BT's
have been used for a variety of tasks, such as for controlling wheeled-legged robots De Luca et al. (2023) and
bipedal locomotion robots Gu et al. (2022), in vision measurement systems of road users Qin et al. (2023), and
the management swarms Huang et al. (2022); Jeong et al. (2022). Surveys such as Shin and Jung (2024) and
Iovino et al. (2022) provide further examples.

Furthermore, BT's are still developing. Sprague and Ogren (2022a) adds Neural Networks to BT's without
performance degradation and de Campos Affonso et al. (2023) introduces State-Aware Layered Behavior
Trees. Jeong et al. (2022) extends BT's to control robots asynchronously to help enable swarm control. We

introduced Stateful Behavior Trees (SBT's) in Serbinowska et al. (2024b) and Behavior Trees with Contingency



Monitors (BTM) in Serbinowska et al. (2024a). SBT's formalize BT's and the environments they function within,
while BTM's add monitors to BTs. Additionally, in Serbinowska et al. (2025) we introduced Neuro-Symbolic
Behavior Trees (NSBT's). These are BT's that make use of one or more neural networks within leaf nodes. We
will discuss all of these in greater detail. The synthesis of Behavior Trees is another growing area. Styrud et al.
(2022) combines Machine Learning and Automated Planning to more effectively create Behavior Trees while
Gustavsson et al. (2022) uses Context Awareness to learn Behavior Trees. There are also methodologies that
utilize human interaction. Iovino et al. (2022) learns Behavior Trees by example and interactive questions,
while Wu et al. (2022) attempts to automatically create BT's based on knowledge, but falls back on human

interaction in the case of failure. We wish to emphasize that the above is by no means an exhaustive list.

1.1.1 Verification

We generally expect things to work as intended. When they do not, the consequences range from benign
annoyances like applications freezing to serious issues such as the infamous Therac-25 malfunctions Leveson
and Turner (1993). As BT's continue to be adopted to address new and existing challenges in various domains,
especially in real-world, safety-critical domains such as robotics, it is increasingly important to formalize
their structure and behaviors. To combat this, software verification can be used to prove software will work
as intended. Verifying every aspect of software is often infeasible as this requires verifying the compiler as
well, though there are instances where this is done Leroy (2009). A different approach is to create a model and

verify it using a tool such as nuXmv Cavada et al. (2014).

1.1.2 Overview

Here we outline what will follow. First, we will provide the necessary background information, including
information about traces and how they are used in verification (Section 1.2) and a general introduction
to behavior trees (Section 1.3). We will then conclude the introductory chapter with a description of our
contributions (Section 1.4). The next chapter, Chapter 2, will focus on the formal model we introduced for
behavior trees, namely stateful behavior trees (SBT's). This will be followed by an introduction to our tool,
BehaVerify, in Chapter 3. This chapter will discuss the domain specific language (DSL) that is used to provide
input to BehaVerify, various optimizations, a description of how the tool works, and experimental results. The
next chapters will discuss extensions to BehaVerify. Chapter 4 will discuss Neuro-Symbolic Behavior Trees
(NSBT's). These are behavior trees that make use of at least one neural network. Chapter 5 will discuss the
introduction of contingency monitors into BT's. Finally, we end with a discussion of future extensions for

BehaVerify in Chapter 6.



1.2 Traces

To reason about the correctness of a system, we need to be able to formally specify what behavior is allowed
and what behavior is not. To that end, traces have been utilized to precisely describe how systems behave.
Traces are sequences of states which describes an execution of a system. By specifying what traces are
acceptable we can formally create specifications. These sets of traces are called trace properties. If the set of

traces that describes every possible execution of a system is a subset of the trace property, then the system

satisfies the trace property.

1.2.1 Temporal Logic

Temporal logic can be used to specify trace properties. We use two such logics to formally define traces.

Linear Temporal Logic

Linear temporal logic (LTL) can be used to specify trace properties. Below we list the grammar of an LTL

formula.
(formula) == T
L
| (prop)
| —(formula)

An LTL formula is evaluated for a given trace and is either true or false. Let t7 be a trace, ¢ be a positive integer
(representing time), and ¢ be an LTL formula. Then (¢7,¢) |= ¢ means that at time ¢, ¢r satisfies ¢. tr=¢ is

shorthand for (¢7,0) = ¢. Below we list some rules for determining the truth values of formulas.

(formula) A (formula)
(formula) V {formula)
O (formula)
O (formula)
O (formula)
(formula) % (formula)

)
(formula) % (formula)
(formula) W (formula)
)

(formula) A (formula)

o (trt)EQ9 = (trr+1)E¢.

o () EQOP < T st t <t A(trt') = 9.



o (trt) =0 <= V' s.t. t <t \(trt)) = 0.

o () EQ U ¢pr <= 3 s.t. ( <IN(rt" ) =AY st <t'1<t (trf") E¢).

Computation Tree Logic

Computation Tree Logic (CTL) can be used to specify properties. Below we list the grammar of a CTL

formula.
(formula) == T
L
I {prop)
| —(formula)

| (formula) A (formula)

| (formula) V (formula)

| A X (formula)

| o F (formula)

| Y (formula)

| o (formula) % (formula)
| o (formula) W (formula)
| EZ (formula)

| &F (formula)

| &Y (formula)

| & (formula) % (formula)
| & (formula) W (formula)

CTL formulas are evaluated over transition systems and are either true or false.

1.3 Behavior Trees

First, we note that Behavior Tree (BT) can refer to a formal graphical modeling language that is used for
requirement handling Grunske et al. (2008). These are not the BT's that we are referring to. For our purposes,
BTs are high-level controllers that gained popularity and are used for safety-critical tasks. A BT is a rooted
tree; it does nothing until it receives an exterior signal: a ‘tick’. In practice, implementations may recursively
propagate this ‘tick’. However, for our purpose, a ‘tick’ will start when the root becomes ‘active’ and ends
when the root returns. We will use discrete timesteps to describe how we step through the tree. At each point

during a ‘tick’, exactly one node in the tree will be ‘active’. If a node is ‘active’ at a given timestep, the node



that will be ‘active’ at the next timestep will either be a parent or a child of that node. The only exception is
the root node; if the root is ‘active’ and it returns, the ‘tick’ ends and there is no active node until it receives
the next ‘tick’.

Tree traversal generally follows a depth-first pattern, although this may change based on what the nodes
return. When a node returns, its status becomes one of success, failure, or running (S, F, or R). Until a node
returns, its status is invalid (7). Please note that the children of each node are ordered; we visually present this
order as being left to right. Thus, when we refer to the first child of a node, we mean the leftmost one.

Nodes come in three broad categories: leaf, composite, and decorator. Leaf nodes often use custom code
to determine what status to return. Composite nodes, for our purpose, are limited to three preset node types,
each of which returns a status based on what their children returned. Decorator nodes are used to modify other
nodes. See Figure 1.1 for an example BT and Table 1.1 for a sample execution. A detailed explanation of how

to read our BT diagrams appears at the end of this section (see Subsection 1.3.4).

1.3.1 Composite Nodes
The three composite node types are selector, sequence, and parallel. For now, we assume that each node starts

from its first (left-most) child.
Selector
¢ Case 1: Child returns F and is not the last child. In this case, the selector goes to the next child.
¢ Case 2: Child returns F and is the last child. In this case, the selector returns F.
e Case 3: Child returns S. In this case, the selector returns S.
¢ Case 4: Child returns R. In this case, the selector returns R.
Sequence
e Case 1: Child returns S and is not the last child. In this case, the sequence goes to the next child.
» Case 2: Child returns S and is the last child. In this case, the sequence returns S.
¢ Case 3: Child returns F. In this case, the sequence returns F.
 Case 4: Child returns R. In this case, the sequence returns R.

Parallel

* Case 1: Child is not the last child. In this case, the parallel node goes to the next child.



—ENVIRONMENT UPDATES-—
if new:
€ [0,19]
else:
if new:
€ [0,19]
else:
if (act="We'):
= max(0,( -1))
elif (act="'Ea'):
= min(19,(x_d+1))

else:
—VARIABLE INFO- —INITIAL VALUES- =
act-VAR- {'We', 'Ea', 'No', 'So"'", "'XX'} act = "XX' if (act="'So"):
new - VAR - BOOLEAN new:= 1 = max(0,( -1))
- VAR - [0, 19] =0 elif (act="'No'):
- VAR - [0, 19] =0 = min(19,( +1))
- VAR - [0, 19] = else:
- VAR - [0, 19] = =

iGoalSeq| NextAct

NeedNew NewGoal
new:= 1

acte€ {'Ea','So"','We","No"}
status:=S

if ((x_ o= WN(v_g=v d)): new:=T
status:=S5 act = 'XX'

else: status:=R
status:=F

Figure 1.1: BT diagram for the Random Drone. The Random Drone moves at random on a grid with a goal. If
the goal is reached, a new goal is generated. NeedNew checks if the drone’s location (x ,y ) is equal to
the location of the goal (x g,y ¢). If it is, a new goal is needed. Otherwise, an action is nondeterministically
chosen from North (‘No’), South (‘So’), East (‘Ea’), and West (‘We’). Between ticks, the environment updates
occur; the location of the drone is updated based on the chosen direction and a new goal is generated if needed.
An example execution can be found in Table 1.1.

Tick 1 1 1 1 1 2 2 2 2 2 2

t 1 2 3 4 5 6 7 9 10 11 12 13 14 15

Active D GS NN GS NG GS D Env D GS NN GS D NA D

Returns | - - S - R R R - - - F F - N N

act XX XX XX XX XX XX XX XX XX XX XX XX XX No No

new 1 1 1 1 T T T T T T T T T 1 1
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 2 2 2 2 2 2 2 2
0 0 0 0 0 0 0 3 3 3 3 3 3 3 3

Table 1.1: A hypothetical execution for the Random Drone shown in Figure 1.1. Tick refers to the number of
times we’ve ‘called’ the tree. t refers to the number of timesteps we’ve taken. At each timestep, a single node
is active; this is what Active refers to. Note that we use shorthand for the nodes: Drone (D), GoalSeq (GS),
NeedNew (NN), NewGoal (NG), and NextAct (NA). Finally, Env refers to the environment update, which
occurs between ticks. Nodes return one of S, F, or R when they finish; this is tracked by Returns.



e Case 2: Child is the last child. In this case, the parallel node returns based on the parallel policy.
Common parallel policies are ‘success on all’ and ‘success on one’. ‘success on all’, for instance, returns

S if each of the children returns S.

Note that this definition of parallel nodes assumes a fixed order of children. Furthermore, it assumes that each
node finishes before moving to the next. In short, it is not actually parallel. This is how PyTrees (Stonier

(2020)) defines parallel nodes, and we work closely with PyTrees it made sense to use that definition.

Success on All
With this policy, the parallel node returns S if and only if each child node returns S. If any node returns F, the

parallel node returns F. In all other cases, it returns R.

Success on One

With this policy, the parallel node returns R if and only if each child node returns R. If any node returns F, the
parallel node returns F. In all other cases, it returns S. Although, in theory, parallel nodes allow their children
to be executed in any order, in practice, we do not support this in our implementation. This is because our tool
utilizes PyTrees Stonier (2020) and the parallel nodes in PyTrees are not truly parallel in execution. Instead,
they always activate each of their children in order (no shuffling) and then return a status based on a policy.
The policy is set by the user, e.g., ‘success on all’, in which case the node will only return success if all of the
children return success. It is important to note that while selector and sequence nodes can terminate early and

skip some of their children, parallel nodes cannot.

Composite Nodes with Memory

Composite nodes can also have memory. The earlier definitions did not have memory; they had no knowledge
of what happened before. In general, composite nodes with memory remember where they left off. Thus, if a
child returned R during the most recent execution, the composite node with resume from that point, skipping
all the children that came before it. More concretely, suppose we have a sequence A with children B, C, and
D. During the first tick, B returns S and C returns R causing A to return R. If A does not have memory, then
during the next tick A will execute B first. However, if A has memory, then during the next tick A will skip B
and start with C. This can be useful; it can avoid rerunning nodes unnecessarily. However, it also makes the

BT much harder to reason about and introduces potential errors.



1.3.2 Leaf Nodes

Leaf nodes are split into two categories: checks and actions. Checks return § if a condition is true and F
otherwise. The conditions are predicates that depend on blackboard and environment variables (see below).
Actions, on the other hand, can read and set variables and are able to return S, F, or R. In fact, it is generally

possible to reduce an entire BT to a single action node, though doing so removes the benefits of BT's.

1.3.3 Decorator Nodes

Decorator nodes are nodes with exactly one child. Decorator nodes are used to augment the behavior of the
child; this can often facilitate node reuse. For instance, a tree needs to check if a door is open at one point and
closed in another. This could be accomplished through creating two different check nodes, or by making one

check node and modifying it using a decorator in one case.

Variables

Variables can be split into two categories: blackboard and environment. The blackboard is the shared memory
of a tree. Each node in the tree can access the blackboard. In the our example, act is a blackboard variable.
Blackboard variables will be written in this color. The environment represents variables not under control of
the BT and environment variables are written in color. It is up to the user to decide if a variable should be
a blackboard or environment variable. In Figure 1.1, we decided that both the location of the drone and the
location of the goal should be environment variables. Wind or other external factors might change the location
of the drone (though we do not model anything like this here). However, another interpretation might see both

of these as blackboard variables.

Runtime Assumption
As mentioned, there are three return statuses: S, F, and R. We assume that nodes return instantaneously. If a
node is waiting on a long-running calculation, it should instantly return R and not block the tree. Moreover,

we assume that the environment does not changing during the tick, only between ticks.

1.3.4 Behavior Tree Diagrams

Each of these nodes is represented using a different shape and color. Selector nodes are octagonal, sequence
nodes are rectangles, and parallel nodes are parallelograms. Decorator nodes are trapezoids. We represent
leaf nodes using ovals; checks have a red label and actions have a black label. Beneath each node is a box
containing the ‘code’ for that leaf node. This code is executed from top to bottom. Because variables may
be updated nondeterministically, we use € to denote assignment to a value within a set (e.g a€{1,2} means

assign a to a value in {1,2}). The ‘variable info’ box contains information about variables; VAR refers to



stateful variable that can change over time, FROZENVAR refers to a variable whose value is set at the start
and then does not change, DEFINE refers to a user defined macro (e.g., if a DEFINE variable is equal to
1+v and the value of v changes, then the value of the DEFINE variable will change), and NEURAL refers
to neural networks. This box also contains information about the domain of the variable. The ‘initial values’
and ‘environment updates’ boxes follow the same rules as the code boxes. It is important to note that the
environment updates take place in between ticks; the values of environment variables are assumed to be static

during a tick.

1.3.5 Inconsistencies

Above we presented what we consider to be BT's. However, we do not wish to imply that there is one singular
definition. At least three different definitions exist for parallel nodes. The first definition, found in Stonier
(2020), states that parallel nodes return Failure if any child returns Failure, Success if a satisfactory subset of
children return Success, and Running otherwise. Additionally, the parallel nodes are not truly parallel, running
a single child at a time. The second definition, found in Colledanchise and Natale (2019), Colledanchise and
Natale (2018), and Giunchiglia et al. (2019) is similar, but states that parallel nodes return Success only if
all children return Success and allows for truly parallel execution. The third definition, found in Biggar et al.
(2022), Tumova et al. (2014), Ogren (2012), Colledanchise and Ogren (2018), Colledanchise and Natale (2022),
and Colledanchise and Natale (2021), states that parallel nodes return Success if at least m children return
Success, Failure if n—m+-1 children return Failure, and Running otherwise and also allows for truly parallel
execution. Here #n is the number of children the parallel node has and m is a node parameter. BehaVerify, the
tool that is central to this dissertation, was designed for PyTrees and therefore utilizes the definition presented
in Stonier (2020).

Memory is also not standardized. In Stonier (2020), Nodes with Memory ‘forget’ if one of their ancestors
returns Success or Failure. So, for instance, if a Sequence with Memory returns Running, but its Parallel node
parent returns Success, the Sequence with Memory will not behave as though it returned Running. However,
in section 1.3.2 of Colledanchise and Ogren (2018), the authors state ‘Control flow nodes with memory always
remember whether a child has returned Success or Failure, avoiding the re-execution of the child until the
whole Sequence or Fallback finishes in either Success or Failure’, and notably makes no mention of Parallel
nodes with Memory. Finally, note that PyTrees supports Selector with and without Memory, Sequences with
and without Memory, and both types of Parallel nodes. However, the Parallel nodes with Memory and without

Memory are instead called Synchronized Parallel and Unsynchronized Parallel, respectively.



1.4 Contributions
Our contributions revolve around our tool, BehaVerify. BehaVerify was first introduced in Serbinowska and
Johnson (2022) and overhauled in Serbinowska et al. (2024b). BehaVerify enables the verification of BT's
by translating them into nuXmv Cavada et al. (2014) models (nuXmv is an existing model checker). To
enable this, we formalize a novel class of models we call SBT's that operate in an environment and have global
variables stored in persistent shared memory and demonstrate equivalence of SBT's to Turing Machines and
Finite State Automata under syntactic assumptions, which is of critical importance for model checking BT's.
Additionally, we present a domain specific language (DSL) for writing SBT's. This DSL allows the user to
formally and precisely specify BT's and verification requirements; this is then used as input to BehaVerify.
Furthermore, we compare BehaVerify to MoVe4BT Peishan et al. (2024) in different verification examples
and outperform in each; in one, BehaVerify outperformed by a factor of over 100.

We have also extended BehaVerify with some runtime monitoring capabilities. To that end, we provide
a formal definition for BT's with Monitors (BTM) and extend the DSL to accommodate them. The monitors
are specified using Linear Temporal Logic (LTL) within the DSL. We use the existing tool LTL2BA Gastin
and Oddoux (2001) to translate an LTL specification into Biichi Automaton. Furthermore, BehaVerify has
been expanded to produce Python and C code implementations of the monitors. We compare the generated C
monitors against those made by Copilot Perez et al. (2020) and demonstrate our monitors are on par in terms
of performance and offer certain improvements in terms of correctness. Additionally, BehaVerify can verify
specifications for the BTMs using nuXmv.

Finally, we provide a formal definition of Neuro-Symbolic Behavior Trees (NSBT's) and note that they
are a specific case of SBT's. We provide various examples of NSBT's, including a grid world example and a
simplified version of ACASXu (an aircraft collision avoidance system) Julian et al. (2016). For grid world,
6250000 distinct inputs to a NN were considered. The ACASXu example features 5 NN's, each with 6 hidden
layers of 50 neurons each. We implement NSBT's in the Domain Specific Language (DSL) of BehaVerify
Serbinowska et al. (2024b). We then used BehaVerify and nuXmv Cavada et al. (2014) to verify safety and

liveness properties for NSBT's. Our tool can be found at '.

Thttps://github.com/verivital/behaverify
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CHAPTER 2

Stateful Behavior Trees

This section describes Stateful Behavior Trees (SBT's). These are a formalism of BT's that includes a formal
definition for both the environment the BT exist within as well as the internal state of the BT. In addition to
the formal definition, this section includes examples to help illustrate the formal definition. Finally, a brief
discussion of the computational power of SBT's is included. The work in this chapter is primarily based on
Serbinowska et al. (2024b) by Serena S. Serbinowska, Preston Robinette, Gabor Karsai, and Taylor T. Johnson.

For details regarding copyright, please see the Acknowledgments.

2.1 Related Work

BTs with State and Theoretical Foundation for Verification

While not universal, it is common for BT's to interact with memory, referred to here as a blackboard. Biggar
et al. (2021) compares pure BT's (BT's without a blackboard) to unrestricted BT's (BT's with a finite blackboard).
While the unrestricted BT's are strictly more powerful than the pure BT's, Biggar et al. (2020) points out that
this violates the ‘reactive’ nature of BT's (Biggar et al. (2020) states “An architecture is reactive if its decision
making depends only on the current state of the environment”). Instead of using blackboards, the authors of
Biggar et al. (2020) advocate for combining BT's with Stateful Components, thereby preserving the benefits
of BT's without loss of computational power. Regardless, practical major implementations of BT's (such as
PyTrees Stonier (2020) and its Robotic Operating System (ROS) extension PyTreesRos, BehaviorTree.cpp
Auryn Robotics (2014), and Unreal Engine EpicGames (2021)) all feature the blackboard. As such, there is a
practical need for a framework that addresses BT's with blackboards.

Other researchers take a different approach and treat BT's as deterministic functions with control systems,
as seen in the works by Ogren and Sprague (2022), Colledanchise and Ogren (2017), Ogren (2020), Sprague
and Ogren (2022b), and Colledanchise and Ogren (2016), with Marzinotto et al. (2014) analyzing the potential
of BT's as alternatives to Controlled Hybrid Dynamical Systems. While these undoubtedly describe BT's with
state, there are crucial differences between this style and our formalization of SBTs. The issue at hand is that
‘state’ is an ambiguous term; it could refer to either memory or to the environment. For instance, it was not
assumed that pure BT's do not function in a persistent environment; rather, the assumption was that the BT
does not leverage its own persistent memory to augment its behavior. In essence, pure BT's are functional; if
presented with the same set of inputs, they will produce the same outputs. In this sense, the control system

approach utilizes pure BT's without memory; the state represents the environment rather than memory. In
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contrast, SBT's consider both a blackboard and the environment. Moreover, the environment in the control
system model was fully under control of the BT. While this may be a reasonable assumption in certain
contexts, it makes it impossible to model uncertainty (such as the presence of wind for drones). As such, our
formalization allows for nondeterministic updates. This is extended to the environment, which is allowed to

change and develop according to user defined rules that can utilize nondeterminism.

Computational Power

Finally, we consider the computational power of the resulting models. Colledanchise and Ogren (2014) infor-
mally says BT's are the same as Finite State Machines (FSMs), but does not explicitly state any assumptions,
restrictions, etc. On the other hand, Biggar et al. (2021) creates a hierarchy of Teleo-reactive programs (TR),
Decision Trees (DT), BT's, and FSMs. They conclude that if you provide a TR, DT, or BT with access to a
finite blackboard that they can freely read from/write to, then they are equivalent to a FSM. Giving a FSM
access to a finite blackboard does not increase the computational power of the model, as this is the equivalent
of adding a finite number of additional states. We take this a step further and consider the power of a SBT with
an infinite blackboard (a blackboard capable of storing variables of unbounded size) and conclude that such a

model has the computational power of a Turing Machine.

2.2 Formal Definition of Stateful Behavior Trees
Here we provide a formal definition of a SBT. In service of this task, we start by defining a tree. A rooted tree

is a triple (V,r,E) such that
 V is afinite set representing the vertices of the tree.
e reV is a vertex representing the root.

* Let VS be the set of all finite sequences vs = [vo,v1,...,v,] such that Vj ke Zs.t. (0< j,k<n),(vjv €
VA(vj=vi = j=k)). That is to say, the elements of the sequence are unique vertices. If a and b are
elements in a sequence, we will use <,>,<,> to indicate relative order of the sequence. For example
a < b means that a appears before b in the sequence. Note that <,>,<,> are all sequence dependant;
if we have two sequences, A = [a,b] and B £ [b,a], then a < b in A but b < a in B. However, per the
definition of E below, this will not be a problem, as we are only ever interested in the order of siblings
(vertices that share a parent), and each vertex has at most one parent, meaning that no vertex will ever

appear in two different sequences where we are interested in the order.

e E:V —VSis a function from vertices to sequences of vertices (the children). It must also meet the

following requirements
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- YveV,r¢ E(v) (the root has no parent).
- WV eVv#v = E(v)NE (V') =@. Each vertex has at most one parent.
- WeV, Ao, vi,e V] st vo=rAv,=vAVjeZst. 0< j<nyvjy €E(v)).

There exists a path from the root to each vertex.

These conditions ensure that the tree is actually a tree.

2.2.1 Stateful Behavior Tree

A SBT is a tuple (V,r,E,BL,BLy, , 0,0p7) such that
e (V,r,E) is a tree.

* BL is a set representing the possible states of the blackboard of SBT. We discuss the implications of this

set being infinite vs finite in Subsection 2.2.2.
* BLoCBL is a set describing the possible initial states of the blackboard.
. is a set representing the possible states of the environment of SBT.
. 0C is a set describing the possible initial states of the environment.

o ST is the set of all functions st:V — {S,R,F,I}. Each st € ST is a function that maps each vertex to a

status. ST is not an element of the tuple; it arises from the elements.

o Spr:VU{Enmv} x ST x BLx s QVHEMEXSTXBLXENV Hepe VU{EM}xSTXBLXENV ¢ the power set
of VU{Env} x ST x BL X . The function maps to sets to allow for the expression of nondeterminism.
This function must also obey the following:

Vv, € VU{Env} Vst st' € STNDLbI' € BLNenv,enV' € AF (V' st’ bl env') € 8pr (v,st,bl,env), then
1. bl#£bl' = E(V)=]]
2. #eny =V =Env
3. v=Ew=V=r
4. (v=rAst(r)£]) = (V=EmwAW"' Vs’ (V') =1I)
5. VV£Ew = st(V)=1I
6. VVZEWw =W eV,(V=V'Vvst(V')=st'(V"))
7. W#EnvAst(v)#£I) = (veE(W))V(v=rAV =Env))

8. (WAEmwAst(v)=I1)= (VEEW)AW' €EW),(st(V") AIVV' =V VvV <))
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9. E()=[ = st'(V/) #£I

Below we offer an explanation for why each condition is included. We will refer to v as the active node

and V' as the next node; Env refers to the step between ticks that occurs after the root finishes.

1. states that only leaf nodes can change the blackboard.
2. states that the environment changes only during Env (between ticks).
3. states that if we are between ticks, the next node is the root.

4. states that if the root is active and its status is not /, then we go to the environment update and reset

the status of each node.
5. states that the current status of the next node is always I, except in the case of Env.
6. states that only the status of the next node can change.

7. states that if the status of the active node is not I, then the next node will be the active node’s

parent.

8. states that if the status of the active node is /, then the next node will be the left most child of the

active node whose status is /.

9. states that if the next node is a leaf node, then its next status will not be invalid.

Note that we did not define how any composite, decorator, or leaf nodes behave; as an example, this
would require us to write IsSeq(vV) AV € E(v) s.t. st(v')=F = st'(v) =F to represent that if a child
of a sequence has returned F, then the sequence returns F. While the definition of sequence and selector
nodes are generally agreed upon, most other nodes are, to some extent, implementation dependant (see
Subsection 1.3.5). Furthermore, implementations such as PyTrees Stonier (2020) allow users to create

custom composite and decorator nodes.

A SBT trace is a sequence [(vg,sto,blo,cnvg),(vi,st1,blo,envg),...] such that vo=Env, bly € BLy, ¢nvg € 0

YweVsto(v)=1,and Vj€Z,j >0 = (vjj1,5tj41,blj11,envjq1) € 8pr (vj,stj,blj,env;).

The Environment

According to this definition, the environment evolves according to that transition function 8g7. An alternate
approach would be to declare that the environment is fully nondeterministic. The alternate approach is more in
line with how other formal models define various state machines. The change was made to simplify property
writing and to improve performance. In practice, we often want the environment to follow some rules; an

obstacle might be static, or might, at minimum, be bound by the laws of physics. These rules need to be
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—VARIABLE INFO- —INITIAL VALUES-—
x - VAR - [0, 10] x=15 —ENVIRONMENT UPDATES-
- VAR - BOOLEAN =1 e {T,1}
- VAR - {(-2), 1} € {1,(-2)} € {1,(-2)}
Rt
if oy x = min(10,max(0,(x+ =2)))
status==S || if (x=0):
else: status:=F
status==F || elif (x<3):

status:=R
else:
status: =S

Figure 2.1: A minimal BT. Node Chk returns S if y is true. If and only if Chk returns S, we continue to Act
where the value of x is changed based on the value of z. Then, Act returns S, F, or R based on the value of x.

expressed by the user, either in the property that needs to be verified or within the model. For practical reasons,
it was much simpler to have the user specify this within the model. The performance improvement stems from
how nuXmv (Cavada et al. (2014)) performs verification. A fully nondeterministic environment has more

reachable states than the restricted counterpart.

Full Example

For the example in Figure 2.1, we would represent it as (V,Rt,E ,BL,BLy, , ,0pr) where

V £ {Rt ,Chk,Act}

* E is a function such that E(Rt) = [Chk,Act], E(Chk) =[], and E(Act)=]].

BL£{0,1,2,3,4,5,6,7,8,9,10}.

BLy= {5}.

. £ ((T,-2),(T,1),(L,-2),(L,1)}. Note that we will use index notation: for example, if

=(T,—2) then we will use ¢/2v[0] to refer to T and env[1] to refer to —2.

[I>
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* ST is the set of all functions st:V — {S,R,F,I}. Each st € ST is a function that maps each vertex to a

status. ST is not an element of the tuple; it arises from the elements.
¢ Opr is a function such that

— Opr(Env,st,bl,env) ={(Rt,st,bl,env)}.

— if st(Rt) =1Ast(Chk) =1,

then 8y (Rt ,st,bl,env) ={(Chk,st' ,bl,env)}

where

st'(Rt) =st(Rt) Ast' (Act) = st(Act) A((st' (Chk) =S A (env]0]))V (st (Chk) = F A(=env[0]))).
— if st(Rt) =1Ast(Chk) =S,

then 8pr (Rt ,st,bl,env)={(Act,st',min(10,max(0,(bl+env[1]))),env)}

where st’'(Rt) = st(Rt) Ast'(Chk) = st (Chk)

and also (st'(Act) =FAbl=0)V (st'(Act) =RAO<bl <5)V (st' (Act) =SA5<bl).

— if st(Rt) #1,
then Opr (Rt ,st,bl,env)={(Env,sty,bl,(a,b))|ac{T,L}Abe{-2,1}}
where Vv € V,,st7(v) =1. Here we use set builder notation: {x|P(x)} is taken to mean that the set

contains all elements x such that P(x) is true.

— if st(Chk) =S,
then Opr (Chk,st,bl,env)={(Rt,st,bl,env)}.

— if st(Chk) =F,

then 8y (Chk,st,bl,env)={(Rt,st’ ,bl,env)}

where st'(Rt) =F Ast'(Chk) = st (Chk) Ast’ (Act) = st (Act).
— if st(Act)=F,

then 8y (Act,st,bl,env)={(Rt,st’ ,bl,env)}

where st’'(Rt) = F Ast' (Chk) = st (Chk) Ast' (Act) = st (act).
— if st(Act) =R,

then 87 (Act,st,bl,env)={(Rt,st’ ,bl,env)}

where st'(Rt) =RAst' (Chk) = st (Chk) Ast' (Act) = st (act).
— if st(Act) =S,

then 8y (Act,st,bl,env)={(Rt,st’ ,bl,env)}

where st'(Rt) =SAst' (Chk) = st (Chk) A\st’ (Act) = st (act).
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Then the following would be a potential partial trace for this

[(Env,sty,5,(T,—2)),(Rt,st1,5,(T,—2)),(Chk,st,5,(T,—2)),(Rt,st3,5,(T,—2)),(Act,st4,3,(T,—2)),
(Rt ,st5,3,(T,—2)),(Env,ste,3,(L,—2)),(Rt,st7,3,(L,—-2)),

(Chk,stg,3,(L,—2)),(Rt,st9,3,(L,—2)),(Env,st10,3,(T,1))]

where

sty Sty Stp Stz Sty Sts  Stg  St7 Sty St SlQ

Rt 1 1 1 1 I R I 1 I F 1
Chk 1 1 s S S § 1 I F F 1
Act 1 1 1 I R R 1 1 1 1 I

2.2.2 Turing Complete and Turing Incomplete

It is important to know how powerful a given model is. For instance, if a model is Turing complete, it is
clear that some verification tasks may be impossible. As we wish to verify SBT's, it is beneficial to know how
powerful the model is. To that end, we will demonstrate that under certain assumptions the SBT's are Turing

complete, while under others they are equivalent to Finite State Machines (FSMs).
Turing Complete
A Turing Machine (TM) is tuple (Orar,qrm Fra,Xram,0rM)-

1. Orp is a finite contiguous set of non-negative integers including 0. This represents the states the TM

can be in.
2. qrm =0€ Qry is the initial state.
3. Fry C Qryy is the set of accepting states for a Turing machine.

4. X7 is a finite contiguous set of non-negative integers including 0. This represents the symbols that can

appear on the ‘tape’.

5. Orm: (Orm X Zrpm) = (Orm X Zryr X {—1,1}) is a partial transition function that takes a state and a
symbol and produces a new state, a new symbol, and moves the Turing machine left (-1) or right (1) on

the ‘tape’. Note that since it is a partial function, it may be undefined for some inputs.

Note that we required the states and symbols to be natural numbers; this restriction does not decrease the

computing power of the TM. This was done to simplify parts of the explanation. We will demonstrate Turing
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Completeness by converting a Turing Machine to a SBT. To do this, we will need a blackboard that can
store infinitely many states. For simplicity, assume our blackboard is a three integers, but that each integer is

unbound (any integer value can be stored). Then, consider the following.

* While the ‘tape’ of a TM is infinite, the set of symbols X7, that can appear in each cell is finite. Assume
that there are n such symbols. Then the ‘tape’ can clearly be represented as an integer in base n where

each cell is represented by a digit.

¢ There are finitely many states that the TM can be in. Thus, these can be enumerated and stored using a

finite integer.
* The location of the ‘tape head’ can be stored using an unbounded integer.

Thus by storing two unbounded integers and a bounded integer in the blackboard, we can fully capture the state
and tape of a TM. All that remains is to reproduce the transition function of the TM. Because the transition
function is a function from the set of finite states and finite alphabet to the set of finite states, finite alphabet,
and a tape motion (Left, Right), it can easily be captured using a BT. For each possible input to the transition
function that has a defined output, create a 3-node subtree. Add a selector root node with the 3-node subtrees

as children. Finally, add a leaf node that checks for acceptance. The overall structure can be seen in Figure 2.2.

Turing Incomplete

A TM that only has access to a finite tape is not Turing Complete. Similarly, if we restrict the blackboard to
storing finitely many finite variables, the SBT ceases to be Turing Complete. Indeed the proof is quite simple.
We begin by providing a formal definition for a nondeterministic finite automaton (NFA). A NFA is a 5-tuple

(ONFA-GNFAFNFA,ZNFA,ONFA) Where
* QOnra is a finite set of states.
* gnra C OnFa is the set of possible initial states.
* Fyra C Fyry is the set of accepting states.
* Y nF4 is the finite set of input symbols.
o Syra: OnEa X Znpa — 29VFA ig the transition function. Here 29V represents the power set of Oyr4.

Note that many definitions have a single initial state; having multiple initial states does not increase the

computational power. We did this to simplify the proof. Then let (V,r,E ,BL,BLy, , 0,07 ) be an SBT
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~VARIABLE INFO- -INITIAL VALUES-
tape-VAR-N tapee N
head-VAR-N head:=
state-VAR-M

—ENVIRONMENT UPDATES-

Sequence State 0 Symbol 0 £ - - -« -« oo evnermm e ‘ Sequence State m—1 Symbol n—1 ‘

Check State m—1 Symbol n—1 Action State m—1 Symbol n—1
if state€Fry
status:=§
else:
if state=0Ar(tapehead) =0: |[ state:=385);(0,0)[0] if state=m—IAr (tapehead) =n—1: “1a-1)[0] status=F
statusi=S tape:=w (tape.head,by);(0.0)[1]) statusi=S5 w (tape,head, 5y (m—1,n—1)[1])
else: head:=max(0,head+8py (0.0)2]) || else: head:=max(0,head+8ppy (m—1,n—1)[2])

status:=F status:=8 status:=F status: =S5

Figure 2.2: A BT representation of a TM 2 (Qrr,qraFry,Z1rm,0rm ). Let m be the cardinality of Q7 (states)
and n be the cardinality of X7, (symbols). We will use N to mean the set of natural numbers and M to be the
set of integers between 0 and m inclusive. Recall that for the sake of clarity, g7y £0,0ru = {xeN|x<m},
and X7y = {x€N|x<n}. The dotted line represents where one would fill in the tree; a completed tree would
have a subtree for each state-symbol pair for which 87y is defined. That is to say, there should be a subtree
for (a,b) if and only if 87y (a,b) is defined. Note that our diagram starts with the subtree for (0,0) and ends
with the subtree for (m— 1,n— 1); this is solely for demonstration purposes. If 874(0,0) is not defined, it
should not be included; likewise for (m— 1,n—1). Furthermore, we define read and write functions for the
tape. 7:Nx N N (short for read) is a function such that r(a,b) = idiv(mod(a,n®*'),n’) where idiv stands for
integer division (e.g. idiv(7,2) =3) and mod stands for modulo (e.g mod(7,2)=1). w:NxNxM— N (short
for write) is a function such that w(a,b,c) 2 a+((c—r(a,b))*n®). Finally, we note that we use index notation
for the transition function &ry. That is to say, if 67y (a,b) = (c,d,e), we would write drp(a,b)[0] to represent
¢ and so on.

and let ST is the set of all functions s¢:V +—{S,R,F.I}. Since there are finitely many vertices, st is finite. Then,
if BL and are finite, VU{Env} x ST x BL x is finite.
Then let (VU{Env} x ST x BL X Astr} X BLy X 0,9,{1},0nFa) be a NFA where

VveVU{Em} Vst ST Vbl € BLNenv € Onra((vyst,blenv),1) =gy (v,st,bl,env)

. Thus, we have defined an NFA for the SBT; it will emulate the SBT exactly (note that SBT's do not have a
concept of an input alphabet or an accepting state). As such, when the SBT is restricted to a finite blackboard

and environment, it is computationally equivalent to a Finite State Machine.
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CHAPTER 3

BehaVerify

The formalization provided in Chapter 2 will now be put to use using our tool, BehaVerify. BehaVerify,
originally introduced in Serbinowska and Johnson (2022) and subsequently overhauled in Serbinowska et al.
(2024b) and expanded upon in Serbinowska et al. (2024a) and Serbinowska et al. (2025), translates BT's into
nuXmyv (Cavada et al. (2014)) models for verification. Originally, BehaVerify took Python files as input. Now,
the input is written using a Domain Specific Language (DSL). In addition to nuXmv models, BehaVerify can
output Python and Haskell implementations of the BT. In this section, we will discuss how BehaVerify used
to function, how BehaVerify encodes SBTs, describe the DSL, discuss various optimizations, and provide
experimental results and comparisons to various other tools. Parts of this chapter reuse work from Serbinowska
and Johnson (2022) by Serena S. Serbinowska and Taylor T. Johnson and Serbinowska et al. (2024b) by Serena
S. Serbinowska, Preston Robinette, Gabor Karsai, and Taylor T. Johnson. For details regarding copyright,

please see the Acknowledgments.

3.1 Related Work
First, we clarify that the term ‘Behavior Tree’ sometimes refer to different concepts. Behavior Trees exist as a
formal graphical modeling language, as part of Behavior Engineering and are used for requirement handling

Grunske et al. (2008). These are not the BTs we are talking about.

Strengths and Uses of Behavior Trees
In Ogren (2012), the author shows how general Hybrid Dynamical Systems can be written as BT's and how this
can be beneficial. Furthermore, the paper provides justifications for why BT's are useful to UAV guidance and
control systems. Biggar et al. (2021) compares BT's to a variety of other Action Selection Mechanisms (ASM)
and proves that unrestricted BT's have the same expressive capabilities as unrestricted Finite State Machines.
Biggar and Zamani (2020) presents a framework for verifying the correctness of BT's without compromising
on the main strengths of Behavior Trees, which they identify as modularity, flexibility, and re-usability.
Ghzouli et al. (2020) considers the various implementations of BT's, such as BehaviorTree.cpp and PyTrees,
and examines a variety of repositories that utilize BTs. In Tumova et al. (2014) the authors propose an
algorithm to translate an I/O automaton into a BT that connects high level planning and low level control. The
authors of Colledanchise et al. (2017) demonstrate how it is possible to synthesize a BT that is guaranteed

to be complete a task specified by LTL. This does require restricting LTL to a fragment of LTL, so there are
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limits to what BT's can be synthesized in this way. Colledanchise et al. (2021b) describes a tool-chain for
designing, executing, and monitoring robots that uses BT's for controlling high level behaviors of the robots

while Colledanchise et al. (2021a) formalizes the context within which BT's are executed.

Expanded Behavior Tree

The capabilities of BT's have been expanded in several papers. In Biggar et al. (2020), the authors consider
how it is possible to expand BT's by introducing K-BT's which replace Success and Failure with K different
outputs. Colledanchise and Natale (2018), Colledanchise and Natale (2019), and Colledanchise and Natale
(2022) introduce Concurrent BTs and expand on them by introducing various nodes designed to better
enable synchronization in BT's that deal with concurrency. Meanwhile Giunchiglia et al. (2019) extends
BTs to Conditional BT's, which enforce certain pre and post conditions on various nodes within the tree and
introduces a tool which can confirm that the entire tree is capable of being executed based on the pre and post
conditions given. Safronov et al. (2020) extends BT's to Belief BT's which are better suited to dealing with

non-deterministic outcomes of actions.

Our Prior Work

In our prior work we presented BehaVerify Serbinowska and Johnson (2022). That version of BehaVerify
took as input a PyTrees Stonier (2020) object and walked the tree to create a nuXmv Cavada et al. (2014)
model. The created nuXmv Cavada et al. (2014) model was incomplete; it had composite and decorator nodes,
but the leaf nodes were ‘stubs’ for the user to fill in. The same was true of variables. The new version of
BehaVerify Serbinowska and Johnson (2022) utilizes a Domain Specific Language (DSL). It takes as input a
BT specified using the DSL and produces as output a nuXmv Cavada et al. (2014) model, a PyTrees Stonier
(2020) implementation of the BT, or a Haskell implementation of the BT. Crucially, the nuXmv Cavada et al.
(2014) model is now complete; there are no ‘stubs’ for the user to fill in as all the variables and leaf nodes are

fully and completely generated.

Existing Behavior Tree Frameworks

To our knowledge, there are no existing DSLs for BT's, but there are several related libraries and frameworks.
Ghzouli et al. (2023) lists a variety of different DSLs, but we believe these would more correctly be classified
as library implementations of BT's (e.g. BehaviorTree.CPP Auryn Robotics (2014) and PyTrees Stonier (2020)).
PROMISE Garcfa et al. (2020) is a DSL inspired by BT's, but it is not a DSL for BT's. MoVe4BT Peishan et al.

(2024), which we compare against, uses an XML style for specifying BT's.
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Verifying Behavior Trees

There are several existing formal verification works for BTs. Biggar and Zamani (2020) utilizes SPOT
Duret-Lutz et al. (2022) for verification of BT's, but is limited to atomic propositions and boolean operators.
Furthermore, the examples provided seemed to take over an hour to run for very small trees. Colledanchise
et al. (2021a) does runtime verification for a fragment of Timed Propositional Temporal Logic (TPTL), but not
design-time model verification. We compared against BTCompiler in Serbinowska and Johnson (2022). Two
additional available tools for model verification of BT's are ArcadeBT Henn et al. (2022) and MoVe4BT Peishan
et al. (2024).

ArcadeBT Henn et al. (2022) is an automatic verification method for BT's that verifies safety properties by
encoding the BT using Linear Constrained Horn Clauses (LCHCs). To do this, ArcadeBT Henn et al. (2022)
includes an implementation of BT's in C++ that can be automatically converted to LCHCs and verified using
73 de Moura and Bjgrner (2008). The tool has been evaluated on trees with up to 18 nodes. By comparison,
our new DSL and implementation in BehaVerify handles trees with 20000 nodes (see Section 3.8) and supports
verification of linear temporal logic (LTL) and computation tree logic (CTL) allowing for both liveness and
safety to be verified.

MoVe4BT Peishan et al. (2024) allows for the verification of LTL specifications over nodes, but it
cannot verify LTL specifications written as predicates over variables. In contrast, the implementation of SBT
verification in BehaVerify developed in Serbinowska et al. (2024b) supports LTL specifications over variables
and nodes. MoVe4BT Peishan et al. (2024) supports nodes with true parallelism, while BehaVerify does not.
However, PyTrees Stonier (2020), a popular implementation of BT's that BehaVerify targets, does not support
true parallelism. A more detailed comparison of the tools can be found in Section 3.8, including experimental
evaluations that demonstrate BehaVerify is able to verify trees 100 times bigger than MoVe4BT Peishan
et al. (2024) (20000 vs 200 nodes). A framework for formal verification of Linear Temporal Logic (LTL)
specifications for BT's is included in Biggar and Zamani (2020) and a basic implementation is provided;
unlike BehaVerify, it appears to only support Booleans. BT2BIP Wang et al. (2024), or xml2bip, transforms
BT's into the Behavior-Interaction-Priority (BIP) framework and then treats them as an extended finite state
machine to enable verification using nuXmyv Cavada et al. (2014). BT2Fiacre Ingrand (2025) translates BT's
into Fiacre Berthomieu et al. (2008) which enables verification. BTCompiler1 utilizes OCaml and ROCQ
(formerly COQ) Team (2024).

We note that while we are primarily focused on design time/offline verification, there are other tools for
BTs as well. A formal property specification language was introduced in Colledanchise et al. (2021a); it can

be used to build runtime monitors for BT. BT synthesis tools such as Scheide et al. (2025) and Hong et al.

Thttps://github.com/CARVE-ROBMOS Y S/BTCompiler
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seql

Figure 3.1: The structure of a simple BT

(2024) create BT's to meet specifications. Finally, we note that surveys Ghzouli et al. (2020) and Ghzouli et al.

(2023) provide overviews of how various BT libraries are used, an overview of various projects, and so on.

3.2 Original Approach

The first version of worked quite differently then it does now. We will use BehaVerify-vl when referring to
this older version. BehaVerify-v1 began by recursively walking a PyTree and recording relevant information.
This information included what the type of each node is, recorded any important parameters (like the Success
policy for a parallel node), and the structure of the tree. Once this process finished, BehaVerify-v1 began to
create the .smv file. Most of this process was straightforward. For instance, for each node type, BehaVerify-v1
created a module (basically a class) in the .smv file. For each node, BehaVerify-vl1 created an instance of a
module with the necessary parameters, like what children the node has.

However, not everything was simple or static. The primary sources of complexity were nodes with memory.
A lazy approach to implementing nodes with memory is to have each node store an integer marking which
child returned Running. Such an encoding can greatly increase the number of states in the model. Consider
Figure 3.1. Seql has two children, while sell has three. The lazy encoding would therefore produce six states
to record which children returned Running. However, consider that if we know that node_y returned Running,
then sell will also return Running. Thus we only need four states.

Next, BehaVerify-v1 began to handle the blackboard. BehaVerify-v1 had several ways of doing this. The
first method was to have the user provide an input file which is simply included in the .smv file. Assuming
no such file was provided, BehaVerify-v1 generated the blackboard, which could be saved. This allowed
the user to modify the generated blackboard file and use it as an input file on subsequent runs. In addition,

BehaVerify-v1 also allowed the user to include LTL specifications.
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Figure 3.2: A selector node with many children.

At this point, the .smv file was complete, and can be used with nuXmv Cavada et al. (2014), either for

simulation or verification.

3.3 Encodings

BehaVerify-v1 uses two primary encodings: Leaf and Total. The general ideas behind these encodings are
presented here. Note that the actual models BehaVerify-v1 creates for use with nuXmv differ from what is
presented here, but the general motivations are the same. Also note that from this point forward, we write
Success as S, Failure as F, Running as R, and Invalid as /. For both encodings, it is useful to consider how a
BT operates. A BT remains inactive until it receives a tick. Once a tick is received, it begins to propagate
throughout the tree causing various nodes to execute. The path of the tick signal through the Tree is similar
to a Depth First Search, though it will sometimes skip over branches of the tree. A basic version of the Leaf
encoding explicitly follows the tick signal as it moves throughout the tree, tracing the exact path the tick signal
takes through the tree. The Leaf encoding presented here includes some optimizations to improve performance,
but the general idea is the same. The Total encoding doesn’t follow the path of the signal. The state of the tree
in the Total encoding is instead represented by a chain of dependencies and by considering the path of the tick

signal through the tree, the chain can be resolved. Additional details follow.

3.3.1 Leaf

As was mentioned, an intuitive encoding for BT's follows the path of the tick throughout the tree. At each
time step ¢, one node is the Active Node (ActNode(r)), its status is computed, and then another node becomes
Active. With truly parallel nodes, multiple nodes could be active at the same time. However, as we are targeting
PyTrees specifically, parallel nodes are not truly parallel. See Subsection 1.3.1 for more details. Note that in
this encoding each time step ¢ does NOT correspond to a tick. A tick instead occurs between any time steps
t and t+ 1 such that ActNode(t) = —1. Now consider Figure 3.2. In this simple encoding, we would start at
wideSel, then move to child1, then back to wideSel, then to child2, back to wideSel, etc., until one of the
children returned S or R, or we ran out of children. Thus this encoding spends many steps going through
wideSel. The Leaf encoding realizes that the actual points of interest are the leaf nodes themselves. If childl

returns S or R, then the tree returns a status. If child1 returns F, then we need to check child2. Thus we can
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eliminate many unnecessary steps in the traversal of the tree by jumping from leaf to leaf. Formally, this

encoding is as follows:

if t+1<0, then —1
ActNode(t+1) = q else if ActNode(t) = —1, then NextNode(root,t,—1)

else NextNode(ActNode(t),t,ActNode(t))

So at each time step ¢, ActNode(t) either indicates a Node that is active or returns -1, which symbolizes the
tree returning a value. In NextNode(n,t,prev), n is either -1 or a node, 7 is an integer indicating the time-step,
and prev is either -1 or a node and indicates which node asked for the Next Node. This is used to determine
which node should be active next.

NextNode(n,t,prev) =

ifn=—1, then—1
else if stnt # 1, then NextNode(parent(n),t,n)
else if IsLeaf (n), then n
else if IsSel(n) A prev=parent(n),
then NextNode(Unskipped(FChl(n),t),t,n)
else if IsSel(n), then NextNode(rNeigh(prev),t,n)
else if IsSeq(n) A prev=parent(n),
then NextNode(Unskipped(FChl(n),t),t,n)
else if IsSeq(n), then NextNode(rNeigh(prev),t,n)
else if IsPar(n) A prev=parent(n),
then NextNode(Unskipped(FChl(n),t),t,n)
else if IsPar(n), then NextNode(Unskipped(prev,t),t,n)
else if IsDec(n) ASkipChl(n,t), then n

else NextNode(FChl(n),t,n)

parent(Root) = —1 and otherwise parent(n) returns the parent of n.
SkipChl(n,t) returns True if at time 7 decorator n does not run it’s child. IsLeaf (n), IsSel(n), IsSeq(n), IsPar(n),

and IsDec(n) are all predicates that return True if the node 7 is of the described type and False otherwise (all
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return False if n=—1). FChi(n) returns the first child of n, and rNeigh(n) indicates the right neighbor of n.

if Skipped(n,t), then Unskipped(rNeigh(n),t)
Unskipped(n,t) =

else n

Unskipped(n,t) returns the first right Neighbor of n that is not Skipped (Nodes with Memory can cause their

children to be skipped in some cases). If there is no right neighbor, then rNeigh(n) = —1.

if t <0, then L

else if Ja€Anc(n) s.t. stat—1€{S,F},
then L

else if IsParSynch(parent(n)) Astnt—1 =S5,
then T

Skipped(n,t) =

else if IsSeqWM (parent(n)) A
x> 1 s.t. strNeigh(n)'t—1=R, then T

else if IsSelWM (parent(n)) A

x> 1 s.t. strNeigh(n)'t—1=R, then T

else Skipped(n,t—1)

Here rNeigh(n)" := rNeigh(rNeigh(n)*~'), with rNeigh(n)" := rNeigh(n). In other words, rNeigh(n)" is the
¥ right neighbor. Anc(n) is the set of nodes that are ancestors to n. This set does not include n or —1.

IsSeqWM (n) and IsSelWM (n) check if n is a Sequence/Selector node with memory, respectively.

stnt ==
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if IsLeaf (n) AActNode(t) =n, then LeafStatus(n,t)
else if IsSel(n) A(Jc € Chl(n) s.t. stct € {S,R}), then stct
else if IsSel(n) AstLChl(n)t =F, then F
else if IsSeq(n) A(3c € Chi(n) s.t. stct € {F,R}), then stct
else if IsSeq(n) AstLChl(n)t =S, then S
else if IsPar(n) A
(3ce Chl(n) s.t. (stct #1) A Unskipped(c,t) =—1),
then ParStatus(n,t)
else if IsDec(n) A (ActNode(t) =nV stFChl(n)t #1),
then DecStatus(n,t)

else 1

stnt describes the status of node n at time step t. Chl(n) is the set of children of n. If both IsDec(n) and

ActNode(t) =n, then n is a decorator that skipped its child.

if IsFailure(n,t), then F
ParStatus(n,t) = { else if NumSucc(n.t) > SuccThresh(n), then S

else R

if JacAnc(n)U{n} s.t. stat—1€{S,F},
then L

IsFailure(n,t) ==

else IsFailure(n,t—1)V

de € Chi(n) s.t. stct=F
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if Ja€Anc(n)U{n} s.t. star—1€{S,F},
then 0

NumSucc(n.t) =1 else if Ic € Chl(n) s.t. stnt =S5,

then NumSucc(n,t—1)+1

else NumSucc(n,t)

3.3.2 Total

Unlike the Leaf encoding, in the Total encoding a tick occurs at each time step ¢ and we compute the entire
state of the tree in one time step. Consider Figure 3.2. By definition, the status of wideSel is S if a child returns
S, R if a child returns R, and F if all children return F (a status of I is impossible for the root as the root will
always run). The Total encoding uses this sort of definition directly for each node. Thus the status of each
child is based on if the child runs and the custom code of the leaf node. As a result, in this case child3 will
only run if child2 runs and returns F, and child2 will only run if child1 runs and returns F. This is all directly
encoded, though it is done formulaically. The state of the tree is determined by resolving the dependency

chain. Formally the encoding is defined as follows:

IsActive(n,t) ==

if IsRoot(n), then T

else if —IsActive(parent(n),t)V Skipped(n,t), then L
else if n=FChl(parent(n)), then T

else if ResFrom(n,r), then T

else if IsSel(parent(n)), then stINeigh(n)t=F

else if IsSeq(parent(n)), then stiNeigh(n)t =S

else if IsPar(parent(n)), then T

else L

IsActive(n,t) is True if at time 7 node n executed. In this encoding multiple nodes can be active at the same

time. Notation is reused from the Leaf encoding where applicable. For instance, IsSel(n) is defined as before.
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INeigh(n) functions the same way as rNeigh(n), except with the Left Neighbor.

if t <0, then L

else if Ja € Anc(n) s.t. stat—1€{S,F},
then L

else if IsParSynch(parent(n)) Astnt—1 =S5,
then T

Skipped(n.t):=

else if IsSeqWM (parent(n)) A
Ax>1 s.t. strNeigh(n)'t—1=R, then T

else if IsSelWM (parent(n))A

x> 1 s.t. strNeigh(n)'t—1=R, then T

else Skipped(n,t—1)

Skipped(n,t) is used to determine if a node with memory caused node n to be skipped at time 7.

ResFrom(n,t):=1IsSeq(parent(n)) A\3x>1 s.t. strNeigh(n)t—1=R

Intuitively, ResFrom(n,t) tells us if at time 7 we are supposed to resume from node » or not (only affects certain

nodes with memory). As before stnt is used to describe the status of a node » at time .

if —IsActive(n,t), then [

else if IsSel(n), then SelStatus(n,t)
else if IsSeq(n), then SeqStatus(n,t)
stnt .=
else if IsPar(n), then ParStatus(n,t)

else if IsDec(n), then DecStatus(n,t)

else LeafStatus(n,t)
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if 3c € Chi(n) s.t. stct €{S,R},

SelStatus(n,t) = then stct

else F

if 3c€ Chl(n) s.t. stct €{F,R},

SeqStatus(n,t) == then stct

else S

if 3c € Chi(n) s.t. stct=F, then F
ParStatus(n,t) = q else if NumSucc(n,t) > SuccThresh(n), then S

else R

NumSucc(n,t):= ’ {c:ceChi(n)A(stct =SV Skipped(c,t))}|

SuccThresh(n) represents the number of nodes that need to return Success for the parallel policy to return
S. For the two default policies, Success On One and Success On All, the values would be 1 and |Chl(n)|
respectively. Therefore, if a node is a Parallel node and isn’t /, then if any of the children returned F' the node
returns F. Otherwise, it compares against the SuccThresh(n). NumSucc(n,t) is the number of children of n that
returned S at time ¢. Since Leaf Nodes can be customized, it is impossible to fully characterize their behavior,
and there are too many Decorator nodes to concisely list here. As such, we have DecStatus(n,t) € {S,F,R} and

LeafStatus(n,t) € {S,F,R}.

3.3.3 BTCompiler
The encoding for the BTCompiler, as best we understand it, has been included in Appendix .3. Unfortunately,
we were unable to install the tool. However, based on various examples in the BTCompiler repository,

we concluded that the file ‘bt_classic.smv’?

contains the relevant encoding. The encoding presented in
Appendix .3 is meant to approximate this, in the same way that the Leaf and Total encodings approximate the

actual encodings used by BehaVerify-v1.

Zhttps://github.com/CARVE-ROBMOSY S/BTCompiler/blob/master/smv/bt_classic.smv
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3.4 Results

We include the results of two main experiments: Checklist and BlueROV. Checklist is a parameterized
example that takes as input an integer n and produces a BT that contains n checks which must either succeed
or a fallback triggers. For each check we include two LTL specs, one to be proved and one to be disproved.
Leaf_v2, Total_v2, Total_v3, and BTC models were used in this experiment, where Leaf_v2 is based on the
Leaf encoding, Total_v2 and Total_v3 are based on the Total encoding, and BTC is based on the BTCompiler
encoding. The other example is BlueROV, the controller in an ongoing DARPA project. As this example
requires blackboard variables which BTCompiler does not support, it is not included, so only the 3 BehaVerify-
v1 encodings are considered. We include timing results for verifying the LTL spec as well as memory usage.
Timing values are based on nuXmv’s ‘time’ command. Maximum Resident Size values are based on nuXmv’s
usage command, which uses getrusage(2) Cavada et al. (2014). Maximum Resident Size is the maximum
amount of RAM that is actually used by a process. All tests were run on a computer using Ubuntu 22.04 with
32 gb of ram and an 17-8700K Intel processor. Both the tool and instructions on how to recreate these tests are
available®. The tests only consider the time to verify LTL specifications in nuXmyv. Time spent building the
model in nuXmv is not included as it never exceeded .2 seconds. The time spent converting the BT's to models

is not included as it is also fairly negligible, but can be found in Appendix .2 and Appendix .7.

3.4.1 Checklist and Parallel-Checklist

The checklist examples consist of a series of checks that run in order by nested sequence nodes. Each check
consists of a selector node, a safety check leaf node that can return S or F, and a backup node that can only
return S. Thus if the safety check fails, the selector will run the backup which will return S. This process
continues until each check has been run. See Appendix .6 for visual examples. Parallel-checklist replaces the
sequence nodes with parallel nodes. Each check has two LTL specifications, one True and one False. The
True/False specifications require that if a safety check fails, then a backup is triggered/not triggered. Due to
differences in encodings, the specifications are slightly different for each version. We include one example

here. The remainder can be found in Appendix .5.

For Total_v2 and Total_v3:
G(safety_checkX .status=F = backupX .status=S);

G(safety_checkX .status=F = (backupX .status=S));

3https://github.com/verivital/behaverify
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Figure 3.3: Timing and memory results for verifying LTL specifications in nuXmv for Checklist and Parallel-

Checklist. Timeout is set to 5 minutes. If a timeout occurred, a value of 350 is used for timing and -1000 for

memory. After 3 timeouts, the remaining tests for the version are skipped. BTC is based on BTCompiler,

Leaf_v2 is a model based on the Leaf encoding, and Total_v2 and Total_v3 are models based on the Total
par0

encoding.
/ SuccessOnAll /

Figure 3.4: Two examples with 3 children.

Checklist Results Discussion
Having re-run the checklist and parallel checklist experiments three times for BTCompiler only, we have
found that the spikes are present each time. These results can be found in Appendix .4. The results are
extremely similar, so we find it unlikely that this is a fluke. Furthermore, we note that there is a spike at 19 in
both the checklist and parallel-checklist experiments. Since nuXmv is using a BDD model to verify the LTL
Specifications, we assume that there is some sort of awkward break point with the number of variables that
causes the efficiency to greatly suffer at certain points.

Note that Total_v2 works much better on Parallel-Checklist than on Checklist. This is because of the logic
chain created by Selector and Sequence nodes. Consider the Selector Example in Figure 3.4. The status of
child3 depends on if child3 is active, which depends on the status of child2, which depends on if child2 is

active, which depends on the status of child1, which depends on if childl is active, which depends on if selO is
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Table 3.1: blueROV, Time in Seconds to Compute LTL

Model LTL Spec Leaf v2 Total v2 Total v3
warnings only  low battery 0.39 4.16 0.12
warnings only  emergency stop 0.48 4.21 0.14
warnings only home reached 0.66 - 1.70
warnings only  obstacle 0.54 7.79 0.17
warnings only  sensor degradation 0.49 4.11 0.13
small low battery 23.43 5.06 0.33
small emergency stop 30.47 6.40 1.02
small home reached 31.48 - 2.58
small obstacle 39.34 9.87 0.39
small sensor degradation 31.73 5.23 0.34
full low battery 79.08 5.54 0.60
full emergency stop 156.20 6.49 1.81
full home reached 107.05 - 3.59
full obstacle 323.00 10.06 1.10
full sensor degradation  106.16 6.57 1.46

active. The chain quickly becomes unmanageable (see Appendix .6 for visual examples of the BT's). This is
not the case with Parallel-Checklist. Consider the Parallel Example in Figure 3.4. The status of child3 depends
on if child3 is active, which depends only on parQ and what child3 returned last time. Thus the dependency
chain is much shorter and thus Total_v2 performs better on Parallel-Checklist. Total_v3 avoid this by ‘guiding’
nuXmv through this dependency chain by introducing intermediate variables.

Finally, note that the timing results in Figure 3.3 clearly demonstrate that the Total_v3 encoding outperforms

the rest.

34.2 BlueROV

We considered three versions of BlueROV: warnings only, small, and full. The differences between these
versions is what range of values each blackboard variable is allowed to use. See Appendix .1 for an image of
the BT. We consider 5 sets of 2 LTL specifications. The timeout for each set of specifications was 10 minutes.
For each warning, the first LTL specification requires that if the warning is set to True, then the appropriate
Surface Task is triggered. This specification is False in all cases except battery low warning. The second LTL
specification requires that if in a given tick a warning is set, then during that tick a surface task will trigger.

This is true for all warnings except the home reached warning.
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For the Leaf v2 encoding, these look as follows for battery:

G(next(battery_low_warning) =1 Aactive_node = battery2bb —>
(active_node > —1U (active_node = sur face)));

G(next(battery_low_warning) =1 Aactive_node = battery2bb —>
(active_node > —1U (active_node € {sur face,sur facel sur face2,

surface3,surfaced})));

For the Total encodings, these look as follows for battery:

G((next (battery_low_warning)=1Abattery2bb.active)
= (surface.active));

G((next(battery_low_warning)=1Abattery2bb.active)
= (surface.active|sur facel .active|

surface2.active|sur face3.active|sur face4.active));

BlueROV Results Discussion

The BlueROV models differ from each other only in the number of values that each blackboard variable
can take. Thus based on the results in Table 1, we can see that the Leaf_v2 encoding has the worst scaling
of the three with respect to blackboard variable size. Total_v3 improves upon both Total_v2 and Leaf_v2.

BTCompiler does not support blackboard variables.

3.5 Tool Description

The previous sections described BehaVerify-v1. We now move to describing the current version of BehaVerify.
The differences between BehaVerify-v1 and BehaVerify stem from a change in the input; BehaVerify-v1 took
as input a PyTree which necessitated parsing a Python code. For some tasks, this was reasonable; for others,
it was not. Trying to determine how a blackboard variable is being updated using arbitrary Python code is
difficult, to say the least. BehaVerify moved away from this by introducing a domain specific language (DSL)
that is used to create the input. This gave us much greater control over the input and allowed us to automate
much more of the process. However, BehaVerify-v1 was still immensely important to the development of
BehaVerify overall; in particular, the total encoding is still the basis for the main optimization BehaVerify uses:

fastforwarding.
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Figure 3.5 illustrates the high-level usage of BehaVerify. We will begin with a description of the Domain

Specific Language (DSL) that is used to specify the input to BehaVerify. We will then describe how the output

can be used. Finally, we will include some examples of how BehaVerify can be used.

3.5.1 Domain Specific Language

The input for BehaVerify is provided using a Domain Specific Language (DSL); this includes the BT, the
environment, and any specifications that are to be verified. We used textX Dejanovi€ et al. (2017) to create
a grammar for BT's. To help illustrate how the DSL is used, we have included a Listing 3.1 for the BT in
Figure 3.6. Note that there are some features available in BehaVerify that are not covered by this example. The

textX file that defines the grammar can be found at *.
* Functions: Functions are written using prefix notation. For example, 142 would be (add, 1, 2).

* Nondeterminism: Variables can be updated nondeterministically. If more than one value is in a result,

a value will be chosen nondeterministically.

* Loops: Loops are unravelled by BehaVerify. The example loops are used to assign values nondetermin-

istically.

¢ Arrays: No arrays are featured in the example, but BehaVerify does support array variables.

“https://doi.org/10.5281/zenodo.15369334, /metamodel/behaverify.tx
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—ENVIRONMENT UPDATES-—
if new:
€ [0,19]
else:
if new:
€ [0,19
else:

if (act="We'):

= max(0,( —-1))
elif (act="Ea'):

= min(19,(x_d+1))

else:
—VARIABLE INFO- —INITIAL VALUES- =
act -VAR- {'We', 'Ea', 'No', 'So"'", "'XX"'} act = "XX' if (act="'So"):
new - VAR - BOOLEAN new:= 1 = max(0,( -1))
- VAR - [0, 19] =0 elif (act="'No'):
- VAR - [0, 19] =0 = min(19,( +1))
- VAR - [0, 19] = else:
- VAR - [0, 19] = =

GoalSeq NextAct

NeedNew NewGoal
new:= 1

acte {'Ea',"So"','We","No"'}
status:=S8

if (( = YA ( = )): new:="T
status:=S5 act = 'XX'

else: status:=R
status:=F

Figure 3.6: BT diagram for the Random Drone. The Random Drone moves at random on a grid with a goal. If
the goal is reached, a new goal is generated. NeedNew checks if the drone’s location (x_d,y d) is equal to
the location of the goal (x g,y g). Ifitis, a new goal is needed. Otherwise, an action is nondeterministically
chosen from North (‘No’), South (‘So’), East (‘Ea’), and West (‘We’). Between ticks, the environment updates
occur; the location of the drone is updated based on the chosen direction and a new goal is generated if needed.
Note that this figure is a duplicate of Figure 1.1; it is duplicated here for convenience.

* Arguments: Nodes can take arguments, though none do in the example. To use an argument, modify the
node to read arguments{arg := INT}. Then, in the tree, use Node { 3} (assuming the argument

you want to pass is 3 and the node is named ‘Node’).
* Specifications: Specifications can be written using Linear Temporal Logic (LTL), Computation Tree

Logic (CTL), and Invariant specifications.

Fastforwarding and Stages
In Listing 3.1, the specifications all say something like ‘x_g at 0’. This is because of an optimization we call

Fastforwarding Serbinowska et al. (2024b); in essence, we evaluate the entire tree in a single tick. Note that
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configuration {} enumerations {'We', 'Ea', 'No', 'So', 'XX'}

constants {min_val := 0, max_val := 19}

variables {
variable { bl act VAR {'We', 'Ea', 'No', 'So', 'XX'} assign{result{'XX'}}}
variable { bl new VAR BOOLEAN assign{result{False}}}
variable { env x_d VAR [min_val, max_val] assign{result{min_val}}}
variable { env y_d VAR [min_val, max_val] assign{result{min_val}}}
variable { env x_g VAR [min_val, max_val] assign{result{x_d}}}
variable { env y_g VAR [min_val, max_val] assign{result{y_d}}}

} environment_update {

variable_statement { x_g #{if new, assign value nondeterministcally,

unchanged} #

assign { case {new} result {(loop, loop_var, [min_val, max_val] such_that True,
loop_var) }
result {x_g}}}
variable_statement {y_g
assign {case{new} result {(loop, loop_var, [min_val, max_val] such_that True,

loop_var) }
result {y_g}}}
variable_statement {x_d
assign {

case {(eq, act, 'We')} result { (max, min_val, (sub, x_d, 1))}
case {(eq, act, 'Ea')} result { (min, max_val, (add, x_d, 1))}
result {x_d}}}
variable_statement {y_d
assign {
case {(eq, act, 'So')} result { (max, min_val, (sub, y_d, 1))}
case {(eq, act, 'No')} result { (min, max_val, (add, y_d, 1))}

result {y_d}}}
} checks {}
environment_checks {
environment_check { NeedNew
arguments {} read_variables { x_d, y_d,
condition {(and, (eq, x_g, x_d), (eq,
} actions {
action { NewGoal

act}
y_g, y_d))}}

arguments{} local_variables {}read_variables {} write_variables {new, act}
initial_values {}
update {
variable_statement { new assign{result{True}}}
variable_statement { act assign{result{'XX'}}}
return_statement {result {running}}
}
} action {NextAct
arguments{} local_variables {}read_variables {} write_variables {new, act}
initial_values {}
update {
variable_statement {new assign{result{False}}}
variable_statement {act assign {result{'No', 'So', 'We', 'Ea'}}}
return_statement {result { success}}
}
}
} sub_trees {}
tree {
composite {Drone selector children {
composite { GoalSeq sequence children { NeedNew {} NewGoal {}}}
NextAct {}
}
}
}
tick_prerequisite {(True)}
specifications {
CTLSPEC { (always_globally, (always_finally, (and, (eq, x_d at -1, x_g at 0),
at 1, y_g at 0))))}
CTLSPEC { (always_globally, (exists_finally, (and, (eq, x_d at -1, x_g at 0),
at 1, y_g at 0))))}

else leave

(eq,

(eq,

y_d

y_d

Listing 3.1: DSL for the drone example in Figure 3.6
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we only use this when creating models for verification with nuXmv. A variable, such as x in this example, can
have its value change during a tick. Thus, we need a way to refer to the variable during different times during
a single tick; we refer to these as stages. Stage O is the value of the variable at the start of the tick, stage 1 is
the value after the first possible change, etc. Stage -1 refers to the last stage. Here the first possible change
refers to the first node that can change the value of the variable when using a depth-first traversal. Should the
node be skipped for some reason, the stage simply falls back to the value of the previous stage.

A concern with stages is a state space explosion; if a variable has 10 possible values and we store 3 stages,
then that would be 1000 possible values. Fortunately, we have a simple work around. If a variable is updated
deterministically, then the next stage is a function (in the mathematical sense) of the previous stage; this means
we can store the stage as a DEFINE and it does not increase the state space. As an example, if we update a
variable x by incrementing it, then instead of making a new variable for the new stage we can just insert x4 1
everywhere we would need to. We note that in some cases we can remove a stage. Additional details can be

found in 3.7.

3.5.2 Output

Currently, BehaVerify can output Python code, Haskell code, or a .smv model for use with nuXmv. In all
cases, BehaVerify begins by utilizing textX (Dejanovi¢ et al. (2017)) to parse the input. textX returns Python
objects that contain all the information from the input. Next, an optional grammar check takes place; this
grammar check helps ensure obvious mistakes are not made (e.g. (add, ‘dog’, 1) does not make sense). Should
the grammar check encounter such an error, it will produce an error code that will help locate the issue; this
is much simpler than trying to parse a nuXmv file for a very cryptic error. From here, the process differs

depending on the output.

Python and Haskell

As the process for Python and Haskell code is fairly similar, we will focus on the Python process. We begin
by creating classes for each user defined leaf node; this involves translating the Python objects produced by
textX into runnable Python code. Next, BehaVerify creates the structure of the behavior tree and creates the
blackboard. Then, BehaVerify creates a file for running and logging the behavior tree. Finally, BehaVerify
creates the environment; the environment is set up so that the user can easily replace portions of it to integrate
with other tools. For instance, a more ‘practical’ version of the drone in Figure 3.6 might include an extra
leaf node called ‘SendAct’ that uses a write environment statement in its update to communicate with the
environment. The generated Python leaf node would include a function call to a function in the environment

that the user could overwrite that actually implements sending an action in practice (like through the Robotic
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Operating System 2 (ROS2) Macenski et al. (2022)). Note that we utilize PyTrees Stonier (2020) for our
Python implementation.

Throughout this process, BehaVerify has to translate code. In many cases, this is fairly straightforward;
translating a Python object representing (add, 1, 2) to 1+2 is not complicated. However, to improve usability,
BehaVerify allows for some syntactic sugar. For instance, BehaVerify permits fixed loops; these can be nested
and need to be unraveled during the translation. This process is not trivial.

Haskell does offer some additional complications. First, we did not have a behavior tree library to start with
for Haskell. As such, we had to implement our own. Note that SBT's are stateful while Haskell is functional;
this presents a complication. To address this, we considered the nature of the ‘state’ in SBTs. Consider the

example in Listing 3.2.

state = 0

def tot (y):
global state
state = state + y
return state

print (tot (1))

print (tot (2))

print (tot (1))

Listing 3.2: A basic python function with state

In this example, the global variable state acts as the state for the method tot. tot is not functional; the output

of tor(1) depends on the state. However, this can be rewritten to be functional, as in Listing 3.3.

def tot (state, y):
state = state + y
return state
myState = 0
myState = tot (myState, 1)
print (myState)
myState = tot (myState, 2)
print (myState)
myState = tot (myState, 1)

print (myState)

Listing 3.3: A basic python function without state

These two examples produce the same result, but in the case of Listing 3.3, the method zot is functional; the

state becomes an input. This, is, in essence, what was necessary to implement SB7's in Haskell. Because of
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immutability, we had to be very careful with how we set things up in Haskell to avoid massive inefficiencies.
Nondeterminism required similiar accomadations within Haskell, wherein we made the state carry a ‘seed’

variable that was updated whenever a ‘random’ choice needed to be made.

nuXmv
The process for nuXmyv is, in many ways, very similar to the Python process. The main differences stem from
the fastforwarding optimization. Where Python considers a single node at a time, nuXmv handles the entire
tree at once. Thus, consider (add,x,1). In Python, we can simply write x+ 1 and be done. In nuXmv, the
process is more complex; if the value of x changes over the course of the tick, which value do we use? For
stateful variables (variables that store a value), this process is difficult but not needlessly complicated. If we
process the tree in depth-first order, we can ensure that we always use the last value we have seen. However,
the process becomes more complicated when we encounter define variables. These can be thought of as a
macro or function; the macro or function never changes, but if the value of a variable they depend on changes
then the value changes. For instance, if y is a define variable defined as (add x,1), then y will change whenever
x changes. Now to determine the most recent value, we have to determine the most recent value of every single
variable the define variable depends on. This process can be very intensive and time consuming; to avoid this,
we precompute what the define variable depends on and record this. Then, each time we encounter it, we
check the most recent version of each variable it depends on and compare it to what we have seen in the past.
Additional insights about fastforwarding and nuXmv optimizations can be found in Subsection 3.5.5.
nuXmv can be used to verify Linear Temporal Logic (LTL), Computation Tree Logic (CTL), and Invariant
specifications provided by the user. In Listing 3.1, we provide example CTL specifications. The first
specification states that the drone will always eventually reach the goal; this claim is false and nuXmv provides
a counterexample. The second specification states that the drone is always capable of eventually reaching the

goal; this claim is true and nuXmv confirms this.

3.5.3 Installing and Running BehaVerify

While we provide instructions for installing and running BehaVerify locally, we recommend using BehaVerify
through docker. These instructions use git, docker Merkel (2014), and docker-py°. Git is not required; you
may download our repository using alternate means if you so choose. Docker and docker-py (Python library

for the Docker Engine API) are required.

Shttps://github.com/docker/docker-py
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git clone https://github.com/verivital/behaverify
cd behaverify

python3 docker/BehaVerify/python_script/reinstall.py docker/BehaVerify —--nuxmv_loc URL

Listing 3.4: BehaVerify Installation example. Replace URL with a URL from which nuXmv can be

downloaded.

The command in Listing 3.4 will attempt to delete any existing containers named ‘behaverify_docker’ and
any existing images named ‘behaverify_docker_img’ and will then try to create an appropriate image and
container. The nuXmv license does not allow us to distribute nuXmv, but it is available to download for free
from the official website®. The command will download nuXmv from the provided URL; we assume it will
be downloaded from the official website and that the .tar.xz folder structure is unchanged. If, for whatever
reason, this does not work (or you have already downloaded nuXmv), you may instead use the ——local
flag and replace the URL with a local path to a nuXmv executable; the file you point to will be copied into
the container. Note that the nuXmv executable must be for Linux x86_64. Alternatively, you may omit the

argument; BehaVerify will not be able to use nuXmv.

python3 docker/BehaVerify/python_script/generate.py \

Input Networks Output Generate Command ——-ADDITIONAL_OPTIONS

Listing 3.5: BehaVerify usage

Then, to generate and check the CTL specifications for our drone example run the following command. Below

we include an explanation of the arguments.
* Input: This is a path pointing to the .tree file to be used.

* Networks: This is either a path pointing to a folder containing the neural networks used or - if no

networks are used.

* Output: This is a path pointing to where the output should be written and named. The actual output will

append .tar to this argument.
* Generate: This is one of Haskell, Python, LaTeX, or nuXmv. It determines what will be generated.

» Command: This is one of generate, evaluate, ctl, Itl, or invar. The last three options are only available
if the nuXmv was chosen. ‘generate’ means convert the .tree file into the chosen form and do nothing
else. ‘evaluate’ means convert and then run; a .txt file containing information from the simulation will

be produced in addition to the generated files. ‘ctl’, ‘Itl’, and ‘invar’ mean generate a .smv file for use

Shttps://nuxmv.fbk eu/download.html
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with nuXmv and then check the relevant specifications; a .txt file containing the output of nuXmv will

be included.

There are some additional optional flags that we omit here for space. Listing 3.6 includes an example of
how to generate a .smv file and check the CTL specifications for the Drunken Drone example. The output
(in nuXmv_output.tar) will include the .smv file and a text file recording the verification result for each CTL

specification and counterexamples (if applicable).

python3 docker/BehaVerify/python_script/generate.py \

examples/DrunkenDrone/DrunkenDrone.tree - ./nuXmv_output nuXmv ctl

Listing 3.6: BehaVerify Example

3.5.4 Additional Features

Tree Visualization

A key strength of BT's is the visual aspect. As such, it is important to be able to visualize BTs. BehaVerify
allows the user to visualize BT's through the dsl_to_latex.py program which accepts as input a .tree file and

produces a LaTeX diagram; this was used to generate each BT diagram in this dissertation.

Trace Visualization

nuXmv produces counterexamples when a specification is false. This is very helpful, as it enables the user to
more easily correct any mistakes present in the model. However, this requires that the user be familiar with
both nuXmv and the BehaVerify encoding in nuXmv, and in particularly large examples the process of reading
a trace can be tedious. Therefore, we developed the ability to visualize nuXmv traces. See ’ for a series of

image representing a counterexample trace for the drone example in Subsection 3.9.2.

Runtime Monitoring
Additionally, in our work Serbinowska et al. (2024a) we introduced Behavior Tree with Monitor (BTM), a
variant BT model which allowed for the creation of monitors using LTL specifications that were then embedded

in leaf nodes. This process is supported by BehaVerify.

Type Checking
Originally, this grammar included type safety rules: (add,‘dog’,1) was not a valid statement because 1 is an
integer and ‘dog’ is an enumeration. The performance suffered greatly from this and it made the grammar very

complex. As such, the current textX grammar allows statements like (add,‘dog’,1) and we instead catch such

Thttps://doi.org/10.5281/zenodo.15369334, /saved_images/0_0.png, 0_1.png, and 0_2.png
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errors using a Python program we wrote: check_grammar.py. This program performs better than the older
grammar and it is easier to make updates. Additionally, if a user knows their model is grammatically correct,

check_grammar.py can be skipped, allowing for even greater performance benefits.

3.5.5 Pipeline

Here we focus specifically on how DSL_to_Python, DSL_to_SMYV, and DSL_to_Haskell work. In all cases, we
begin by using textX to parse the input file describing the behavior tree; this creates Python objects representing
the input. If the grammar check has not been skipped, the input is then passed to check_grammar.py. If any
violations are found, an exception with a trace is raised; this helps the user locate the error and correct it. If no
violations are found, the process continues. DSL._to_Python and DSL_to_Haskell proceed similarly, thus we
focus on DSL_to_Python. For each leaf node the user-defined (nodes can be reused), a Python class is created.
Large parts of the node are effectively a template (we always import py_trees, etc.). The major changes occur
within the initialization and update methods; initialization is called when an object is created and update is
called when the node actually runs. For each variable statement within the update, we process the code and
create the appropriate Python code. Most of the time, this is a grammar translation: e.g., (add,1,x) becomes
(14x). However, our language allows for far more involved expressions, such as the variable statement in

Listing 3.7.

1 | variable_statement {

2 x assign{

3 result{

4 (loop, i, [1, x_max] such_that (eq, (mod, i, 2), 1),

5 (loop, Jj, [(sub, y_min, x_min), (min, (mult, 3, y_max), x_max)] such_that
True,

6 (min, x_max, (max, x_min, (sub, (mult, i, 3J), z)))

Listing 3.7: Variable assignment that uses a nested loop

Here, x_min, x_max, y_min, and y_max must be constants, because both loops need to be unrolled during the
translation. z could be a variable or a constant. Each iteration of the loops produces a possible output, and X is
nondeterministically assigned a value from among the possible outputs. Note that a different value can be

chosen each time, and if the value of z changes, so will the possible outputs. Unsurprisingly, this is harder to
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translate.
The final steps for DSL_to_Python involve creating the tree structure, blackboard, and other similar

necessities.

3.5.5.1 nuXmv Translation and Optimizations for Verification

DSL_to_Haskell differs from DSL_to_Python primarily because the target languages differ. The differences
are not insignificant, but in some sense, the general shape of the process is similar; create nodes, translate code,
create the structure, etc.. DSL_to_nuXmv differs substantially from the other two. This is the result of various

optimizations that greatly change the resulting model to enable scalable verification.

Fastforwarding

Fastforwarding is a crucial optimization for the nuXmv encoding. Consider, for a moment, a system with
two variables, y and z, where the domains are {0,1} and Z, respectively. This system obeys the following
transition rules: y' :=1—y and 7/ := z+ (3xy) — 1. Here, y’ denotes the next value of y and 7’ denotes
the next value of z. Thus, from a starting point of (0,0), this system would produce the following trace:
[(0,0),(1,2),(0,1),(1,3),(0,2),(1,4),...]. The core insight guiding the optimization in BehaVerify is the
realization the model performs much better if we fastforward the trace. In essence, we want to bundle some
of the states in the trace together, so that it looks like [((0,0),(1,2)),((0,1),(1,3)),((0,2),(1,4)),...]. To
accomplish this we will consider y and z in stages. Thus, we will have yg, y1, zo, and z;. Our transition rules
will now be: yy:==1—y1, y1:=1—y0, 2z5:=21+(3*y1)—1, and z; :==z0+ (3*y1) — 1. Crucially, note that we do
not use y'1 or z’l. Instead, y; and z; are defined based on the current state. However, this does not introduce a
self-referential problem because they depend only on the values of yy and zp. In essence, each transition in this

new system describes two steps in the original system, but it does so sequentially.

Behavior Tree Equation Example
The prior example demonstrated how we ‘fastforward’ execution, but the example was not a BT. We will
demonstrate how this plays out in practice by writing out all the equations (see Figure 3.9) for the example tree
in Figure 3.8. We will also take this opportunity to highlight various other improvements within our method,
though it will make the example somewhat complex.

Dependency level 00 means we already have everything we need to determine the outcome of this equation
without consulting anything else. Here we note that x(’ :=x3 can be thought of as x is equal to the previous
value of x3. Since we already know the previous value of x3 and are trying to compute the current values for

everything, we put this at dependency level 00. Furthermore, observe that no other equations utilize ‘next’ or
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—VARIABLE INFO- —INITIAL VALUES- —ENVIRONMENT UPDATES-—

x - VAR - [0, 50] x=175
o

x = min(50,((3-x)+1))
status:=3S

if (mod(x2)=0): || x= (x//2) || 1f (x=1):
status: =S status:=S x € {3,13}

else: else:
status:=F X=X

status: =S

Figure 3.8: A BT for the Collatz Sequence. To compute the Collatz Sequence, repeat the following process
starting from any positive integer: if the number is odd, multiply by 3 and add 1; else divide by 2. The Collatz
Conjecture states that you will eventually reach 1. This BT will reset the value if 1 is reached by setting the
value to either 3 or 13. Note that // is used to denote integer division while mod(a,b) is used to denote the
modulo operation.

‘previous’ values; they depend solely on current values. Dependency level 01 means the equation depends only
on information in dependency level 00 or lower. For example, seq,. := sel,. is dependency level 01 because
it depends only on sel,; which is dependency level 00.

We introduced the internal status and active state (node;,; and node,.) in Serbinowska and Johnson (2022)
as part of the ‘total’ encoding. The purpose is to lower the dependency level of many of the equations without
changing what is being expressed. By breaking the status of a node up into component parts (‘is the node
active’ and ‘what would the node return’) we make it easier for nuXmv to tackle the problem. The results can

be seen clearly in Serbinowska and Johnson (2022).

Stage Removal
Stage Removal and Fastforwarding were both discussed in Serbinowska et al. (2024b). Our recap here will
primarily be focused on how DSL_to_nuXmv handles this.

A natural concern regarding this encoding is state-space explosion. In our Collatz example, we declared
x as having the domain [0,50]. But, in the process of making our encoding, that became four variables: xy,

X1, X2, and x3. If each of them has the domain [0,50], then we just went from using 51 states for x to using
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00|xo’ == x3

X0
05x1 = (—byer 2x0 : 2
bet = (Sbacs 220 2 ) 00|selyes =T
07|X2 = (—|Caa ?X1: (Xl =1 ?{3,13} !Xl)) 01 |S€%cz — S€lact
08x3 := (~dacs 2x2 : (3xx2+1)) 02|age = seqaer
01 Iaint = ((mOd(-XO,z) :O) ?S: F) 04|bact =ay —S
OOlbint ::S 06|Cact — bsz :S
00]cins =S 05|due = seqy = F
00|dp; =S 03|ag = (ager ?@ine = 1)
if: ag #S then: ajp, 05|bss = (bact ?bins : 1)
02|seq,~m = clse lf bl:m #S thenf bfm 07|Csl = (Cact ?Cing :I)
else if: cjy # S then: cjyy 06|y = (duer 2o : 1)
else: S 5 aet =T
04|seqs = (seqaer ?seqins = 1)
if: seqin # F then: seqiy 04selyy = (selyes 2 5€ling : 1)
03|seliy = | else if: djy # F then: dipy
else: F

Figure 3.9: A set of equations representing how the BT in Figure 3.8 would be encoded using our method. The
equations describe the state of each node and the blackboard. To generate a trace, select a starting value for xo,
then solve each equation to generate the initial state. Based on the initial state, you can calculate the next value
for xp, and repeats the process. The two-digit number preceding the equation indicates the ‘dependency level’
for that equation. Dependency level 00 means the equation can be solved without solving any other equations.
Dependency level 01 means the equation depends only on equations of dependency level 00. Dependency
level 02 means the equation depends only on equations of dependency level 00 or 01, etc.. T means true. :=
denotes assignment. (p?q:r) means if p then g else r. Finally, note that x, can be assigned {3,13}. This is
borrowed from nuXmv and is being used to denote nondeterminism; that is to say, if x, is assigned {3,13},
then x; is being nondeterministically assigned 3 or 13. node,, refers to if the node executed during this tick.
node;, refers to the status that the node returns if node,; is true; it must always be one of S, F, or R. Thus,
d;y =S does not mean that the status of d is S; it means if d,, then the status of d is S. nodey; is the status of
the node; it must always be one of S, F, R, or I.

51% states for x. We mitigate this through two methods. The first is to realize that x; and x3 do not use state;
they are functions (in the mathematical sense). Fortunately, we can represent function in nuXmv Cavada et al.
(2014) without using state through the use of DEFINE. The second method is through stage removal. In this
case, we cannot remove Xxo; the value of a;,; depends on it. However, the only thing that depends on x3 is the

xo. This gives us the opportunity to remove a stage.

x0 = (—dae 2x2 : 3*x2+1))

This new equation simply substituted x3 in the equation for xo’ with the equation for x3. Since nothing
depended on x3, it’s acceptable to delay the calculation. In this case, we do not get much benefit from this as

x3 did not use state. However, this also works if x3 uses state, in which case we have just removed a stage that
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was using state, thereby shrinking the model.

DSL to nuXmv

In order to implement these optimizations, BehaVerify has to step through the tree using a depth-first traversal
pattern. BehaVerify then keeps track of what the latest stage is for each variable, ensuring that the correct stage
is used in the code translation. Furthermore, BehaVerify tracks whether the first and last stages were used for
anything. If they were not, BehaVerify will remove them, unless the user sets flags to prevent this behavior.

Note that user specifications (LTL, CTL, and invariant) will also prevent stages from being removed.

3.6 DSL and Implementation Details
In this section, we provide details regarding the BehaVerify DSL used to specify SBT's. The grammar presented

in Grammar 3.1 differs from the actual DSL (see 8) for the following reasons:

1. Syntactic sugar. For example, the actual DSL allows for fixed size arrays. In practice, this is equivalent
to utilizing a large number of variables, but is more convenient (especially when combined with some

basic loop functions).

2. Visual divisions. The actual DSL uses far more pronounced visual dividers between sections (e.g., a
case result is written as ‘case { Code } result { Code, Code, ... }"). This ensures that a specification
written using the implementation is readable. However, it also injects a great deal of ‘text’ into the

grammar of the DSL, making it more difficult to parse here.
3. Other features. Various features were omitted for the sake of brevity here.

4. Format. The actual DSL is written for use with textX Dejanovi¢ et al. (2017) rather than with Backus-

Naur Form.

(SBT) ::= (Enums) “;’ (Consts) ‘;’ (BLVars) ‘;’ (ENVVars) <;” (Env) *;’ (Chks) ;> (Acts) ;" {’
(Node) ‘}’ <;” (Specs) *;’

(Status) ::= ‘success’ | ‘running’ | ‘failure’

(Code) ::= (Int) | (Boolean) | (String) | (ID) | * (* (Function) ‘)’
#ID is used to reference variables, constants, etc

(CodelList) ::= (Code) | {Code)*,’{CodeList)

8https://github.com/verivital/behaverify/blob/main/metamodel/behaverify.tx
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(Function) ::= ‘add’ *,” (Code) *,” (CodeList) | ‘not” *,” (Code) | ...
(Enums) ::= € {’ (String) ‘}’ (Enums)  #¢ is the empty string
(Const) := (ID) “:=" (Int) | (ID) ‘:=" (Boolean) | (ID) ‘:=" (String)
(Consts) ::= €1 “{’ (Const) <}’ (Consts) #e is the empty string

(Domain) ::= ‘BOOLEAN’ | ‘[’ (Code) ©,” (Code) ‘1| *{’ (CodeList) ‘}’

#Code is used to allow constants and expressions

(CaseResult) ::= (Code) ‘2" (CodeList)y #If Case (left), then Result (right).

#Choose nondeterministically if multiple Results

(Assign) = ‘{’ (CaseResult) ‘}’ (Assign) | <{’ (CodeList) ‘}’

#Try each CaseResult until one works. Default to CodeList if all fail

(RCaseResult) ::= (Code) ‘2’ (Status)

#Same as CaseResult but for status. Deterministic.
(RAssign) = “{’ (RCaseResult) ‘,” (RAssign) <}’ | *{’ (Status) ‘}’
(Statement) == (ID) ©,” (Assign) #Update variable ID using Assign
(Statements) ::= €| ‘{’ (Statement) ‘}’ (Statements)  #¢ is the empty string
(Var) ::= (ID) *,” (Domain) ©,” (Assign)
(BLVarsy ::= €| “{’ (Var) °}’ (BLVars) #e¢ is the empty string
(ENVVars) ::= (BLVars)
(Envsy ::= (Statements)

(Chk) ::= (ID) ©,” (Code) #Code must resolve to a Boolean

#ID is the NodeType. Allows for reusage.
(Chks) ::= €1 {’ (Chk) ‘}’ (Chks)  #¢ is the empty string

(Act) = (ID) *,” (Statements) (RAssign) (Statements)

#ID is the NodeType. Allows for reusage.

(Acts) := € “{" (Act) °}’ {(Acts)  #e is the empty string
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(NodeBody) ::= ‘sequence’ ‘{’ (Children) ‘}’ | ‘selector’ ‘{’ (Children) ‘}’
| ‘parallel one’ ‘{’ (Children) ‘}’ | ‘parallel all’ ‘{’ (Children) ‘}’
| ‘inverter’ ‘{’ (Node) ‘}’ | ‘X_is_Y’ (Status) (Status) ‘{’ (Node) ‘}’
| (ID) ‘:=" (ID) #Name of leaf node (left) and NodeType (right)

(Node) ::= (ID) *,” (NodeBody)

(Children) ::== “{’ (Node) ‘}’ | “{’ (Node) ‘}" (Children)

(Spec) = ‘LTL’ *{’ (Code) ‘}’ | ‘CTL’ ‘{’ (Code) ‘}’ | ‘Invar’ ‘{’ (Code) ‘}’

(Specs) = €1 (Spec) (Specs)  #e is the empty string

Grammar 3.1: Representation of BehaVerify DSL with slight changes. We avoid defining basic types
such as Int or ID (a letter followed by letters or digits).

Note that both Grammar 3.1 and the actual DSL allow for nonsensical statements (e.g. (add, 1, 'dog")). It is
possible to create a grammar to exclude such cases, but the practical implementation proved both cumbersome
to maintain and slow in practice. Instead, we made a semantic checker for basic type checking along with
other cases not covered by the grammar structure (e.g. ensuring that identifiers are unique). Listing 3.8 is an

example of how Grammar 3.1 would be used to create the SBT in Figure 3.11.

Listing 3.8: A basic example of a SBT specified using Grammar 3.1

;5 //no enumerations or constants

{x, [(neg, 1), 5], {0, 1}};

//"Bl var x, nondeterministically initialized to 0 or 1
{y. {0, 1}, {(eq., x, 0) 7 0} {1}};

//"Env var y, initialized to 0 if x is 0, otherwise 1
{y, {(eq, y, 0) ? 1} {0}};//between ticks , swap y value
{cN, (geq, (add, x, y), 3)};

//~declare check cN, checks if x+y is more than 3

{aN1, {x, {(add, x, 1)}}, {success}}

//~declare action aNl, adds 1 to x (; only on last action)
{aN2, {x, {(sub, y, 1)}}, {success}};

//~declare action aN2, set x to y-I

{a, sequence {{b := aNl}{c := cN}{d := aN2}}};

//Mtree structure

;//no specifications
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Specifications
The user may write specifications for the SBT using Linear Temporal Logic (LTL), Computational Tree Logic
(CTL), or using Invariants over first order logic with standard connectives (and, or, etc.). In the case of LTL
and CTL, temporal functions may be used that are otherwise unavailable. We provide a brief overview on LTL,
as we use it in Section 3.8 to specify the desired outcomes and confirm that they occur (or provide a violation).
LTL operates on traces (sequences of states). Let rr=s,51,52,...] be a trace for a FSM. When considering
such a trace, time ¢ refers to s;. In general, we are interested in whether an LTL formula is true for the entire
trace; this is the same as asking if the LTL formula is true at time 0. Below we provide a minimal Grammar 3.2

and then an overview of the presented functions and some syntactic sugar.

(LTL) :: ={a) #First Order Logic Formula
| = (LTL) | (LTL) vV (LTL) #Boolean operators; in practice we allow more operators
I OULTL)) | ((LTL))% ((LTL))  #Temporal operators next and until

Grammar 3.2: Minimal LTL Grammar.

* O(@) (next) is true at time ¢ if ¢ is true at time ¢+ 1.

o (¢1)% (¢) (until) is true at time ¢ if F¢” such that <t and ¢, is true at t” and V¢’ such that r <¢' <¢”,

¢ is true at ¢’

(¢1).# (¢,) (strong release) is true at time 7 if 3¢” such that # <" and ¢» is true at t” and V¢’ such that

t<t'<t", ¢y is true at ¢’

0O(¢) (globally) is true at time ¢ if V¢’ such that £ <¢', ¢ is true at time ¢'.

O(¢) (finally) is true at time ¢ if 3¢’ such that 1 <¢', ¢ is true at time ¢'.

3.7 Fastforwarding Execution

Recall the example execution in Figure 1.1. The execution presented was intuitive and clear, but also
highlighted a clear drawback: it took 16 time steps to complete 2 ticks in a 5 node tree. This is not ideal for
verification. The total encoding, presented in Serbinowska and Johnson (2022), was created to address this
issue. The experiments conducted in Serbinowska and Johnson (2022) clearly demonstrated the performance
concerns associated with stepping through nodes one at a time and demonstrated that the total encoding is
an effective method by which to mitigate this. However, that encoding required the user to edit the resulting
model by hand: an arduous task requiring not only expertise in nuXmv but in how BehaVerify encoded the
model. We have now addressed this issue (the user need only provide a specification file; everything else is

handled automatically) and will explain our solution below.
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Fastforwarding and a review of the total encoding

The goal is to handle the entire tick in one step, rather than stepping through each node one at a time. To that
end, the total encoding represented the status of each node as a function of other nodes. This is shown in
Figure 3.10. Both the encoding and the process of automatically creating the total encoding were part of our
prior work. However, our prior work required the user to manually handle the creation of functions such as
userp in nuXmv, along with creating appropriate variable updates in nuXmv. These limitations were the result

of:

1. A lack of a DSL. Our prior work handled existing PyTree objects to create the tree. Unfortunately, this

was not conducive to specifying how leaf nodes behave.

2. The complexity of variables in a total encoding. Suppose the variable x is O at the start of the tick and 1

at the end; what value of x does the function userc use?

This is where our new work comes into play. The user uses our DSL to specify leaf nodes, defining what status
they return and how they change variables, and BehaVerify takes that information and automatically creates
an improved total encoding allowing for the fastforwarding of execution, complete with variable updates
and functions for leaf nodes, no additional input from the user required. BehaVerify resolves the issue with
variables through the use of variable stages. Each variable has at least one stage. For each possible update to a
variable, an additional stage is created representing the variable after the update. Thus, the number of stages a
variable has is equal to the number of possible updates to that variable during a single tick plus one. This can
be seen in Figure 3.11. Each stage describes the value of a variable during a portion of the tick; BehaVerify
tracks which stage the variable is in and references the appropriate stage in other functions, thus resolving the

issue posed above.

* act is a function that describes if a node is active or not during a given tick.
status is a function that describes the status of a node during a given tick.

s act(A)2 T, act(B) Zact(A), act(C) £ act(A) A (status(B) =S)

e G Iif —act(A)

. status(A) 2 F if status(B) =FV status(C)=F

Figure 3.10: R if status(B) =RV status(C) =R

(L) 3 node tree. S if status(B) =S Astatus(C) =S

(R) total encoding.

Note: x?y:z means » Let userp be a function specified by the user that depends on variables and
if x, then y, else z. outputs a status. Then status(B) = act(B)userg(vars):1.

* Let userc be a function specified by the user that depends on variables and
outputs a status. Then status(C) = act(C)userc(vars):1.
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Specification Writing

We found that fastforwarding often simplifies specification writing. Consider Figure 3.11. Suppose we want
to write that during each tick, (d) returns S (note that this specification is false; during the first tick (d) is 7).
With fastforwarding, this can be written as an invariant condition, namely status(d) =S. If we are not using

fastforwarding, we must write this using LTL

O(status(a) =1 = ((status(a) =1)% (status(d)=S))).

This specification is far more complicated, because we now have to define the duration of a tick. In this case,
we accomplish this task by realizing that since (a) is the root, the tick ends when (a) returns. As such, this
specification says that it is always the case that if (a) is /, then (a) will stay / until (d) returns S.

Note that sequential properties can also be written with fastforwarding, though may require a little
more forethought. For instance, suppose we want to specify that (b) eventually returns S and until that
happens, (c) does not returns S. Since (b) occurs before (c¢) in the tree, this specification can be written as
status(c) # S status(b) =S. The reverse, namely that (c) eventually returns S and until that happens (b) does
not return S, is slightly trickier. One might be tempted to write status(b) # S% status(c) =S, but this accepts
the case where (b) and (c) both return S for the first time on the same tick. To account for this, one should
use .# instead of 7. In general, this example illustrates the point well; it is entirely possible to describe
sequential events when writing specifications for fastforwarded execution, but one must be mindful of the
structure of the tree. Finally, it is important to note that some sequential specifications are trivially true, and
their verification is not a major objective for BehaVerify. For instance, if (b) and (c) are both active during
a tick, then because (b) is before (c) in a depth first traversal of the tree, node (b) was active before node
(c). BehaVerify does generate a list of nodes in order of depth first traversal; if one wishes to confirm such

specifications, they may consult this order.

Optimizations

An immediate concern raised by introducing stages is how this effects model size. After all, if we went
from storing a single variable with 10 states to storing 3 variables with 10 states each, then the model is now
spending 1000 states on this single variable. Fortunately, through optimizations, we can generally avoid this
issue. Specifically, if a variable update is deterministic, then the stage is a function of the previous stage
and doesn’t increase the model size. Furthermore, even if an update is nondeterministic, we can sometimes
avoid an increase in model size. Consider a very simple model with one variable, x, which is updated
nondeterministically twice per tick. Then, without optimizations, we would have three stages xy, x, and x7,

and each stage would increase the size of the model. Here x is the value of x at the start of the tick, x; the
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Figure 3.11: Here x is a blackboard variable and y is an environment variable (an input). The input changes
between ticks, so y; does not appear in the tree. The upper table shows what stepping through the tree
one node at a time would look like. The lower table shows what fastforwarding looks like. The tree itself
includes stage subscripts that were added for readability; the user would normally create a tree without
knowledge of the stages, as BehaVerify handles stage creation. Note that when fastforwarding, the value of
Xy is set to that of x| if (d) does not execute. Furthermore, note that the value of x at the end of the tick (x,)
is the value of x at the start of the next tick (xgp).

value after the first update, and x; the value after the second update. Note that the next value of x is the current
value of x. This is true for all variables; the next value of stage 0 is equal to the current value of the last stage.
Furthermore, each other stage depends only on current values. In this example, since nothing depends on
the value of x; other than the next value of xp, we can safely remove the last stage and simply make it so the
next value of x is the value that x, would have been assigned. It is important to note that if a user writes a
specification that checks the value of x at the end of a tick, this optimization would change the result; we detect
such cases and automatically disable the optimization for the variable. Furthermore, if another variable or
node depends on the value of x», this optimization would change the result and would therefore be disabled. In
such cases, we can instead try to combine the 0 stage with the 1 stage using a similar process, with similar

caveats. We can attempt this with the first and last stage of each variable.

3.8 Verification Results for Stateful Behavior Trees
Here we present formal verification results and include comparisons to MoVe4BT Peishan et al. (2024) that
demonstrate BehaVerify scales significantly better in the size of the tree and overall state space. Additionally,

we present an interesting example demonstrating that BehaVerify is capable of finding complex counterexam-
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Figure 3.12: BT for the bigger fish experiment. Top is original, bottom is reworked for MoVe4BT. Number
of nodes is counted using bottom tree (10 in this case). biggest_fish is the size of the ‘biggest fish’ so far.
Each check returns S if the biggest_fish is equal to its number and F otherwise. If any check returns S, the
left half of the tree returns S and biggest_fish is incremented.

ples. All results were generated on a Dell Inc. OptiPlex 7040 with 64 GiB of Memory with an Intel 17-6700
CPU @ 3.40GHz with 8 cores. The code used and instructions for reproducing the results are available °.
We note here that BehaVerify takes a specification file written using the DSL and produces a nuXmv model.
The timing results for BehaVerify are based solely on the time it takes nuXmv to run on the generated model.
We do not include the time it takes for BehaVerify to generate the nuXmv model. This is because we wanted
to compare our encoding to that of the competing tool, MoVe4BT, and we felt this was best demonstrated
through a comparison of the model checking aspect. However, we also note that the compile times do not
meaningfully change the outcome of the results; compiling the simple robot experiment takes fractions of a

second even with a 30 by 30 grid and the same is true for the bigger fish experiment with 1000 nodes.

Scaling Tree Experiment: Bigger Fish

The bigger fish experiment (see Figure 3.12) scales the tree while the blackboard and environment are
unchanged. biggest_fish is an integer between 0 and 1000 inclusive and is initially 0. The upper limit was
increased for the tests on 10000 and 20000 nodes. We intended to verify (C(biggest_fish=n)) (variable
attains and maintains a value), but MoVe4BT does not support LTL specifications over variables; you are
restricted to checking the statuses of nodes. We modified the tree and created a node (named move4bt_check) to

check the value of the variable (see Figure 3.12 for details). We then tried to verify ¢ (O(movedbt_check=S)).

9https://github.com/verivital/behaverify/tree/main/REPRODUCIBILITY/2024_FMAS_SBT
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o MovessT Figure 3.13: Time to verify O(O(biggest_fish=n))
(original) and Qbiggest_fish=n) (changed) where n
30 is the number of nodes minus 5. Starting at 250 nodes
total, MoVe4BT ran for over a minute, producing a
blank screen with no results; we interpret this as a time-
out. We ran BehaVerify with 10000 and 20000 nodes,
taking 8.20 and 32.32 seconds. At 200 and 20000
10 nodes, BehaVerify reported 196 and 19996 reachable
states. BehaVerify reports similar runtimes for both
trees.
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In BehaVerify, this specification states that eventually, during each tick the check returns S. However,
because MoVe4BT does not utilize fastforwarding (see Section 3.7 for details), MoVe4BT interprets this
to mean that eventually the check is always active, which is false. We instead had to settle for verifying
O (movedbt_check=S). This means that instead of verifying that the variable attains the value and maintains
it, MoVe4BT only verifies that it attains it. It is crucial to stress that BehaVerify is capable of verifying the
original condition; in fact, we include timing results for both the original and new condition. Figure 3.13
shows BehaVerify scales well with tree complexity, while MoVe4BT does not. The specification is true. If the

model is changed so it is false (by removing a leaf in the chain), both tools produce a counterexample.

Scaling Blackboard Experiment: Simple Robot

The simple robot experiment (see Figure 3.14) scales the blackboard while the tree is constant. A robot
on a n by n board tries to reach a goal. Once reached, a new goal is generated. We verify that eventually
3 goals are reached. The experiment scales by increasing n from 2 to 30 in increments of 4. We compare
to MoVe4BT for this experiment. MoVe4BT has no concept of an environment so the environment has to
become part of the BT. Furthermore, MoVe4BT cannot assign values to variables nondeterministically; instead
MoVe4BT nodes can nondeterministically choose one of S, R, F, and a single accompanying ‘program’ with
updates. Thus to achieve the effect of nondeterminism, we had to use a series of nodes. Each node could
nondeterministically choose to change the value or not. Thus the tree is more complex and also grows in size
with the blackboard. Finally, we had to introduce an extra node (called MoVe4BT Check) so that MoVe4BT
could verify the condition at all. Refer to Figure 3.14 for a visual comparison of the trees. See Figure 3.15 for

timing results.
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Figure 3.14: BTs for the simple drone experiment. Top is the
original, bottom is reworked for MoVe4BT. The robot (blue)
traces the shown path to capture each flag (gray). The flags
3 appear one at a time, in order. The starting position of the
robot is nondeterministic. The location of each flag is also
nondeterministic. To save space, we manually rewrote the
bottom tree.
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222 reachable states.

40 A

301

Time in Seconds

10 +

Grid Size

56




1 Figure 3.16: The target (gray) is able to avoid the drone (blue) by circling
A a tree (green) that obstructs vision but not movement. The target’s initial
\g} position and movement are nondeterministic; the drone’s are not. Note that

this was a counterexample generated by nuXmv from the generated model.

Moving Target Experiment

For this experiment, a drone is searching for a mobile target on a grid. The drone has limited vision, which is
further obscured by trees (the trees do not prevent movement). We conduct two experiments for this setup: one
where the target can move every 5 turns and one where the target can move every 10 turns. When the target
can move every 10 turns, we verify that eventually the drone finds the target. When the target can move every
5 turns, we generate a counterexample (see Figure 3.16). In both cases, the specification being verified is that
we eventually ‘see’ the target. Given the complexity of encoding the simple robot environment for MoVe4BT
and the fact that this experiment is more complex and nondeterministic, we did not attempt to recreate it in

MoVe4dBT.

Reasoning About Results

We believe fastforwarding (see Section 3.7) is the main reason BehaVerify outperforms MoVe4BT. Based
on the traces that MoVe4BT produces, we believe that MoVe4BT jumps from leaf to leaf during execution.
This provides a performance boost over stepping through every single node in the tree, but it is not enough.
Consider the bigger fish experiment. With 20000 nodes, there are 19997 leaf nodes. During the first tick, 2
leaf nodes will be active. During the second tick, there will be 3. Finally, there will be 19996 active leafs.
Thus, MoVe4BT would have to step through 2 +3 4 --- + 19996 = 199,930,005 leaf nodes resulting in a
very long trace. By comparison, the BehaVerify trace would have less than 20000 states. Next, we consider
the simple robot experiment, where changing the tree had a huge impact. This is because MoVe4BT does
not support nondeterministic variable assignments; as such we had to create a series of nondeterministic
nodes. Thus instead of having one nondeterministic update for x and one for y, we had n—1 for each. This
caused the number of total states to jump from 223 to 280 while the number of reachable states was relatively
unchanged. The changed tree is close to a worst case scenario for BehaVerify; many variable updates, all of

them nondeterministic. Even in this worst case scenario, BehaVerify significantly outperformed MoVe4BT.
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~VARIABLE INFO- ~INITIAL VALUES-
vv- VAR - [0, 4] vve{0}
rv- VAR - BOOLEAN rve{l}

—ENVIRONMENT UPDATES-

AtMaxA
{a:=4}

if (vv=a): if (vv=a): rve{T,L} if (vv=a): rve{T,L}
status:=S5 status:=S || vve ({vv} status:=35 || vve ({min(4,(vv+1))}
else: else: if rv else else: if rv else
status:=F statusi=F {max(0,(vv=1)}) |1 (vv=a): if (vv=a): if (vv=a): if (vv=a): status:=F {vv}h)
if v statusi=$ statusi=$ statusi=5 status:=5 if rv:
statusi=5 else: else: else: else: statusi=35
else: statusi=F statusi=F statusi=F status:=F else:
status:=F statusi=F

Figure 3.17: A tree for comparison with MoVe4BT. The middle subtree is a binary tree, in this case with
2 levels of composite nodes. The left subtree of the tree checks if vv is at O or at the max value. If neither,
then Dec chooses nondeterministically whether to decrement it. If it is decremented, the tick ends. Otherwise,
the tree moves to the middle subtree which contains an series of checks. If any of the checks are true, the
tree will continue to the right subtree. The right subtree checks if vv is at the max value. If not, it will
nondeterministically increment it or leave it unchanged. The max value (and the domain of vv) increases with
the number of nodes.

3.9 Comparisons and Results

In this section, we provide comparisons to other existing BT verification tools: BT2BIP Wang et al. (2024),
BT2Fiacre Berthomieu et al. (2008), and MoVe4BT Peishan et al. (2024). We were only able to run MoVe4BT.
Thus, for BT2BIP and BT2Fiacre, we recreated the trees presented within those papers in BehaVerify, but did
not do a direct or scaling comparison. Additionally, we verify a BT that makes use of a neural network. The
experiments were ran on a machine with 32gb of RAM and a 13th Gen Intel(R) Core(TM) i7-13700K. We
will use ¢ and O for finally and globally for LTL. For CTL we will use <7 and & for quantifiers over paths and
¢ and .# for path-specific quantifiers (a combination must be used). Note that BehaVerify supports all the

LTL and CTL operators that nuXmv supports (like next, release, until, etc).

3.9.1 MoVe4BT

MoVe4BT and BehaVerify are not identical in their capabilities. MoVe4BT does not support CTL specifications.
For each node, MoVe4BT chooses what the node should return (S,F,R) based on guards. If multiple guards
are met, a value is chosen nondeterministically. Based on the choice, variable values can be updated but
these updates must be deterministic. This means MoVe4BT is very limited in how variables can be updated
nondeterministically. Furthermore, while MoVe4BT does support LTL specifications, you cannot use variables
within the LTL specifications, only nodes. In other words, if you want to check if {(x=0) where x is a variable,
you must create a node that checks this condition; then, you would use that node in the specification.

By contrast, BehaVerify supports INVAR, LTL, and CTL, allows nondeterminism for variables, and can
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BehaVerify vs MoVedBT Verification Times
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Figure 3.18: The timing results for the binary tree experiment. The number of nodes in the tree increases
exponentially, from 11 to 2055 based on the formula 742! where N is the number of layers in the mid-
dle tree (see Figure 3.17). At 2055, MoVe4BT reported QProcess: Destroyed while process
("mono") is still running. Times do notinclude loading times for MoVe4BT or translation times
for BehaVerify (time to translate a .tree file into a .smv file). The translation time for BehaVerify is under 1
second except for the largest experiment where it is 3 seconds.

utilize variables in specifications. Finally, we note that MoVe4BT does have two features that BehaVerify
does not. The first is a different implementation of parallel nodes. MoVe4BT does not allow truly parallel
nodes, but does allow for the children of parallel nodes to be executed in a random order. Our implementation
is consistent with that of PyTrees Stonier (2020). Which version is preferable depends on the use case. The
second difference is that MoVe4BT allows the user to specify how long nodes take. This allows for time based
specifications to be written (e.g., within 1 minute an event occurs). BehaVerify does not directly allow this,
though a user can create a variable that each node updates that tracks the total amount of time spent. Thus, if

this is a desired feature, a user can implement it, though it would take more effort.
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BehaVerify BehaVerify BT2Fiacre

Task B-Drone3 B-DroneNew Drone
Prep. 0.17 0.28 4552.70
Check Height 14.89 0.07 242.46

Table 3.2: The timing results for the drone experiment (BT2Fiacre comparison). IMPORTANT: these results
were NOT run on the same machine, as we were unable to install BT2Fiacre. BT2Fiacre times are taken
from Berthomieu et al. (2008). All time are listed in seconds. Because nuXmv reports times to two decimal
points, we truncated all timing results to two decimal points. B-Drone3 refers to the timing results for
BehaVerify on the Drone example implemented as identically as possible. B-DroneNew refers to the timing
results for BehaVerify on the Drone example implemented in a more ‘BehaVerify’ style. Drone refers to the
timing results for BT2Fiacre on the Drone example. Prep. refers to the time spent preparing for verification.
For BehaVerify, this is the time it takes to translate a .tree file into a .smv file for use with nuXmv. For
BT2Fiacre, this is the time reported in Berthomieu et al. (2008). Check Height refers to the time spent
verifying that the drone always stays below a certain height.

Timing Comparison
In order to compare the performance of BehaVerify and MoVe4BT, we introduce the binary tree example. The
binary tree example is a scaling example that exponentially increases the number of nodes in the tree. It goes

from 11 to 2055 nodes total. See Figure 3.17 for additional details. Our LTL specification is

LTL - O((AtMaxAy =S) = J(
(AtMaxAg #£F) N\ (At0Ag #£S)
N(Decy #S)N(Decgy #F)

A(Incg #S)N(Incy £F)))

The CTL specification is identical but with AG instead of [J. The results can be seen in Figure 3.18. BehaVerify
performs better than MoVe4BT when verifying LTL. Since BehaVerify supports CTL, in cases where the
specification can be written in both LTL and CTL, BehaVerify greatly outperforms MoVe4BT. We believe our
performance gains stem primarily from our Fastforwarding optimization (see Section 3.9). Additional details

and comparisons can be found in Serbinowska et al. (2024b).

3.9.2 BT2Fiacre

Comparing BehaVerify to BT2Fiacre Berthomieu et al. (2008) highlights an issue for BT verification: differing
definitions. BehaVerify works with PyTrees Stonier (2020) and BT2Fiacre, to our knowledge, seems to use
definitions closer to what is set out in BehaviorTree.cpp Auryn Robotics (2014). These implementations are
not identical; for example, a sequence in PyTrees is a reactive sequence in BehaviorTree.cpp, a sequence with

memory in PyTrees is a sequence in BehaviorTree.cpp, and there is no built-in counterpart in PyTrees to what
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BehaviorTree.cpp calls a sequence with memory (though it is possible to mimic the behavior generally). With

that in mind, we did our best to recreate an example.

Drone

BT2Fiacre includes an Unmanned Aerial Vehicle (UAV) example in Berthomieu et al. (2008). Our recreations
of this example can be found at '°. drone3 is our attempt of recreating it as exactly as possible, while droneNew
is a recreation in a more ‘BehaVerify’-style that addresses some issues we had with the original tree; for
instance, in the original if the battery falls to ‘low’ before takeoff is completed, the drone will attempt to fly to

a backup waypoint before completing takeoff.

Comparisons and Caveats

Table 3.2 has our timing results as compared to BT2Fiacre. First, some discrepancies regarding the BT2Fiacre
timing results. We were unable to install the tool, so we are using the results specified in the paper. The
BT2Fiacre results were run on an Intel(R) Xeon(R) Silver 4110 CPU @ 2.10 GHz with 256 GB of memory.
Additionally, we note that we do not know exactly how the BT2Fiacre model works. We do know that
BT2Fiacre computed the reachable states. However, we do not know the exact domains. Since the model uses
values in the range [—3,3] with decimal values of at most one decimal point (e.g. 1.5), we model the x and
y variables as integers in the range [—30,30]. For height, we opted to use the range [0,80]. With the caveats
out of the way, we note that our results are much better. From start to property finished, our versions took
15.06 seconds and 0.35 seconds, while BT2Fiacre took 4795.16 seconds. The invariant being checked is that
the height is never greater than 6 meters (60 using our system) and we did also confirm that the drone does
actually take off and fly, and moreover that the the height can reach 6 meters. We believe that much of our
performance gains comes from how we encode the tree structure. BehaVerify ticks the entire tree at once while
BT2Fiacre ticks each node individually. See Serbinowska et al. (2024b) for additional details. Furthermore,
note that droneNew performs better than drone3 by restructuring the tree to be more ‘reactive’. The drone3
relies heavily on nodes with memory, which are nodes that have state; droneNew was restructured to avoid this

222

and to store any necessary state in the Blackboard. As a result, drone3 has about reachable states out of

251 total states, while droneNew has about 21 reachable states out of 2% reachable states.

Counterexample
Finally, BT2Fiacre verified various additional safety properties for the drone. The battery can be in three states:

‘good’, ‘low’, and °‘critical’. If the battery is ‘critical’, then the drone should try to land. If it is ‘low’, it should

10nttps://doi.org/10.5281/zenodo. 15369334, /saved_images/drone3.pdf and droneNew.pdf
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-VARIABLE INFO- -INITIAL VALUES-—
panelsout - VAR - BOOLEAN panelsoute{T,L} —ENVIRONMENT UPDATES—
- VAR - BOOLEAN e{T,L} e{T,L}
- VAR - BOOLEAN e{T,L} e{T,L}
- VAR - BOOLEAN e{T,1} e{T,L}
Root
Seql Seq2 Seq3

Hibernate

LowPower UnfoldPanels DataReady

if : || panelsoute{T} | if : panelsoute{l} || if : || status:=s
status:=3S status:=S status:=S || status:=S status:=S

else: else: else:
status:=F status=F status:=F

Figure 3.19: A very high level BT example for controlling a Mars Rover. Each tick, the BT selects an action
(UnfoldPanels, Hibernated, and Send) based on priority and whether the action is appropriate. This BT has
bug that verification will detect.

go to the charging station. We attempted to verify these specifications, but ended up encountering a problem:
nuXmv found a counterexample demonstrating that the drone might ignore the battery being ‘critical’. More
specifically, we tried to verify the invariant Main,; = ((battery= ‘critical’) = Land1,.). Here Main,
represents whether or not the node named Main is active; we need this condition because the drone obviously
does not attempt to land if it hasn’t been started, and Main only becomes active after the BT turns the drone
on. The issue is that the tree is not ‘reactive’; it uses many nodes with memory. As a result, if a node returns R,
the tree will (mostly) try to resume from that node, skipping earlier nodes. Thus, if the drone detects that the
battery is ‘low’, it’ll try to navigate to the charging station, a process that returns R. Until the drone reaches
the charging station, it will resume from the same point in the tree, meaning it will skip checking the battery
level. In conclusion, if the battery becomes ‘critical’ while the drone is handling a ‘low’ battery event, it will
not attempt to land. See Subsection 3.5.4 for the counterexample traces. Finally, note that BT2Fiacre did
not detect this flaw; this is not because BT2Fiacre has a bug, but rather a quirk of how the specification was
written. In essence, the specification states that if the drone detects a “critical’ battery, then it will land; this

specification is true, but crucially does not require that the drone actually check the battery.

3.9.3 BT2BIP
BT2BIP Wang et al. (2024) included two simple BT's as examples (Figures 3.19 and 3.20). Each example
includes an LTL specification, though in both cases they are invariant specifications. Note that we did our best

to mimic the trees exactly and without changing them.
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-VARIABLE INFO- —INITIAL VALUES-

v- VAR - [0, 10] ve{0}

d- VAR - BOOLEAN de{Ll} —ENVIRONMENT UPDATES-
s - VAR - BOOLEAN se{T}

Root
—
@ Seq3
Seq1 Seq?2 IsDoorClosed

IsSpeedZero
if =(d): vel0,10]

status: =S status:=R

else:
if (v=0): se{T} if s: de{T} status=F
status:=S status:=S5 status:=S5 status:=S
else: else:
status:=F status:=F

Figure 3.20: A very high level BT example for controlling a Train.

Mars

Figure 3.19 represents a very high level BT for a ‘Mars-rover-like robot’. Originally from Biggar and Zamani
(2020), this example was included in Wang et al. (2024). The specification for this one is —
(Hibernatey, = S). BT2BIP and BehaVerify both agree this specification is false; if the power is low at the

start of the tick, the robot will prioritize unfolding panels over hibernating, potentially damaging the robot.

Train

Figure 3.20 represents a very high level BT for ‘train speed control and door management’. The specification
for this one is (s = v=0)A(d = v=0), where s, v, and d are a boolean (is the train stopped), an integer
(velocity of train), and a boolean (is the door open), respectively. BT2BIP and BehaVerify both agree this
specification is false; the move action does not set s, and notably this means nothing in the tree can set s to
false. Thus if train stops and then starts again, s will still be true, even though the train is moving. Moreover,
we note that this tree is rather strange. Note that Stop cannot return F. Thus, the only way for Open to run is
for IsSpeedZero to return F and for IsStopped to return S. Therefore, Open will run if and only if the speed
variable is not 0 and the stopped variable is true. While this is illogical, it is possible for this to occur with the

current tree.
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—VARIABLE INFO-
act-VAR- {'We', 'Ea', 'No"', 'So"', "XX"'}
new - VAR - BOOLEAN

- VAR - [0, 9]

- VAR - [0, 9]

- VAR - [0, 9]

- VAR - [0, 9]
net - NEURAL - {'We', 'Ea', 'No', 'So', 'XX"}

-array 44 -DEFINE - INT
-array 22-DEFINE- INT

-INITIAL VALUES-
acte{'xx'}
newe{l}

{0}

for index in len(temp):
[index]:=temp [index]

temp:=[0,0,0,0,0,0,0,0,
1,0,1,0,0,0,0,0,0,0,
0,0,0,0]

for index in len(temp):

[index]:=temp[index]

—ENVIRONMENT UPDATES-

€ ([0,9]

if new else

b
< ([0,9]

if new else

{ab
€ ({max(0,(~_a—1))}

if (act="'We') else
(min(9,(>_a+1))}
if (act='Ea') else
{d)
€ ({max(0,(y_a—1))}

if (act="'So') else
({min(9,(v_cd+1))}
if (act='No') else

{ah

GoalSeq

if (=2 DA g=v_d)):
status:=S§

else:

status:=F

newe{T}
acte{'xx"'}
status:=R

newe{l}
acte{net}
status:=S

Figure 3.21: A BT for navigating a drone on a map with obstacles using a neural network.

Task 1.0000 Acc
Trans. 0.17
Invar 0.33
CTL 3.20

0.9995 Acc
0.18

0.33

11.97

Table 3.3: The timing results for the neural network example. All time are listed in seconds. Because nuXmv
reports times to two decimal points, we truncated all timing results to two decimal points. 1.0000 Acc refers to
the network with perfect accuracy. 0.9995 Acc refers to the network with an accuracy of 0.9995. Trans. refers
to the translation time; how long it took to translate a .tree file to a .smv file. Invar refers to the time it took to
verify the Invariant specification. CTL refers to the time it took to verify the CTL specification.

Comparison

On the backend, both BT2BIP and BehaVerify use nuXmv Cavada et al. (2014). Beyond that, we are uncertain

to the exact capabilities of BT2BIP, as they did not include any timing results and we could not run the tool

successfully. However, we note that the examples from BT2BIP are very small compared to other examples

we have verified with BehaVerify; the larger of the two examples has 11 nodes. Indeed, these examples are so

small that nuXmyv reported that both examples took 0.00 seconds. Meanwhile, the BT2Fiacre example has a

far more interesting environment and the MoVe4BT example scales up to 2055 nodes.
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Figure 3.22: The map the drone operates on. The black
tiles are obstacles to be avoided. The drone moves one
square at a time (cannot move diagonally).

3.9.4 Neural Networks

BehaVerify supports NSBT's (BT's that make use of neural networks in leaf nodes) Serbinowska et al. (2025).
Here, we include verification results for a drone that seeks to avoid obstacles on a small grid (see Figure 3.22)
while navigating to randomly assigned goals. Recall the BT in Figure 1.1. In that example, we had the BT
nondeterministically select which direction to move in. We modified that BT to utilize a neural network (see
Figure 3.21). The neural network is meant to replace the A* search algorithm. We trained two networks for
this purpose; one achieved 1.0 accuracy, while the other achieved 0.9995 accuracy. For each network, we

attempted to verify

INVAR - (x d,y )& Obs

CTL - 99 (od F((x d,y d)=(x g,y ¢))V(x g,y _2)€Obs

Here Obs is the set of all obstacles; in practice we use a loop to iterate through each obstacle. In both cases,
the invariant specification was verified. However, the CTL specification could only be verified on the perfect
network; for the imperfect network, a counterexample was generated where the drone would stop and not

reach the target.
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CHAPTER 4

Neuro-Symbolic Behavior Trees

This chapter is based on Serbinowska et al. (2025) by Serena S. Serbinowska, Diego Manzanas Lopez, Dung

Thuy Nguyen, and Taylor T. Johnson. For details regarding copyright, please see the Acknowledgments.

4.1 Introduction

Behavior trees (BT's) are high level controllers that have become increasingly popular in robotics. Hallen
et al. (2024) presents lessons learned from using BT's in a robotic system that assembles and places explosive
charges while Rocamora et al. (2024) describes controlling drones that inspect structures. Wu et al. (2024)
uses BT's for sensitive machine insertion tasks.

Given the serious nature of such applications, it may come as a surprise that BT's originated in the video
game industry. BT's in video games were designed to control non-player characters (NPCs) in complex
simulated environments. The NPCs were expected to navigate virtual worlds and interact with the player. For
instance, in Halo 2, the developers used BT's in order to create enemies with a diverse range of possible actions
that could react to a complex world Isla (2005). This is not dissimilar to an unmanned aerial vehicle navigating
the real world, though the real world is likely to be far more complex and the consequences for failure more
dire.

Given the power of machine learning, it is natural to wonder how it can be used in conjunction with BT's.
Several papers present strategies for using large language models to generate BT's Li et al. (2024). Others
propose methods for generating BT's through reinforcement learning. We are taking a different approach. We
are interested in BT's that use neural networks (NNs). To that end, we introduce Neuro-Symbolic Behavior
Trees (NSBT's) as a subclass of a BT formalism known as Stateful Behavior Trees (SBT) Serbinowska et al.
(2024b). NSBT's can call NNs and use the output to determine what action should be taken or to augment the

value of a variable.

Contributions

We introduce NSBT's. We provide various examples of NSBT's, including a grid world example and a simplified
version of ACASXu (an aircraft collision avoidance system) Julian et al. (2016). For grid world, 6250000
distinct inputs to a NN were considered. The ACASXu example features 5 NN, each with 6 hidden layers of
50 neurons each. We implement NSBT's in the DSL of BehaVerify Serbinowska et al. (2024b). We then used

BehaVerify and nuXmv Cavada et al. (2014) to verify safety and liveness properties for NSBT s.
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4.2 Preliminaries

4.2.1 Neural Networks

NNs are computational models inspired by the human brain, consisting of layers of interconnected neurons.
These models are widely used for tasks such as classification, regression, and function approximation due
to their ability to learn complex patterns from data. A fundamental type of NN is the Feed-Forward Neural
Network (FNN), where data flows in one direction, from the input layer to the output layer through multiple
hidden layers. In FNN, each neuron in the layer k—1 is connected to neurons in the next layer k via weights
Wi k-1 and biases b;. The output is often passed through the activation function f applied at each layer.

Mathematically, the output of a neuron i is defined by: y; = f (Z"

jzla),-jxj+b,~) where x; is the j” input of

the i neuron, @;; is the weight from the j” input to the i neuron, b; is the bias of the i neuron. In this

dissertation, our activation function f will be ReLU, defined as ReLU(x) =max(0,x).

4.3 Formal Definition

We provided the following definition in Section 2.2. A SBT is a tuple (V,r,E,BL,BLy, , 0,087 ) such

that
e (V,r,E) is a tree.
* BL is a set representing the possible states of the blackboard of SBT.
* BLoCBL is a set describing the possible initial states of the blackboard.
. is a set representing the possible states of the environment of SBT.
. 0C is a set describing the possible initial states of the environment.

* ST is the set of all functions st:V — {S,R,F,I}. Each st € ST is a function that maps each vertex to a

status. S7 is not an element of the tuple; it arises from the elements.

e Spr:VU{Env} x ST x BLx by QVUAEmIXSTXBLXENY. Hepe oV HEMWIXSTXBLXENV g the power set
of VU{Emv} x ST x BL X . The function maps to sets to allow for the expression of nondeterminism.
This function must also obey the following:

Vv, € VU{Env} Vst st' € STNbL,bl' € BLNenv,em/ € JAF (V st bl em') € Sgr (v,st,bl,env), then
1. bl£bl = E(V)=]]
2. #em/ =V =Eny

3. v=Enw=V=r
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4. (v=rAst(r)#£1) = (V=EmwAW'eVst'(V')=1I)

5. V#Ew = st(v')=I

6. VVLEWw =W eV,(V=v'Vst(V')=st'(V"))

7. W#EnvAst(v)#£I) = (veE(W))V(v=rAV =Env))

8. (WE£EmwAst(v)=I) = (VVEEW)AW' €Ev),(st(V") AIVV' =V VvV <))

9. E0V)=[ = st'(V/) #£I
Below we offer an explanation for why each condition is included. We will refer to v as the active node
and V' as the next node; Env refers to the step between ticks that occurs after the root finishes.

1. states that only leaf nodes can change the blackboard.

2. states that the environment changes only during Env (between ticks).

3. states that if we are between ticks, the next node is the root.

4. states that if the root is active and its status is not /, then we go to the environment update and reset

the status of each node.
5. states that the current status of the next node is always I, except in the case of Env.
6. states that only the status of the next node can change.

7. states that if the status of the active node is not I, then the next node will be the active node’s

parent.

8. states that if the status of the active node is I, then the next node will be the left most child of the

active node whose status is /.

9. states that if the next node is a leaf node, then its next status will not be invalid.

Note that we did not define how any composite, decorator, or leaf nodes behave; as an example, this
would require us to right IsSeq(v) A" € E(v) s.t. st(v')=F = st'(v) =F to represent that if a child
of a sequence has returned F, then the sequence returns F. While the definition of sequence and selector
nodes are generally agreed upon, most other nodes are, to some extent, implementation dependant (see ).
Furthermore, implementations such as PyTrees Stonier (2020) allow users to create custom composite

and decorator nodes.

A Neuro-Symbolic Behavior Tree (NVSBT) is a BT that utilizes at least one NN; that is to say a leaf node can
use a NN cither to determine the status that will be returned (S, F, or R) or to determine the value of a variable

in the blackboard. See Section 4.4 for examples. The definition for SBT's permits this behavior; dpr can
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—-INITIAL VALUES-

ind:=10

for index in [0, 4]:
arr[index]€[0,9]

—VARIABLE INFO- inVar:= 'Uselndex'

ind- VAR - [0, 4] if (inVar="'UseIndex'):

arr-array 5-FROZENVAR - [0, 9] inVal:= ind

inVar-VAR- {'UselIndex"', 'UseArray'} else:

inVal-DEFINE - INT inVal:= arr[ind)

net - NEURAL - { 'NotPrime', 'Prime'} net —-INPUTS- (inVal) —ENVIRONMENT UPDATES-
out - VAR - { 'NotPrime', 'Prime"'} out := 'Prime'’

\Primes

inVar:= 'Uselndex' || if (ind=4):
out = net status:=S
inVar:= 'UseArray' else:
if (out=net): status:=R
status==S$ ind = min(4,(ind+1))
else:
status:=F

Figure 4.1: A basic NSBT that makes use of the NN net. net takes as input a single integer and outputs ‘prime’
or ‘not prime’. The NSBT makes use of this to determine if an array of numbers (arr) obeys the property that
VieZ,0<i<len(arr) = (prime(i) <= prime(arrli])).

depend on a NN to determine either the status of the active node or the state of the blackboard. Thus NSBT's
are a subset of SBT's.

While the existing definition of SBT's encompasses NSBT's, it is important to note that it is a broad and
abstract definition. In particular, Serbinowska et al. (2024b) demonstrated that if the blackboard can store true
mathematical integers, then SBT's are equivalent to Turing Machines. As such, our practical implementation of
SBTs within BehaVerify utilizes a Domain Specific Language (DSL) that greatly restricts what can be used
within SBT's. We have expanded our DSL to allow for NN to be used in BehaVerify. See Section 4.5 for a
description of how NNs are handled in BehaVerify and Section 4.5 for a discussion of verification results for

the example NSBT's.

4.4 Examples

We provide three examples of NSBT's: prime position, grid world, and ACASXu. Prime position is meant to
help introduce and illustrate how NSBT's function. Grid world helps demonstrate some of the performance
differences between our various approaches of encoding NNs. ACASXu illustrates how NSBT's can be used to

handle real world tasks. We write networks in this color.
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Figure 4.2: A drone (blue) avoids obstacles (black) in order to reach a target (green numbers). When a target
is reached, a new target is created. See Figure 4.3 for the NSBT that controls the drone.

4.4.1 Prime Position

The prime position example (see Figure 4.1) is a basic introductory example. This NSBT features a very basic

NN, it accepts as input a single integer and classifies it as prime or not prime. It has been trained on integers
th

between 0 and 9. The NSBT checks if an array of numbers obeys the property that the i/ number in the array

is prime if and only if i is prime.

44.2 Grid World

In the grid world example, a drone operates on a 2d-grid. It moves one square at a time (up, down, left, right)
towards a target while avoiding obstacles. When it reaches a target or determines the target is unreachable,
a new target is generated. See Figure 4.2 for examples. The NSBT that controls the drone can be seen in

Figure 4.3.

443 ACASXu
ACASXu is optimized for unmanned aircraft systems and issues turn rate advisories to remote pilots to avoid
near midair collisions Marston and Baca (2015), defined as separation less than 100 ft vertically and 500 ft
horizontally Holland et al. (2013). ACASXu assigns turn rate advisories based on a set of input variables
as described in Table 4.1. The first five variables describe 2D considerations, the sixth variable brings the
scenario into 3D (altitude difference), and the seventh variable promotes advisory selection consistency.
Developed in Julian et al. (2016) and evaluated in Katz et al. (2017), 45 separate NNs were used to
compress the lookup table. Each network is denoted N, 5, where y corresponds to the index (1 to 5) of a
specific value of previous advisory ap, € {C,WL,WR,SL,SR} and 8 corresponds to the index (1 to 9) of

a specific value of time to loss of vertical separation 7 € {0,1,5,10,20,40,60,80,100} seconds. Thus, Ns ;
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—INITIAL VALUES-
acte{'xx'}
newe{Ll}
{0} ~ENVIRONMENT UPDATES-
{0} € ([0,9]
e{ } if new else
efv b {= b
net —INPUTS- ( , N s ) €([0,9]
temp:=[9,2,9,0,8,9,8,0, if new else
7,6,6,9,6,8,6,7,6,4, { H
~VARIABLE INFO- 6,2,6,1,5,5,4,9,4,5, € ({max(0,( -1))}
act-VAR- {'We', 'Ea', 'No"', 'So"', "XX"'} 3,9,3,8,3,3,3,2,2,5, if (act="'We') else
new - VAR - BOOLEAN 0,8,0,4,0,2] ({min(9,(>_cd+1))}
- VAR - [0, 9] for index in len (temp) : if (act="'Ea') else
- VAR - [0, 9] [index]:=temp [index] { )
- VAR - [0, 9] temp:=[0,0,0,0,0,0,0,0, € ({max(0,( -1))}
- VAR - [0, 9] 1,0,1,0,0,0,0,0,0,0, if (act="'So') else
net -NEURAL - {'We', 'Ea’', 'No', 'So"', "XX'} 0,0,0,0] ({min(9,(v_cd+1))}
-array 44-DEFINE- INT for index in len (temp) : if (act="'No') else
-array 22 -DEFINE - INT [index]:=temp[index] { )
GoalSeq
newe{l}
acte{net}
status:=S5
if ((«o=x_dA(v_ o=y d)): newe{T}
statusi=S acte{'xx'}
else: status:=R
status:=F

Figure 4.3: A NSBT that moves a drone (x ¢,y <) on a grid towards a goal (x_g,v ¢). N stands for no action.
If the drone reaches the target or determines it cannot reach the target, the drone requests a new goal. It uses
the network dir to determine the direction the drone should go in (West, East, North, South, No Action) based
on the location of the drone and target. It was trained using A* to avoid obstacles and take an optimal path
towards the target, though the training is grid specific. The environment variables (x_ ¢/, , ,and y_g) are
updated by the environment between ticks.

L UWLY, THR', 'SLY, 'SR'}
NE - INT
- DEFINE - INT
- DEFINE - INT

“ENVIRONMENT UPDATES-

if was_SR
{vale:="'sR'}

Figure 4.4: A NSBT representation of the aircraft collision avoidance system ACASXu. Based on the previous
output, one of five NNs is used to determine which way the aircraft should go. The outputs are Clear,
Weak Right, Weak Left, Strong Right, and Strong Left (C, WR, WL, SR, and SL). Each NN takes as input
(p,0,v, ,Vin ), representing the distance between the aircraft, angle describing their relative positions, and
their speeds.
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Variable  Units _ Description Table 4.1: Input state variables in ACASXu. Note

P ft distance between ownship and intruder . )

0 rad angle to intruder w.r.t ownship heading that T and Aprey AIC used only to determine which
d heading of intruder w.r.t ship headi . s P

v fs  velocity of ownship T NN is used. The remaining inputs are used as

Ving ft/s V‘elocity .of intruder ) ) inputs to the NNS

T s time until loss of vertical separation

Aprev deg/s previous advisory

corresponds to a NN in which a,,., = SR and 7 = 0. Each network receives inputs for the remaining five
state variables (p, 8, ¥, v,,,, and v;,,) and outputs a value associated with each of the five output variables
({C,WL,WR,SL,SR}). These represent actions: C means do nothing, WL means 1.5 deg/s left, WR means 1.5
deg/s right, SL means 3 deg/s left, and SR means 3 deg/s right. Each network has six hidden ReLU layers of
50 neurons Julian et al. (2016). Thus each network has five inputs, five outputs, and six hidden layers of 50
neurons.

In this dissertation we model a simplified version of ACASXu as a NSBT (see Figure 4.4). We assume
that both aircraft are flying at the same fixed elevation, so only 5 NN are considered, corresponding to 7=0
(Na

1). We created two models in BehaVerify: a simple model for ‘local robustness’ and a basic closed-loop

prev

model.

‘Local Robustness’
A NN is locally robust at a given input if every other input that is ‘close’ to that input produces the same

output. More formally,

Definition 1 (Local Robustness) Ler f : R" — R™ be a NN, and let x € R" be an input to the network.
The network is locally robust at x with respect to a perturbation radius € > 0 if for all X' € R" such that
X' — x|| < €, the output of the network remains unchanged. Mathematically, this can be expressed as:
v eRY||¥ —x|| <e= f(X') = f(x), where ||-|| is a norm (e.g., Ly-norm or Le-norm) defining the distance

between inputs, and € is the maximum allowable perturbation.

Taking inspiration from this, we created a model where each input to the NN’ is restricted to a small region
of integers. Obviously this isn’t the same as local robustness; we are limiting our inputs based on certain

integer values. Details about the verification of this model can be found in Section 4.6.

Closed-Loop Model

Unlike the ‘local robustness’ model, the closed-loop model seeks to ‘simulate’ how ACASXu would work in
practice. That is to say, the closed-loop model has state variables representing the positions of the aircraft and
updates them based on their headings and speeds. Additional details about the closed-loop model can be found

in Subsection 4.6.2.
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Output

‘not prime’

‘not prime’

‘prime’ Table 4.2: Table representation of the NN used in Figure 4.1. For each
‘prime’ possible input (in this case, 0-9), the output of the network is recorded
‘not prime’ in a table. This table is then used in place of the network for verification
‘prime’ within nuXmv.

‘not prime’

‘prime’

‘not prime’

‘not prime’

O 01NN B WM —=O

4.5 Verification

BehaVerify (Serbinowska et al. (2024b)) allows the user to specify an SBT and the environment it operates
within using a Domain Specific Language (DSL). Additionally, the user can create specifications using
invariants, Linear Temporal Logic (LTL), and Computational Tree Logic (CTL). BehaVerify can translate
the user’s input into a nuXmv model Cavada et al. (2014), a state-based model checker, as well as Python for
implementation. We added support for NSBT's in BehaVerify. This necessitated representing NNs in nuXmv.
We implemented three strategies to accomplish this: float, fixed, and table. Unfortunately, float proved too
inefficient so we omit it here for brevity.

The fixed strategy involves simulating the NN within nuXmv. Each weight and bias is stored using a fixed-
point representation and the output of the network is then calculated directly. Suppose we want to multiply 1.5
and .32 using 6 digits total with 3 for the fractional part. We would store these values as 001500 and 000320
and multiply them to get 480000. ‘Digit shifting’ the result to the right by the number of digits used for
fractional part yields 000480. This value represents .48, the result of 1.5%.32. In practice we use bits, not digits.
Had we used 4 digits for the fractional part, then the result would have been 015000003200 = 48000000,
resulting in overflow. The user configures the number of bits and it is the user’s responsibility to make
sure overflow does not occur. Performance implications of using a greater number of bits are discussed in
Subsection 4.6.1.

The table strategy records and stores the output of the NN for each possible input during translation. The
inputs and outputs are included in nuXmv as a lookup table, replacing the NN. The NN we used in Figure 4.1

would be represented using Table 4.2.

4.6 Results

Here we present verification results for grid world and ACASXu. We omit the prime example for brevity.
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Neurons 100-35 140-48 Table Neurons 100-35 140-48 Table Neurons 100-35 140-48 Table

100 0.240 0.267 0.257 100 53.15 54.00 0.07 100 54.27 54.12 0.20
150 0.251 0.275 0.260 150 64.79 66.30 0.07 150 65.11 66.11 0.19
200 0.259 0.289 0.261 200 96.36 97.40 0.06 200 96.51 98.70 0.19
250 0.275 0.300 0.263 250 123.09 129.30 0.07 250 125.10 124.61 0.20
300 0.283 0.313 0.266 300 153.37 154.53 0.07 300 153.89 151.33 0.19

Table 4.3: Left: time to translate to .smv file Center: time to verify the invariant specification. Right: time
to verify the CTL specification. This is for the smaller grid (see Figure 4.2). Times are listed in seconds.
A-B means fixed point with A bits in total and B for the fractional portion. Verification Results include the
time nuXmv spent building the model and time spent verifying the specification. Once the model was built,
verifying the invariant condition took about .01 seconds and the CTL condition about .15 seconds. The table
approach is unaware of the size of the network; it only keeps track of inputs and outputs.

4.6.1 Grid World

INVAR: (x,,v,) € Obs CTL: AG(((x1,y,) €Obs)V (AF (xy =x, Avy=1)))
For the NSBT in Figure 4.3 we considered two specifications. Obs refers to the set of obstacles, AG stands for
always globally, and AF stands for always finally. The invariant states that the drone is never in an obstacle.
The CTL states that it is always the case that either the target is inside an obstacle or is eventually reached.
We ensured the drone does not start inside an obstacle and that there are no ‘unreachable’ areas walled off by
obstacles. We start with the smaller grid (see Figure 4.2).

BehaVerify first translates the input files written using the DSL into .smv files for use with nuXmv. The
.smv files are then used with nuXmv for verification. The timing results for this can be found in Table 4.3.
Note that the fixed point method gets slower as the size of the network increases. Surprisingly, the results
of Fixed-100-35 vs Fixed-140-48 are very similar. In the first case, we are storing each fixed point number
using 100 bits, 35 of which are dedicated to the fractional portion. In the second case, its 140 and 48. This
has a noticeable increase on file size (551.5 vs 666.8 KiB at 300 neurons), but the impact on performance is
minuscule. Thus it is better to err on the side of caution and use more bits than is strictly necessary as the
performance penalties are minimal. Finally, we note that the table method boasts not only the best performance
of the three methods, but is also resilient to large network sizes. This also presents an avenue for future work
(see Section 4.7).

We also used the table method on the larger grid (see Figure 4.2). The invariant specification was verified
in 29.32 seconds, 11.75 of which were spent building the model. After an hour, we terminated the CTL
verification attempt. While the invariant and CTL verification times were comparable on the smaller grid,
it is clear that the CTL specification is much more difficult to verify on larger grids. We note that there are
6250000 possible combinations of drone and target on the larger grid and we verified that the drone will never

crash into an obstacle in under 30 seconds.
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Figure 4.5: A visualization of two grid-world networks. They take as input the a 4-tuple representing the
location of the drone and target. Green means target, black means obstacle. An arrow represents the direction
the NN would move the drone if it were in the square. A dot means no movement. The images with red
ovals correspond to networks that make mistakes. In the second image the network can cause a collision (see
red oval). In the last image the network can cause the drone to ‘get stuck’ (see red oval). The training data
did not include scenarios where the drone was in an obstacle. nuXmv counter-example traces can be seen in
Figure 4.6.

Figure 4.6: Counter-example traces generated by nuXmv for
the incorrect networks in Figure 4.5. The blue square is the
drone’s starting locations. The blue line traces the path the
drone took. The black squares represent obstacles. The green
number represents the drone’s target. Left: the drone crashes
into an obstacle. Right: the drone never reaches the target,
instead getting stuck.

Counterexamples

So far, our examples have had perfect networks. Imperfect networks can introduce errors. Consider the
network visualization presented in Figure 4.5. Having imperfect networks will result in nuXmv finding

counterexamples to our specifications, as seen in Figure 4.6.

4.6.2 ACASXu
We only used the table method for ACASXu. We needed to normalize our inputs for ACASXu. For example,

W =0.498.... Since we were

suppose the aircrafts are 50000 ft apart. Then, our actual input is
using the table method, this normalization was handled during the translation. Each of the 5 inputs to ACASXu

was normalized in this manner.

‘Local Robustness’

For this model, we considered the following invariant conditions:

1.(aprey=C) = (Gpess =WL) 4.(aprey=WR) = (anet =WR)
2.(aprev=SL) = (apes =WL) 5.(aprev=SR) = (Gnext =WR)
3.(aprev=WL) = (apesy =WL) 6.(aprey=C) = (dpexs =SR)

The first 5 are true and the last is false. Here ., refers to the value a has at the start of the tick (the previous

output of ACASXu) while a,,,, refers to the value at the end of the tick (the current output of ACASXu).
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Ranges Total Translation Build Verification

[9975,100025],[-1,1],[89,91],[495,500],[700,705] 16524 1611 263 2.62
[9950,100050],-1,1],[89,91],[495,505],[695,705] 109989 9247  20.64 12.22
[9925,100075],[-2,2],[88,92],[495,500],[700,705] 456775 38347 11527 —

Table 4.4: This table shows timing results for ACASXu. Total is equal to the result of multiplying ranges,
where ranges shows the ranges for p,0, ¥, vy, vins. Translation, build, and verification are all listed in
seconds. Translation is the amount of time it takes to translate the input written using the DSL into a .smv file
for use with nuXmv. Build is the amount of time nuXmv takes to build the model. Verification is the amount
of time nuXmv takes to verify the model. Note that verification for the largest model was aborted after 10
minutes.

While we are using ‘prev’ and ‘next’ here, it is important to note that the actual encoding BehaVerify uses for a
situation like this would not involve operators like next or previous; these truly are invariant specifications that
have no temporal aspect within BehaVerify. In essence, if the plane is turning right, then it should continue to
slowly turn right. If it is turning left, then it should continue to slowly turn left. Note that the first 5 invariants
are true only because we are considering a small region of space (a mimicry of local robustness).

Table 4.4 is surprising; even though this model only has 456775 distinct NN inputs, it performed far worse
than the large grid world which has 6250000 distinct NN inputs. We suspect this arises from the 5 NNs, each
of which creates a table with 456775 entries. The fact that each of these networks also affects the same variable

may create unexpected complexity in nuXmv.

Closed Loop

We note that the closed-loop model for ACASXu is a proof of concept. The positions are heavily rounded,
aircraft adjust heading instantaneously, and ACASXu is called every 6 seconds. Thus the invariant specification,
p > 200, is checked every 6 seconds. It is possible that aircraft crash between those 6 seconds without our
model noticing. In short, our closed-loop model of ACASXu cannot be used to argue for the correctness of
ACASXu. It serves as a demonstration for how NSBT's can be used and provides groundwork for a verification
approach that could be improved upon in the future. It took 2.15 seconds to translate the model to a .smv file,
40.40 seconds to build the model in nuXmv, and 8.88 seconds to verify the invariant specification. Note that

closed loop verification was much harder than ‘local robustness’ and required aggressive simplification.

4.7 Conclusions and Future Work

We presented NSBT's, introduced several examples, and demonstrated that BehaVerify is capable of completing
interesting verification tasks for the NSBT's using nuXmv. However, there is still work to be done. We would
like to improve the performance of BehaVerify with respect to large networks. One approach is to utilize

existing tools for NN verification as nuXmv is not specialized for NNs. Instead of encoding the NSBT with
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the NNs, we could use NN verification on the NNs, and create an assume-guarantee compositional verification
framework providing only the proven pre and post-conditions over the NNs for the encoding to nuXmv. This
is not unlike the table approach; in the table approach, for a specific input, we record the output. This can be
thought of as a guarantee; if this exact input is provided, the network will output this.

Additionally, our examples so far have focused on classification networks. This is because our models
have been discrete in nature. nuXmv supports the use of reals; however, thus far our attempts to use reals with
BehaVerify have yielded very poor performance results. As such, we are still exploring how to improve our

support for regression networks (and reals in general).
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CHAPTER 5

Behavior Trees with Contingency Monitors

This chapter is based on Serbinowska et al. (2024a) by Serena S. Serbinowska, Nicholas Potteiger, Anne

Tumlin, and Taylor T. Johnson. For details regarding copyright, please see the Acknowledgments.

5.1 Introduction

A Behavior Tree (BT) is a high-level tree-structured controller with leaf nodes that interact with the environment
and interior nodes that control which branches of the tree are executed. The tree-structure means that BT's are
often more intuitive than equivalent finite state machines, but are also powerful tools capable of being used in
many environments. Furthermore, the inherently recursive nature of tree structures allows for adaptability,
modularity, and reuse.

BTs originated in video games and were used for Non Playable Characters (NPCs). NPCs are, in essence,
virtual agents in a digital environment. As time progressed, NPCs needed to respond to more complex
environments. The video game industry responded to this by creating BT's: designer friendly controllers for
complex systems. In light of this, it is unsurprising that the controllers subsequently made the jump to areas
such as robotics and drone control. Bipedal locomotion for robots Gu et al. (2022), vision measurement
systems of road users Qin et al. (2023), and swarms of agents have all utilized BT's. A recent survey lovino
et al. (2022) provides even more examples of BT's in action.

It is clear that BT's are continuing to grow in popularity and usage. As they expand into new domains,
especially real-world safety-critical domains, it is imperative to be able to provide guarantees about their
correctness. Two methods for providing such guarantees are runtime monitoring and design time verification.
Runtime monitoring can be used to alert the BT if there is danger of a violation occurring, allowing the tree to
self-correct, while design time verification can be used to ensure the model is correct.

At present, tools already exist for the creation of runtime monitors, such as NASA’s Copilot Perez et al.
(2020) and NuRV Cimatti et al. (2019), though they are not designed for BT's specifically. However, it is
important that the tools not only exist, but be compatible with the BT, and that the BT reacts correctly to these
tools. After all, if the monitor correctly indicates a dangerous situation is occurring but the BT ignores this
warning, then the danger has not been averted.

The primary contributions of this work are the following:

1. We provide a formal definition for BT's with Monitors (BTM).
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2. We expand the Domain Specific Language (DSL) of BehaVerify Serbinowska et al. (2024b), allowing it

to describe BTM's. BehaVerify was originally created for design time verification on BT's.

3. We present software for converting Linear Temporal Logic (LTL) specifications written in the DSL into

input for the existing tool LTL2BA Gastin and Oddoux (2001).

(a) We then translate the output of LTL2BA back into the DSL. This enables BehaVerify to generate
nuXmv Cavada et al. (2014) models, allowing us to use Design Time Verification to confirm that

the BTM works as intended.

(b) Additionally, we can translate the output of LTL2BA directly into a C or Python monitor, for use

with code generated by BehaVerify.

(c) Furthermore, we compare the generated C monitors to monitors generated by Copilot Perez
et al. (2020) and demonstrate our monitors are on par in terms of performance and offer certain

improvements in terms of correctness.

5.2 Related Work

There is a broad body of work utilizing behavior trees for planning purposes in robotic systems Ogren and
Sprague (2022); Colledanchise and ()gren (2014); Biggar et al. (2021); Colledanchise and Ogren (2017); Ogren
(2020); Sprague and Ogren (2022b); Colledanchise and Ogren (2016); Marzinotto et al. (2014), illustrating
their broad usage in safety-critical systems. There are several practical implementations of BT's (such as
PyTrees Stonier (2020) and its Robotic Operating System (ROS) extension PyTreesRos, BehaviorTree.cpp
Auryn Robotics (2014), and Unreal Engine EpicGames (2021)). Each of these feature a Blackboard (shared
memory between nodes). For a variety of practical reasons, our tool targets the implementation of BT's
presented in PyTrees, though we hope to target BehaviorTree.cpp in the future as well.

There are several existing works that develop and apply formal verification for BTs. There are several
tools for model verification of BTs: Biggar and Zamani (2020), BehaVerify Serbinowska and Johnson
(2022), BTCompiler, ArcadeBT Henn et al. (2022), and MoVe4BT Peishan et al. (2024). Prior to this work,
however, none of these tools supported Runtime Verification of BT's. Colledanchise et al. (2021a) does runtime
verification for a fragment of Timed Propositional Temporal Logic (TPTL) for BT's, but failed to configure our
examples to work with it.

The authors in Perez et al. (2022) utilized the runtime verification framework NASA Copilot Perez et al.
(2020) to ensure that a flying aircraft maintains an airspeed above a threshold using natural language and
Past Linear Temporal Logic (PLTL). Similarly, stream runtime verification (SRV) monitors were generated

using HLola Gorostiaga and Sanchez (2021) in Zudaire et al. (2021) to seamlessly integrate with a UAV
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hybrid navigation controller for post decision making and online remediation actions. Furthermore, the authors
in Will et al. (2023) develop an architecture that allows for construction of runtime monitors that can be
integrated into an Urban Air Mobility (UAM) System. They demonstrate that runtime monitors are built
using NASA OGMA Perez et al. (2022) and NASA FRET Perez et al. (2022) for battery monitoring of a
UAV simulated in Microsoft AirSim Shah et al. (2018). Runtime monitoring instrumentation frameworks
for ROS specifically also have been developed Ferrando et al. (2020). Our approach generally differs from
these works because we are interested in creating monitors for BT's specifically. However, our approach also
clearly has overlap with several of these methods; we too seek to enable remediation actions for the models
being monitored. Furthermore, while we create our own monitors, our general framework is compatible with
alternative monitors. In light of this, we compare our monitors to those created by Copilot in Section 5.5.

Another related aspect is that of the Simplex architecture Seto et al. (1998); Seto and Sha (1999); Bak
et al. (2009). The Simplex architecture describes control switching logic swaps between multiple controllers
depending on the current state of the system. Our work differs from this approach in two main methods:
first our approach is focused explicitly on BT's, and second our approach does not utilize multiple controllers.
Instead, we utilize the structure of BT's to integrate the ‘switch’ into the BT itself.

The work that is most closely related to ours is Colledanchise et al. (2021a). This work is about BT's
equipped with runtime monitors based on Timed Propositional Temporal Logic (TPTL) and provides a formal
definition of the setup. However, unlike our work, the monitors are not meant to be interacted with; the BT has
no way of reacting to a violation. In terms of generating monitors by transforming temporal logic specifications
to automata, our approach is similar to that of 1t12mon and LamaConv Bauer et al. (2011); El-Hokayem and
Falcone (2018); Ferrando and Malvone (2022), but differs in that we consider BT's. We further differentiate
our work through the design time verification aspect. Our method allows us to prove that a BT equipped with

a monitor and its contingency response for detected violations is guaranteed to satisfy a specification.

5.3 Preliminaries
5.3.1 Biichi Automata

A Biichi Automaton (BA) is a tuple (Qpa,Xpa,084,984,FBA)-
1. QOpy is a finite set representing the states BA can be in.
2. Xy is a finite set representing the possible inputs.

3. Opya is a function from Qpa X Xpa — 2254, Here 2954 is the power set of Opa. This function describes

the nondeterministic transitions available from a given state-input combination.

4. gpa is an element of Qpa. This is the initial state.
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5. Fpa is a finite set such that Fp4 C Ops. This is the set of accepting states.

Then, BA accepts a given sequence of inputs [ag,a;,...] if and only if there exists a sequence [¢o,g1,...] such

that
1. VjeZs.t. jZO,qJ‘Jr]E(SBA(qj,aj)
2. VjeZ,FkeZ s.t. j<kNay€Fpa

Thus we accept if we begin in the initial state, take valid transitions, and enter accepting states an infinite
number of times. We accept if any such trace is possible; thus a single trace can be used to prove that the input

is accepted but it cannot be used to prove that the input is not accepted.

5.4 Problem Statement and Methodology
While we have defined BT's, we have not defined Behavior Trees with Monitors (BTMs). In this section we
will first define BTM, then formally state the problem we are addressing, and finally present our method for

addressing the issue.

5.4.1 Formal Definition of Behavior Trees with Monitors
We provided the following definition in Section 2.2. A SBT is a tuple (V,r,E,BL,BLy, , 0,087) such

that
* (V,r,E) is a tree.
* BL is a set representing the possible states of the blackboard of SBT.
* BLyCBL is a set describing the possible initial states of the blackboard.
. is a set representing the possible states of the environment of SBT.
. 0C is a set describing the possible initial states of the environment.

* ST is the set of all functions st:V +— {S,R,F,I}. Each st € ST is a function that maps each vertex to a

status. ST is not an element of the tuple; it arises from the elements.

* Spr:VU{Env} x ST x BLx by QVUHAEmIXSTXBLXENY. Hepe oV HEWIXSTXBLXENV jg the power set
of VU{Env} x ST x BL x . The function maps to sets to allow for the expression of nondeterminism.
This function must also obey the following:

Vv,V € VU{Env} Vst ,st' € STNbl,bl' € BLenv,em/ € JAF (V st bl em') € Sgr (v,st,bl,env), then
1. bl£bl' = E(V)=]]
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#en = v =Eny

Lv=Emw=V=r
. (v=rAst(r) £1) = (V =EmwAW' eVst' (V') =I)

VEEw = st(v/) =1

VEEw =W eV,(V=v'Vvst(y)=st'(V"))
(v£EnvAst(v)£]) = (ve E(V))V(v=rAV =Em))

(v#EnvAst(v)=I) = (VVEE(v)A(W' €E(v),(st(V") AIVV' =V VvV <))

CEWV) == st'(V)#£1

Below we offer an explanation for why each condition is included. We will refer to v as the active node

and V' as the next node; Env refers to the step between ticks that occurs after the root finishes.

—_

. states that only leaf nodes can change the blackboard.

states that the environment changes only during Env (between ticks).

. states that if we are between ticks, the next node is the root.

. states that if the root is active and its status is not /, then we go to the environment update and reset

the status of each node.

. states that the current status of the next node is always I, except in the case of Env.
. states that only the status of the next node can change.

. states that if the status of the active node is not /, then the next node will be the active node’s

parent.

. states that if the status of the active node is /, then the next node will be the left most child of the

active node whose status is /.

. states that if the next node is a leaf node, then its next status will not be invalid.

Note that we did not define how any composite, decorator, or leaf nodes behave; as an example, this

would require us to right IsSeq(v) A" € E(v) s.t. st(v'")=F = st’(v) =F to represent that if a child

of a sequence has returned F, then the sequence returns . While the definition of sequence and selector

nodes are generally agreed upon, most other nodes are, to some extent, implementation dependant (see ).

Furthermore, implementations such as PyTrees Stonier (2020) allow users to create custom composite

and decorator nodes.
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As with NSBT's, BTMs are a subset of SBT's. This result is, in some sense, unsurprising. After all, SBT's are
Turing Complete; as such, there is no way to add computational power. No matter how complex the behavior
of a leaf node gets, it can still technically be captured by pr. Indeed, the utility of a BTM is not that it
increases the computational power, but that it makes certain things easier and more efficient. These facets will

be explored in the rest of this chapter.

5.4.2 Problem Statement

Our problem statement follows. Given a BT and a ¢, create a BTM that monitors ¢ such that BTM is
capable of reacting to a violation of ¢. To demonstrate the utility of this process, we will also consider ¢, a
second specification that holds for BTM but not for BT.

To accomplish this goal we modified the Domain Specific Language (DSL) of BehaVerify (outlined
below) to allow the use of monitors within BT's. We utilize the tool LTL2BA Gastin and Oddoux (2001) and
specifically the implementation at ! to translate an LTL formula into a monitor in the form of a BA. Then we
create an implementation of that BA for use with the BT. Finally, to verify that BTM satisfies the property,
we also convert the output of LTL2BA into an implementation of the monitor within the DSL and utilize

BehaVerify to create a nuXmv model that proves ¢, is true for BTM but false for BT.

5.4.3 BehaVerify
BehaVerify uses a Domain Specific Language (DSL) that allows the user to specify a BT. As the DSL itself 2
is complex, we will provide an overview here.

The user defines a finite set of typed variables that will be used by the BT. The user also defines a finite set
of leaf nodes. Each leaf node is a finite sequence of statements, exactly one of which is a return statement while
the rest are variable statements. A variable statement consists of the variable whose value is being updated and
a sequence of ‘if statements’ that determines the new value. Nondeterminism is allowed in variable statements.
The return statement is similar, but is used to determined what status the node will return. Note that the node
does not stop execution when the return statement is executed; it is only used to determine the return status,
not to ‘return’ from the node. Finally, the user creates a finite tree consisting of composite (selector, sequence,

and parallel), decorator (inverter and X_is_Y), and user-defined leaf nodes.

Monitors
We add special syntax to our DSL for the creation and use of monitors. The user provides an LTL specification

that is to be monitored. Furthermore, the user specifies where in the tree the monitor should be used, and

Ihttps://github.com/utwente-fmt/lt12ba
Zhttps://github.com/verivital/behaverify/blob/main/metamodel/behaverify.tx
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Figure 5.1: Diagram of how BehaVerify
generates Python code for BT's with mon-
itors. LTL2BA is a tool for converting an
LTL specification to a BA. Spin is a model
checker, and a Never Claim can be checked
using Spin. Solid blue arrows mark new
contributions.

how the tree should react to the possible outputs of the monitor. We describe the details of transforming the

monitor in Subsection 5.4.4.

We present two pipelines for making monitors. The first is for generating a Python implementation of a

BT and either Python or C code for the monitor(s). The second pipeline is for generating a nuXmv model of a

BT and its monitor(s).

5.4.4 Generating Implementations

We utilize the following process to generate a BTM using BehaVerify.

p—

. The user creates a DSL file specifying the BT and any monitors it uses.

2. BehaVerify creates a Python implementation for BT, ignoring the monitors.

3. For each monitor in the DSL file, BehaVerify creates a command for use with LTL2BA.

4. For each command, LTL2BA creates a Biichi Automaton (BA). The output is in the form of a ‘never

claim’ for use with the Spin Holzmann (1997) model checker.

5. For each BA, BehaVerify creates a corresponding Python implementation.

6. The monitors are combined with the generated Python code.

This process can be seen in Figure 5.1. Below we provide some additional details.

Command Creation

LTL2BA commands can contain temporal operators (e.g. ‘globally’), boolean operators (e.g. ‘and’), boolean

constants (‘true’ and ‘false’), and lowercase alphanumeric strings representing boolean variables. Our

conversion process prioritizes making the resulting LTL formula as small as possible. Thus the formula

O(aVb) (here O means globally) would be converted to Cp0, where p0 is boolean predicate representing

aVb.
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We provide a quick refresher on BA. For details, see Subsection 5.3.1. A BA is a nondeterministic automaton
with transition guards. Thus from a given state, BA can transition to any other state provided a transition to that
state exists and the associated guard condition is true. Within the formal definition, these guards are encoded
into the transition function. Some of the states in the BA are ‘accepting’ states. The BA accepts a trace if there
exists a sequence where the BA is infinitely often in an accepting state.

To mimic this behavior, the monitor takes as input a set of states that the BA could be in along with the
current model state. The current model state provides all the necessary information to determine if a transition
guard is true. This, combined with the possible states, is used to create a new set of possible states. If there are
no possible states, then there is no longer any way for the specification to be true, meaning it must be false.
If there is a possible state that is an accepting state with a transition to itself and the guard is always true,
then the specification is guaranteed to be true. Otherwise, the specification could still prove to be true or false
(unknown). The monitor returns both the new set of possible states and the verdict to the user. If a violation
occurs, the monitor can be ‘reset’. This is important as we want our monitor to be repeatably usable; without a

reset it would have to continuously report that a violation occurred.

5.4.5 nuXmv Model Generation
The nuXmv pipeline is very similar to the Python pipeline, and as such we will avoid going into the inner
workings of this pipeline. The main difference is that we create a monitor using the DSL of BehaVerify

allowing BehaVerify to create a .smv model for use with nuXmv.

5.5 Monitor Comparison
We created two scaling scenarios and ran timing comparisons for the generated monitors created by BehaVerify
and Copilot. We planned to compare two monitors generated by NuRYV, but did not ultimately do so (see

Subsection 5.5.5 for details). Additionally, we utilized the generated Python code with monitors to generate
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example traces. While these example traces are not conclusive proof, they were sufficient to demonstrate some
differences in the generated monitors. The results demonstrate that the monitors generated by BehaVerify are
not outclassed by existing tools and in some cases are preferable from a correctness standpoint. Furthermore,
this demonstrates the versatility of our setup; it is fairly painless to bring in outside monitors should the need
arise.

The rest of this section will describe the scaling scenarios, present the results, and then reason about the

results.

5.5.1 Scenarios
For our scenarios, a drone navigates a grid and tries to reach a destination. Once the destination is reached,
a new destination is randomly generated. We generated grids from size 10 by 10 to 50 by 50 in two styles:
dense fixed and sparse random. The dense fixed grids start with a 5 by 5 grid and copies this layout to fill the
entire grid. The sparse random grids are randomly generated. See Figure 5.3 for details.

At each time step, the drone attempts to move towards the target according to the control logic. We want

the drone to satisfy the following specifications

Os= D(V(xovyO) € Obsv(xdvyd) # (xo»yo))

o= D(O((xda}’d) = (xgvyg)\/zl(xm.)’o) €0bs s.t. (xgayg) = (xm}’o)))

Here Obs is a predetermined finite set of obstacles. ¢s is a safety specification that states that the drone’s
position (x,4,y4) is never equal to the position of an obstacle (x,,y,). @ is a liveness specification that states
that the drone’s position is eventually equal to the destination (xg,y), or the destination is an obstacle. We
utilize the quantifiers V,3 (for all and exists, respectively) for convenience here; in practice we write out each
individual obstacle.

Then the specifications we monitor are

051 =0(V(x0,Y0) € Obs,(x5+ (xa*5),ya+ (ya*$)) # (X0,Y0))

(xa,ya) = (1,0) = O((xa,ya) # (=1,0))A
op1 = (xa,ya) = (=1,0) = O((xa,ya) # (1,0))A
(xa,ya) =(0,1) = O((xa,ya) # (0, 1))A
(xa,ya) = (0,—1) = O((xa.ya) #(0,1))

(x4,y4) is the current location of the drone, (xa,ya) is one of (1,0), (—1,0), (0,1), (0,—1), (0,0), describing

the possible directions the drone moves in, and s is the speed of the drone (either 1 or 2). Thus the safety
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Figure 5.3: Images representing some of the grids used for the scaling experiments. The upper grids are sparse
and were randomly generated. The lower grids are dense and were created by copying a 5 by 5 grid repeatedly.
The left grids are 10 by 10 and the right grids are 50 by 50. Black squares are obstacles, the blue square is the
drone, and the green square is the destination.

specification monitor is violated if we are on a collision course and the liveness specification monitor is violated
if we do a 180 turn. We note that both specifications being monitored are safety specifications; however, we
will refer to the second as a liveness specification as it is being used to ensure the liveness specification is
not violated. Please note the following: we are not claiming that by monitoring these conditions any BT will
satisfy the desired specifications; rather, the purpose is to demonstrate that the monitors can be used to correct
specific flaws in a BT. Furthermore, it is possible to design and insert these monitors into the BT without the

use of a special tool; however, such a task may prove more complex then writing an LTL specification and
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Figure 5.4: Pictures are ordered left to right. The drone (blue) is trying to reach the destination (green) while
avoiding obstacles (black). In the left image, the control logic tells the drone to go down. Because neither
monitor reported a violation, the drone moved 2 squares and is now in the situation shown in the middle image.
The control logic now tells the drone to go up. The liveness monitor reports a violation; if we go up two
squares, the drone will be stuck in a loop. Therefore, the drone only goes up one square and is now in the
situation shown in the right image. If the drone has not been equipped with the liveness monitor, it would have
gone back to the state shown in the left image, then middle, then left, etc.

utilizing our tool.

By default, the drone will try to move 2 squares; if either the safety monitor or liveness monitor are
triggered, it will only move one square. The safety monitor ensures that the drone does not move into obstacles.
The liveness monitor ensures that the drone escapes potential loops, as seen in Figure 5.4. Thus both monitors
are necessary for the drone to function as intended. Note that this example is not meant to illustrate good
programming practice for drone controllers; there are no doubt better methods by which to control a drone.
Rather, the purpose of this example is to demonstrate how one can use the monitors to ensure a system

functions correctly.

5.5.2 Motivation

We were originally creating a controller for a drone in virtual neighborhood simulated using AirSim (see
Figure 5.5). The drone would fly at a fixed height and knew where obstacles were before hand. We created a
grid-world abstraction of the problem and created a controller that we were able to verify navigated correctly
under certain assumptions. One of the assumptions was that the drone would always move at most one tile at a
time. While it is simple to ensure that this is the case, it requires flying the drone slowly at all times, which is
not desirable. Flying the drone at faster speeds, however, created both safety and liveness violations. Thus by
equipping our BT with the described monitors, we were able to safely increase speed without compromising

safety. Finally, we were able to utilize nuXmv to verify that the BTM is safe (see Section 5.6 for details).

88



AlrSImNH (64-bit Development SF_VULKAN_SMS) - [host/ros2_ws/src/rviz/ebt_subgoals_slice.rviz* - RViz
telp

ct G Move Camera  [TIselect Focus Camera  =DMeasure . 2D Pose Estimate  # 20 GoalPose @ Publish Point & =

31fps

Figure 5.5: A screenshot of the drone flying in AirSim and a grid visualization.

5.5.3 Results
All results (Figure 5.6) were generated on a computer with a 24 core 13th Gen Intel(R) Core(TM) i7-13700K
and 64GB of DDR5 RAM. Results were run in a quiet environment when no other user run processes were

active. The code for the experiments is available at 3.

5.5.4 Analysis

Timing

‘We ran 10000 simulation runs with 1000 iterations (number of times the drone tried to move) and took the
median for both Copilot and BehaVerify. To ensure that we are comparing only the monitors, we also ran a
version of the code with no monitor with the same settings. This monitorless value was then subtracted out
from the timing results for both BehaVerify and Copilot. We believe that the timing results demonstrate that
the monitors generated by BehaVerify and Copilot are reasonably close. As expected, the dense fixed grid
pattern produces a far more linear timing relation than the sparse random grid. This is because the number
of obstacles in the dense fixed grid is always greatly increasing, while the number of obstacles in the sparse
random setup is random, and it is the number of obstacles that is largely responsible for the complexity of

monitoring the specifications.

3https://github.com/verivital/behaverify/tree/main/REPRODUCIBILITY/2024_FMAS_BTM
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Figure 5.6: Top left: file sizes of safety monitors for dense fixed. Top right: file sizes of safety monitors for
sparse random. Bottom left: median time (in seconds) for safety and liveness monitors on dense fixed. Bottom
right: median time (in seconds) for safety and liveness monitors on sparse random. We did not include the size
of liveness monitors as it did not change with the size of the grid. The timing results are the median of 10000
runs. Each run had 1000 iterations (number of times the drone tried to move). We subtracted how long it took
to run the code without a monitor.

File Size
We measured the file size as an indicator of the complexity of the monitoring algorithm. While BehaVerify
clearly generates larger files than Copilot, we do not believe that the difference is sufficient to prefer Copilot’s

Monitors. This is in contrast to NuRV, which is discussed below in Subsection 5.5.5.

Correctness

The safety monitors that Copilot generated worked as intended, but the liveness monitor had an issue: it would
report a violation with a one-step delay. Specifically, if a violation occurred in the /" state, then Copilot
would report it in the i+ 1’ step. This behavior is documented in the Copilot tutorial in example 7 4. By
contrast, both the safety and liveness monitors generated by BehaVerify worked as intended, ensuring the

drone functioned as intended.

“https://copilot-language.github.io/downloads/copilot_tutorial.pdf
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This brings us to an important note about how our process is laid out. While BehaVerify is capable of
generating monitors, the generated Python code can utilize any provided monitor. Indeed, we confirmed that it
is possible to utilize Copilot for the safety monitor and BehaVerify for the liveness monitor and that this works

as intended.

5.5.5 NuRV

Because BehaVerify creates .smv files, we originally tried using the output of BehaVerify as input to NuRV.
Unfortunately, a variety of issues prevented this from being feasible. For instance, NuRV monitors are aware
of the transition system. This enable NuRV monitors to potentially detect violations well in advance or to
verify liveness conditions, but it also means the files are much larger. To combat this, we created simplified
.smv models with much simpler transition systems. This proved ineffective; the smallest file generated by

NuRV was 26.04 MB, while the largest file generated by BehaVerify was 582 KB.

5.6 Design Time Verification

BehaVerify was originally created for Design Time Verification. As such, when approaching the topic of
Runtime Verification, we were interested if we could use Design Time Verification for the Runtime Monitors.
As such, we translated the monitors that were created by BehaVerify back into the DSL for BehaVerify and then
utilized nuXmv to verify that the BT with monitors satisfied both the safety and liveness specification. While
we created such translations for each combination of grid type and grid size presented in Section 5.5, some of
the resulting models proved to complex for liveness analysis in nuXmv. The results for safety verification can
be seen in Figure 5.7. As you can see, it is entirely feasible to use design time verification to confirm that the
safety monitors are correct and ensure the system works as intended. If the safety monitor is removed, nuXmv
will demonstrate that the system is not safe by providing a counter example trace resulting in a crash. If the
liveness monitor is removed, nuXmyv will demonstrate that the system can get stuck in a loop by providing a
counter example trace.

The liveness situation is somewhat trickier, as the specifications are substantially harder to verify. However,
considering the fact that the same liveness monitor is used for all grids and that we verified it for one grid,
even this limited verification process can provide some evidence to indicate that the monitor is correct. As
with the safety monitor, the removal of the liveness monitor results in a specification violation that nuXmv
detects. In this case, nuXmv returns a counterexample where the drone becomes stuck in a loop, going back

and forth between two points without reaching the destination.
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Figure 5.7: The graph shows the time (in seconds) to
verify that the BTM is safe (does not crash into obsta-
cles). The verification was done with nuXmv. Liveness
specifications are considerably harder to verify, with
the 9 by 9 sparse grid taking about 25 minutes to verify.
As this is the easiest grid we have for this task, we did
not complete liveness verification for any other grids.

We presented a formal problem statement for incorporating contingency monitors within BT's, thus creating

BTMs. On the implementation side, we expanded the DSL of BehaVerify to incorporate these monitors, and

demonstrated that our code is capable of generating implementations of the monitors that are on par with

existing tools. However, our overall approach also brings the advantage of Design Time Verification for

the entire BTM. We subsequently hope to expand the target range of BehaVerify, specifically to create .cpp

implementations that make use of BehaviorTrees.cpp.
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CHAPTER 6

Conclusions and Future Work

Now we will discuss a variety of future extensions for BehaVerify.

6.1 Continuous Variables

At present, BehaVerify is limited to utilizing bounded discrete variables. nuXmv Cavada et al. (2014) is
capable of modeling unbound integers and continuous variables. Therefore, expanding BehaVerify to utilize
this capability may be worthwhile. Implementing this change would involve a fairly small change in the DSL,
as we could simply add the option to specify ‘unbound’ or ‘continuous’ instead of an integer range. In nuXmv

we would change the variable declaration from var:min_val..max_val to var :integer or var:real.

6.1.1 Limitations
At present, BehaVerify is capable of proving specified properties hold. However, if this change were imple-
mented, models which take advantage of this method would likely need to be verified utilizing Bounded Model

Checking in many cases, which weakens the guarantees the provided through verification.

6.2 LLM

The visual aspect of Behavior Trees is important as it makes designing and reasoning about Behavior Trees
easier. However, designing a correct Behavior Tree can still be a time consuming, error prone, and tedious
task. To that end, we consider the possibility of partially automating the task through the usage of a Large

Language Model (LLM) such as ChaptGPT OpenAl (2022).

6.2.1 Related Work

To the best of our knowledge, there is already some existing work on this exact subject. Cao and Lee (2023)
utilized a pretrained network to generate Behavior Trees. Interestingly, the user did not have to predefine a set
of primitive tasks. Instead, the process includes a ‘library’ of primitive tasks. The LLM is recursively asked
to reduce user tasks until a ‘primitive’ task from the library is reached. Meanwhile, Lykov and Tsetserukou
(2023) fine-tuned an LLLM and generated Behavior Trees in an XML format and then compared the generated
results against the results provided by humans. As humans were not able to reliably distinguish between the
trees created by human experiments and the LLM, they conclude that there is potential for LLMs to be used in
this fashion.

However, neither utilizes verification in the process. As such, we believe there is room for our approach.
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Consider a robot which exists on a 5 by 5 grid. It is capable of moving Up, Down, Left, and
Right. The robot always sees a flag. It can determine which direction the flag is in using
FlagLeft, FlagRight, FlagUp, and FlagDown.

Write a Behavior Tree which causes the robot to move to the flag. You may use Sequence
and Selector nodes for the composite nodes. For action nodes, use only Up, Down, Left,
Right, FlagLeft, FlagRight, FlagUp, and FlagDown. Once it reaches the flag, no additional
actions should be taken.

Figure 6.1: Example prompt for chatGPT to generate a Behavior Tree.

@ To create a Behavior Tree for the robot to move to the flag, we'll use the following composite £
nodes:

1. Sequence: Represents a sequence of actions that should be executed in order.
2. Selector: Represents a selection of actions where one of them will be executed based on
their priorities.

And the following action nodes:
1. Up, Down, Left, Right: Represents the corresponding movements of the robot.
2. FlaglLeft, FlagRight, FlagUp, FlagDown: Represents the robot's ability to determine the flag's

direction.

The Behavior Tree will be as follows:

mathematica

Figure 6.2: Part 1 of an example chatGPT generated BT.

6.2.2 ChatGPT Example

Suppose we wanted to generate a Behavior Tree for a robot on a 5 by 5 grid. The robot moves one square at a

time until it reaches a flag, at which point is stops. We asked chatGPT to solve this task for us.

Provided Input

Figure 6.3 illustrates the prompt used to ask chatGPT OpenAl (2022) to complete the aforementioned task.

Note that we explicitly specify what Action nodes can be used.

Generated Output

Figure 6.3 and Figure 6.3 are the response chatGPT provided to the above query.

Verification and Iteration

In this case, the example is so simple that we can trivially tell the generated tree will complete the task as

intended. However, for a more involved tree, we would at this point implement ChatGPT’s proposed solution

94



Explanation:

t of actions that will be executed in order. If the robot
ific direction, it will take th ign to move in that direction.
checks if the flag i: ve the robot (FlagUp). If it is, then the robot will

ond Sequence checks if the flag is below the robat (FlagDown). If it is, then the robot
will move Down.
5. The thir uence checks if the flag is to the left of the robot (FlagLeft). If it is, then the
will move Left.
6. The fourth Sequence checks if the flag is to the right of the robot (FlagRight). If it is, then the
Il move Right.

e flag or determines that

direction. Once the robot reaches the flag, no additional actions

taken, as required.

Figure 6.3: Part 2 of an example chatGPT generated BT.

and utilize BehaVerify to confirm the solution works. If the solution is proven correct, then the process ends.
If a counterexample is provided, then we would relay this counterexample to ChatGPT, which would then

hopefully provide us with an updated model.

6.2.3 Specific Details
While the above example hopefully illustrates the intent, additional information is required. Here we will more
explicitly lay out our plan and the associated limitations. First, for a given task, we will create a predetermined
set of actions which may be taken. In the above example, we assumed our robot was capable of ‘sensing’ the
direction of the flag and moving in predetermined directions. We hope that this restriction will ensure high
quality output that is easy to interpret. Thus ChatGPT OpenAl (2022) will effectively be responsible for only
the Tree Structure section of the Behavior Tree. This appears to be similar to the approach taken in Lykov and
Tsetserukou (2023).

A potential variation would be to utilize the method used in Cao and Lee (2023) and add our verification

process at the end.

6.3 Hyperproperty

6.3.1 Survey
We are conducting a Survey of existing Hyperproperty tools. However, it appears that this task was recently
completed in Finkbeiner (2023). As such we will need to reassess whether or not our work will suffice to a

new contribution.
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6.3.2 Behavior Tree 2-Safety Verification

At present, BehaVerify is only capable of verifying trace properties for the specified systems. However,
through Self-Composition, it is possible to extend the capabilities of BehaVerify to deal with a specific class of
Hyperproperties. Specifically, Hyperproperties of the form VYV, otherwise known as 2-Safety properties. In
theory, it would be possible to expand this capability to K-safety in general (for K € Z), but this is likely to
encounter serious scalability issues for any value of K greater than 2. Below we detail the changes that would

likely need to take place in order to implement this capability

Specification
At present, it is only possible to specify Trace Properties in BehaVerify. As such, this would obviously need to
change. Fortunately, if we limit ourselves to 2-Safety, then this can easily be accomplished by introducing a

Trace Identifier field when writing 2-Safety specifications. As an example, consider the following:

1 SPEC{ (globally, (implies, (historically, (equal, low_in 0 tl1, low_in 0 t2)), (equal, low_out -1 tl, low_out -1 t2)))}

As a reminder, BehaVerify functions are written as (func,argl,arg2,...). In the above:

* LTLSPEC. This declares that we will be utilizing an LTL specification. This may need to be modified to

better differentiate that we are specifying a 2-Safety property.

* globally. The LTL formula (globally,X) is true at time ¢ if V¢’ >¢,X (here we assume X evaluates to

True or False).
* implies. Standard logical implication.

* historically. The LTL formula (historically,X) is true at time ¢ if V¢’ <t,X (here we assume X evaluates

to True or False).
* equal. Standard logical equality.

* low_in O tl. low_in is the name of the variable we are considering. O indicates we are considering the

value at the start of the tick. t1 means we are using the value in Trace 1.

* low_out -1 t2. low_out is the name of the variable we are considering. -1 indicates we are considering

the value at the end of the tick. t2 means we are using the value in Trace 2.

In this example, we assume that low_in is a variable representing input provided by a Low Level User. We
assume that the value of the variable is determined at the start of each tick and then remains unchanged for the
duration of that tick. low_out is a variable representing the output the Low Level User can see. The above

property specifies that if two different Low Level Users provide the same low level inputs they will see the
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same low level outputs. This is known as Observational Determinism and is a 2-Safety property Clarkson
and Schneider (2008). Thus, it is clear that the current method for LTL and CTL specification could easily be

extended to accommodate 2-Safety.

Verification

Of course, the more interesting half of this expansion is the Verification problem. Fortunately, a naive approach
is fairly easy to implement for this task; the only change we would need to make in our nuXmv encoding is to
replace each variable name N with variables TRACE_1_N and TRACE_2_N. A slightly ‘prettier’ approach
might be to utilize nuXmv modules to simplify the process, but ultimately the changes are fairly simple. Now
that we’ve created our self-composed system, nuXmv will be able to treat the verification as a trace property

verification problem.

Considerations

In the proposed Verification method we would be limited to checking Synchronous 2-Safety properties. That
is to say, we cannot compare trace 1 at time x with trace 2 at time x’ because anytime trace 1 ticks, trace 2 also
ticks. However, we could introduce a ‘pause’ mechanism which would allow one trace to tick while the other
remains frozen. This would enable us to compare traces at different points in time. However, it would likely

also greatly increase the computational intensity.

Limitations
Self-composition suffers from state-space explosion. Suppose we have a system with variables 0 <x,y,z<9€Z
with n reachable states. The self-composed system will consist of 6 variables, x,y,z,x’,y’,z" and have n?

reachable states. It is possible to mitigate this to a certain extent in some cases. Suppose the 2-Safety property

we are interested in considering is

VirtrVi > 0 € Zoz(tr[i]) = z(t7'[i) = (x(tr[i]) +x(tr'[i]) +y(er[i]) +y (¢ [i]) = 10). (6.1)

Here z(tr[i]) refers to the value of z at time i, while z(t7'[i]) refers to the value of Z’ at time i. This
Hyperproperty states that whenever z=7/, the remaining variables add up to 10. Crucially, this statement is
true whenever z#7, and as such we can ‘save’ on space by combining z and 7’ instead of considering them to
be separate. However, automatically detecting that such an optimization is not always trivial.

The problem becomes even worse when attempting self-composition for K-Safety properties with K > 2,

as each additional composition adds an additional copy of each variable.

97



6.4 Conclusions

We began by introducing SBT's, a formalization of BT's that includes a persistent environment that changes
over time. SBT's can be written down using a DSL that we created and introduced, and this can be used as
input to BehaVerify, our tool for formally verifying BT's. We discussed various implementation details and
optimizations for BehaVerify, such as fastforwarding and stages for variables. We showcased the power of
BehaVerify by comparing BehaVerify to other existing tools. Furthermore, we extended BehaVerify to handle

NSBT's and BTMs.
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CHAPTER 7

Appendices

.1 BlueROV Image
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Figure 1: BT for BlueROV, which controls a UUV.
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.2 BlueROV .smv Timing Results

Table 1: blueROV, Time in Seconds to Create .smv

Leaf v2 Total_v2 Total_v3

full 0.70 0.60 0.60
small 0.60 0.60 0.60
warnings_only  0.60 0.60 0.60

As is clear from Table 1, the amount of time taken to actually create the models is entirely negligible. Timing
was done using memtime. Note that these results do not include the time it takes to print the model to a
terminal or a file, as the output was instead sent to /dev/null.
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.3 BTCompiler Encoding
IsActive(n,t) ==

if IsRoot(n) At =0, then T
else if IsRoot(n), then stnt — 1 £1
else if IsSel(parent(n)), then
(n=FChl(parent(n)) NsActive(parent(n),t))V
(stFChl(parent(n))t=F)V
(IsSelWM (parent(n)) A
PriorFail(FChl(parent(n)),t) A\
IsActive(parent(n),t))
else if IsSeq(parent(n)), then
(n=FChl(parent(n)) A\—PriorSucc(n,t) NIsActive(parent(n),t))V
(stFChl(parent(n))t =SV
(IsSeqWM (parent(n)) A
PriorSucc(FChl(parent(n)),t) A\
IsActive(parent(n),t)))
else if IsPar(parent(n)), then
(n=FChl(parent(n)) NsActive(parent(n),t))V
(stFChi(parent(n))t £1)
else if IsDec(parent(n)), then IsActive(parent(n),t)

IsActive(n,t) describes whether or not a node is active at time ¢. Multiple nodes can be active at the same
time in this encoding.

if stLChl(parent(n))t+1¢€ {S,F}, then L
PriorSucc(n,t+1) = else if stnt+1=S, then T
else PriorSucc(n,t)

if stLChl(parent(n))t+1€ {S,F}, then L
PriorFail(nt+1) = else if stnt+1=F, then T
else PriorFail(n,t)

PriorSucc(n,t) and PriorFail(n,t) are used to track where Nodes with Memory should begin from.
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stnt ‘=

if IsSel(n) AstFChi(n)t € {R,S}, then stFChl(n)t

else if IsSel(n), then stLChl(n)t

else if IsSeq(n) AstFChi(n)t € {R,F}, then st FChl(n)t

else if IsSeq(n), then stLChl(n)t

else if IsPar(n) A—IsActive(LChl(n),t), then [

else if IsPar(n) ANumSucc(n,t) > SuccThresh(n), then S

else if IsPar(n) ASuccThresh(n) > NumSucc(n,t) + NumRun(n,t),
then F

else if IsPar(n), then R

else if IsDec(n), then DecStatus(n,t)

else if —IsActive(n,t), then I

else stnt € {S,R,F}

While there are obvious differences between this and the Leaf encoding, overall it is closer to the Leaf
encoding than the Total encoding. As with the Leaf encoding, the BTCompiler encoding does not consider the
entire tree at the same time.
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4 BTC Results
Time in Seconds to verify LTL Specs in checklist Time in Seconds to verify LTL Specs in parallel-checklist
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Figure 2: Anomaly Re-Runs for BTCompiler on Checklist and Parallel-Checklist. Timeout is set to 7 minutes.
If a timeout occurred, a value of 500 seconds is used. If 5 timeouts occur, the remaining tests are automatically
considered timeouts. In all three runs, the spikes occur in the same places, and overall all the graphs are very

similar.
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.5 Checklist and Parallel-Checklist LTL Specifications

For BTCompiler:
G(safety_checkX .status=F = backupX .enable=TRUE);
G(safety_checkX .status=F —> backupX .enable=FALSE);
For Leaf_v2:
G(safety_checkX .status=F —>

(Nactive_node =—1)UbackupX .status=TRUE));
G(safety_checkX .status=F —>

1(!(active_node = —1)UbackupX .status=TRUE));
For Total_v?2 and Total_v3:
G(safety_checkX .status=F —> backupX .status=S);
G(safety_checkX .status=F = !(backupX .status=S));
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.6 Checklist Images

Figure 3: Checklist 1 and 5.
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.7 Checklist .smv Timing Results

Time in Seconds to Create .smv in checklist

—8— BTC

—4— Leaf v2
—— Total_v2
—— Total_v3

0.104 1

0.102 q

0.100

Time in Seconds

0.098 4

0.096 1

o 10 20 30 40 50
Number of Checks in checklist

Figure 4: Time in seconds for BehaVerify and BTCompiler to create .smv files for Checklist (left) and
Parallel-Checklist (right). Note that the BTCompiler results are not based on the original tool, but rather on

our recreation of it, as we could not install the original.

As is clear from Figure 4, the amount of time taken to actually create the models is entirely negligible. Timing
was done using memtime. Note that these results do not include the time it takes to print the model to a

Time in Seconds

0.104 4

0.102 4

0.100 4

0.098 4

0.096 1

terminal or a file, as the output was instead sent to /dev/null.
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