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Chapter 1

Introduction

1.1 Motivation

Critical infrastructure systems such as power grids, water distribution systems, telecom-

munication systems, and multi-modal transportation systems provide essential services to

society [7, 8, 9]. However, these systems are rapidly deteriorating due to aging infrastruc-

ture and climate-induced disasters. On average, the infrastructure systems of the United

States scored aD+ in the evaluation by the American Society of Engineers in 2017 [10].

Driven by the development of social economy and advances in technology, the infrastruc-

ture systems are becoming increasingly interdependent, making them more vulnerable to

perturbations due to the propagation ofcascading failures[11, 12, 13]. As such, the need

to improve the security and resilience of infrastructure systems has been increasingly em-

phasized by the U.S. government [14].

To this end, an important �rst step is to quantify the performance of infrastructure sys-

tems before and after a disruptive event in order to improve their resilience, i.e., reduce vul-

nerability and enhance recoverability, which are two of the most critical aspects of system

resilience (Fig. 1.1). However, several challenges emerge in evaluating the vulnerability

and estimating the recovery state of infrastructure systems.

First, historical data about component fragility under different hazards are often lack-

ing due to the rare occurrence of extreme hazardous events, such as earthquakes and severe

storms. Second, the ability to make an accurate estimation of important parameters for

describing the recovery state is often hindered by the lack of empirical data about net-

work recovery state, thereby leading to different levels of uncertainty around the damage

and recovery states at the component and system levels. Neglect or improper characteri-

zation of the uncertainty can result in under- or over-estimation of systemic performance
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as the metrics cannot be obtained within an acceptable level of �delity or estimated accu-

rately [15, 16, 17]. Therefore, it is critical to develop models that properly characterize such

uncertainty to evaluate component vulnerability and network recovery state under different

types of hazards and given limited data. Third, while the topology of certain individual

real-world infrastructure systems may be available, the data about the interdependencies

across the infrastructure systems are typically not available. This is because 1) collecting

such data requires the coordination of operators from multiple infrastructure systems that

might not always be run by the same utility company, and 2) even if the data have been

collected, utility companies may not share the data due to security concerns. The lack of

such data leads toepistemic uncertainty[18] around the structure of theinterdependent

infrastructure systems(IISs). As such, interdependent links across the infrastructure net-

works need to be �rst evaluated, before the performance assessment of IISs. Finally, the

vulnerability and recoverability of critical infrastructure are dependent on the allocation of

resources to protect network components before a disruption and schedule repair activities

after a disruption. Existing models that integrate protection and restoration have relied on

deterministic optimization methods [19, 20, 21, 22], which only solve a few independent

representative damage scenarios. This may lead to sub-optimal solutions due toaleatory

uncertainty(natural variability [18]) about the disruption.

Table 1.1: Research objectives and their category according to different metrics

Component of resilience Uncertainty Task Objective

Vulnerability Component
damage state

Estimation Assess the serviceability of infrastruc-
ture systems

Vulnerability Network
con�guration

Estimation Model the interdependency of infras-
tructure systems

Recoverability Network
recovery state

Estimation Improve the estimation accuracy of re-
covery state

Recoverability N/A Estimation Improve the inference ef�ciency of the
model for estimating recovery state

Vulnerability
Recoverability

Hazard Optimization Optimize the integrated vulnerability
reduction and recovery enhancement

2



This dissertation aims to address these challenges by developing and applying Bayesian

and stochastic network methods to assess and optimize the resilience of infrastructure sys-

tems, i.e. reduce vulnerability and improve recoverability (Table 1.1). In this chapter,

Section 1.2 brie�y introduces the background concepts and methods involved in this dis-

sertation. Section 1.3 details each objective of this dissertation. The organization of this

dissertation is provided in Section 1.4.

1.2 Background

This section �rst introduces the concept of network resilience. Next, IISs are described

because infrastructure systems are becoming increasingly interconnected. Because 1) in-

frastructure systems operate interdependently yet the data about their interdependence are

lacking and 2) there exist various sources of uncertainty, enhancing the resilience of crit-

ical infrastructure systems requires a multidisciplinary approach, thus we then introduce

the stochastic network methods used to assess and optimize resilience, including stochastic

block model and two-stage stochastic programming.

1.2.1 Network Resilience

The resilience of infrastructure systems is a key element of this dissertation and is

therefore introduced here. First introduced in ecology by Holling [23], the concept of

resilience has triggered signi�cant interest during the past decades in several other �elds,

ranging from psychology to engineering [24]. Within the engineering domain, multiple

de�nitions of resilience have been proposed by different reputable organizations [25, 26,

27] as well as several scholars in the �eld of engineering resilience analysis [1, 28, 24]. In

many of the de�nitions, resilience is similarly referred to as “the performance of a system of

networks before, during, and after a disruptive event” [1, 29, 30]. This dissertation adopts

this de�nition as it lends itself for convenient quanti�cation.

Consider an engineering system with its time-dependent performance denoted byj (t).

3



Depending on the system under study, the metric for quantifying the performance can be

network capacity, maximum �ow, �ow rate, or network connectivity [2]. As can be seen

from Fig. 1.1, the time-dependent systemic performance can be divided into �ve stages:

Initially, the system stays at the original stable state with performance levelj (t0). Stricken

by the disruptive evente at timete, the system starts to degrade due to reduced or loss

of functionality of components. The systemic performance deteriorates until the maxi-

mum loss is incurred at timetd. Then the system enters the disrupted state in which the

preparation activities start, such as identi�cation of impaired components, transportation of

materials and crew for restoration, etc. After a period of time, the system begins to recover

from the disruptive stateSd. The recovery continues until timet f when the system reaches

a new stable state.

Figure 1.1: System performance over time (adapted from Ref. [1, 2])

Systemic resilience can be calculated as the ratio of recovered performance to the max-

imum loss [1]. LetRt denote the resilience at timet during the recovery process.Rt can be

computed as

Rt =
j (tje) � j (tsje)
j (t0je) � j (tsje)

(1.1)
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wheret 2
�
ts; t f

�
; j represent the measure of systems performance or functionality level.

Note thatRt 2 [0;1] with 1 indicating that the system has been fully recovered from the

disruptive event to the original state.

However, when the system is disrupted by some external disturbances or due to the

malfunction or failure of internal components, it is dif�cult to describe the state of the

system with mathematical and physical equations due to complex system dynamics or the

lack of data [31].

1.2.2 Interdependent Infrastructure Networks

Interdependent infrastructure networks (i.e., interdependent infrastructure systems) are

comprised of multiple individual networks connected by interdependency links. For ex-

ample, the power network requires gas input from the gas network to generate electricity,

the gas compressors depend on electricity from the power grid to transport gas; pumping

stations in the water distribution network rely on electricity to lift water and power genera-

tors need clean water for cooling purposes (Fig. 1.2). This dissertation primarily considers

those with two individual networks, however, the approach can be extended to accommo-

date additional networks.

Mathematically,G = ( G1 ,G2, E12,E21) whereG1 = ( V1;E1) andG2 = ( V2;E2) rep-

resent the individual networks andE12 andE21 represent the interdependency links from

G1 to G2 and those fromG2 to G1, respectively. The number of nodes and the number of

links in G are denoted byjVj andjEj respectively. Each of theG1 andG2 is comprised of

multiple supply nodes (S), transmission nodes (T), demand nodes (D), and the links that

connect them (Fig. 1.3).

The connectivity of a graph can be encoded using theadjacency matrixwhere rows and

columns are labeled by nodes. LetA jVj�j Vj represent the adjacency matrix of the graph.

If there is a link between nodei and nodej, Ai j = 1, andAi j = 0 otherwise. Since self-

edges are not possible, we assumeAii = 0, which is a valid assumption for the network
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Figure 1.2: Schematic of interdependent power-gas-water systems [3]

Figure 1.3: A schematic of abstract interdependent networks (Dash lines represent interde-
pendency links. Nodes labeled withS, T, D represent supply nodes, transmission nodes,
and demand nodes, respectively.)

representing infrastructure systems. For the undirected graphs considered in this study, the

adjacency matrix is symmetric. As an illustrative example, the adjacency matrix for the

interdependent networks in Fig. 1.3 is shown in Fig. 1.4.
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Figure 1.4: Adjacency matrix for the interdependent networks in Fig. 1.3

1.2.3 Stochastic Block Model

TheStochastic block model(SBM) is a probabilistic graphical model for describing and

analyzing the structure of a network [32]. Pioneered by Holland et al. [33], SBM has been

widely used in community detection in social networks [34, 35, 36]. In SBM, the nodes in

a graph are divided into different blocks based on the class membership of the nodes. The

probability of a link between two nodes depends on the blocks (class) to which the nodes

belong. Letz = [ z1;z2; :::;zjVj]
T represent the class membership vector and� represent the

block probability matrix[37], the matrix of probabilities of forming edges between blocks

and within a block (Fig. 1.5).

Formally, SBM is de�ned as follows [33, 37]:

De�nition 1.2.1 (SBM). A is generated according to an SBM with respect toz if and only

if: 1. 8 i 6= j, Ai j are statistically independent. 2.8 i 6= j and i06= j0with zi=z0
i and zj=z0

j ,

Ai j and Ai j are identically distributed.

Given De�nition 1.2.1, the block probability matrix, and the adjacency matrix, the proba-

bility of a link connecting nodei in blocka and j in blockb can be given by Eq. (1.2).
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Figure 1.5: An example of SBM with the corresponding block probability matrix

P
�
Ai j = 1jzi = a;zj = b

�
= qab (1.2)

In Eq. (1.2),qab represents the probability of forming a link between blocka and block

b. Equivalently,Ai j jzi = a;zj = b � Bernoulli(qab), meaning that entries ofA can be

modeled as statistically independent Bernoulli random variables [38]. Depending on the

available data set, SBM can be applied toa priori setting where the partition of nodes are

prede�ned anda posteriorisetting where the block partition is uncertain [37]. In this study,

SBM is used in thea priori setting.

The SBM offers several computational and application advantages such as the ability

to estimate missing links based on incomplete data [39], the integration of statistical and

network properties, and the �exibility in the analysis of stochastic interdependent links.

However, this model does not consider the heterogeneity of nodes besides their block mem-

bership. In order to account for such heterogeneity, SBM is modi�ed to give a probabilistic

estimate of the presence of interdependency linksE12 andE21. The estimation of the prob-

ability of these links can be considered as a regression problem in which node attributes are

the predictors and the probability ofAi j is the response variable. For example, suppose the

class membership and the distance between nodes are used as the predictors, the regression

model is shown in Eq. (1.3).
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P
�
Ai j = 1jz1;z2

�
= f

�
z1;z2;dviv j

�
(1.3)

In Eq. (1.3),dviv j represents the distance betweenvi andv j . Once the data on other

nodal attributes are available, Eq. (1.3) can be modi�ed to include more predictors, and the

model form can be identi�ed by the use of statistical methods for model selection.

1.2.4 Two-stage Stochastic Programming

Stochastic programming is an optimization approach to deal with decision making

problems under uncertainty where the constraints or objective function are uncertain [40].

The uncertainty is typically characterized by a distribution that is known or can be esti-

mated [41]. This dissertation involves the two-stage stochastic programming to model the

problem, in which the decision makers take some actions before the occurrence of a ran-

dom event, then the second-stage decisions (recourse decisions) are made to reverse the

adverse impact of the random event [41]. A two-stage stochastic program seeks to mini-

mize the cost function of the �rst-stage decisionsx 2 Rn1 and the expected cost associated

with the second stage decisionsy 2 Rn2. The two decision epochs are divided by an ran-

dom event, which is modeled using a random vectorw̃ [42]. The optimal policy is a single

�rst-stage decision and the second stage decisions to take in response to each realization of

the random event [41].

A general two-stage stochastic program is of the following form:

min
x

cTx+ E[Q(x;w)] (1.4a)

s:t: A x = b (1.4b)

x � 0 (1.4c)

wherec 2 Rn1, b 2 Rm1, andA 2 Rm1� n1 are the known deterministic �rst-stage vectors

and matrices, respectively.E[�] represents the expectation overw̃. Q(x;w̃) is the optimal
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value of the second-stage problem, which is also called the recourse function. For a speci�c

realization of the random eventw of w̃, Q(x;w) is de�ned as:

Q(x;w) := min
y

d(w)Ty (1.5a)

s:t: T (w) x+ W (w) y = h(w) (1.5b)

y � 0 (1.5c)

whereW 2 Rm2� n2, T 2 Rm2� n2, d(w) 2 Rn2, andh 2 Rm2 are given.

To solve the two-stage program numerically, it is assumed thatw̃ has a �nite number

of realizations/scenarios. Let the probability of each scenario bepk(k = 1; :::; jWj) and

generate a copy of the second-stage decision variables for each scenariow 2 W[42], the

equivalent monolithic representation of the two-stage program above, often referred to as

thedeterministic equivalentor extensive formulation, is be given by

min cTx +
jWj

å
k= 1

pkd(wk) y(wk) (1.6a)

s:t: Ax � b (1.6b)

T (w1) x + W(w1) y(w1) = h(w1) (1.6c)

...
...

...

T
�
wjWj

�
x + W

�
wjWj

�
y
�
wjWj

�
= h

�
wjWj

�
(1.6d)

x � 0; y(w) � 0; w 2 W (1.6e)

This formulation has a nice structure because once the �rst-stage decision variables

(complicating variables) are �xed, the problem naturally decomposes intojWj independent

small sub-problems [43], rendering the problem easier to solve.
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1.3 Research Objectives

This dissertation aims to assess and enhance the resilience of infrastructure systems

under different sources of uncertainty by developing and applying Bayesian methods and

stochastic network models. To achieve this goal, the research aims to accomplish the fol-

lowing objectives.

1. Assess the serviceability of infrastructure networks under uncertainty about the com-

ponent damaged state in order to reduce the vulnerability against disruptions. A

hierarchical Bayesian updating approach is proposed to evaluate the performance of

network components under aleatory uncertainty and epistemic uncertainty. Then, the

Bayesian updating approach is integrated into the assessment of network serviceabil-

ity based on Monte Carlo simulation (MCS).

2. Improve the estimation accuracy of parameters describing the recoverability of in-

frastructure systems under epistemic uncertainty. To this end, a new class of models

called hierarchical Bayesian kernel models (HBKM) is developed. The performance

of HBKM is validated against the classical models using cross validation with his-

torical data on community recovery from power outages.

3. Improve the inference ef�ciency of hierarchical Bayesian models for estimating the

recovery state of infrastructure networks. The issue of computational ef�ciency

arises in large-scale applications of hierarchical models due to the increased number

of parameters Betancourt and Girolami [44]. Therefore, a scalable inference algo-

rithm is developed to learn the hierarchical Bayesian model for count data, which are

commonly encountered in calculating the recovery state of infrastructure systems. By

providing fast yet competitively accurate inference of Bayesian hierarchical models,

the proposed inference algorithm can inform the decision-making about restoration,

especially in power grids where online estimates are required to enable the dynamic

operations.
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4. Model the interdependency across infrastructure networks under epistemic uncer-

tainty, so that the vulnerability and recoverability of IISs can be evaluated with a

higher level of accuracy. Nodal features of infrastructure systems are incorporated in

the formulation of the modi�ed stochastic block model to estimate the likelihood of

interdependent links.

5. Optimize the integrated protection and restoration of IISs, i.e., reduce the vulnera-

bility and increase recoverability from a systemic perspective, with considerations

of uncertainty around disruptive events. The two-stage stochastic programming ap-

proach is leveraged to model the integrated problem of IISs. As the size of the

problem may become too large for large-scale IISs, novel solution techniques are

developed to obtain a good-quality solution within a reasonable amount of time.

The proposed research effort can help decision-makers in utility companies and emer-

gency management agencies to improve the management of infrastructure systems. This

research can eventually contribute to the secure and resilient operations of infrastructure

systems, which are considered critical to social well-being, economic vitality, and national

security [45].

1.4 Organization of the Dissertation

The rest of this dissertation is divided into several chapters, each addressing the research

objectives.

Chapter 2 to Chapter 4 focus on the development and application of hierarchical Bayesian

models as well as ef�cient Bayesian inference algorithms to improve the performance as-

sessment of critical infrastructure systems. Speci�cally, Chapter 2 focuses on applying

hierarchical Bayesian model to measure the performance of infrastructure systems under

uncertainty. Component fragility metrics are estimated using the HBM and then integrated

into a system serviceability assessment using Monte Carlo simulation and a shortest-path
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algorithm. By using the Bayesian approach, the performance measures can be dynamically

updated as more data becomes available. Estimating the system serviceability requires

information about the component vulnerability and recoverability. However, making pre-

dictions at the component level presents challenges due to data scarcity. In order to address

these challenges, Chapter 3 presents a novel class of models, hierarchical Bayesian kernel

model (HBKM), to estimate the recovery rate of infrastructure networks in the aftermath

of disruptions under scarce data. The proposed method is tested using cross-validation and

compared with two other models for validation, the hierarchical Bayesian regression model

(HBRM) and the Poisson Generalized Linear Model (GLM). A case study focusing on the

recovery from power outage in Shelby County, Tennessee after the most severe storms since

2007 is presented to illustrate the proposed approach. The inference ef�ciency of hierar-

chical Bayesian Poisson regression model (HBPRMs) for count data, which are frequently

encountered in estimating the recovery state of infrastructure systems, is considered in

Chapter 4. As the applications of HBPRMs to large-scale datasets calls for more ef�cient

inference algorithms, a scalable approximate Gibbs sampler (AGS) to learn the HBPRMs

while maintaining the inference accuracy is developed. Numerical experiments on multi-

ple real datasets demonstrate the superior performance of AGS against the state-of-the-art

sampling algorithm, especially in large datasets.

Critical infrastructure systems do not operate individually but are rather interconnected.

Theses interactions are characterized by interdependencies which are bidirectional relation-

ships between two systems. Therefore models need to characterize these interdepndencies

when assessing the performance of infrastructure systems. However, data on interdepen-

dent links is not available. To enable a more holistic approach to the performance assess-

ment of infrastructure systems, Chapter 5 focuses on modeling their interdependencies un-

der uncertainty. The uncertain interdependency links are modeled using a modi�ed SBM,

in which the probability of links between individual systems are estimated by considering

nodal features in addition to the block membership of nodes. Then the modi�ed stochastic
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block model is integrated into the resilience assessment of IISs. Two recovery strategies

based on static and dynamic component importance ranking are developed and compared.

While component importance ranking provides insights towards a decision making pro-

cess, a formal resource allocation model is needed to determine strategies for reducing

vulnerability and improving recoverability. Such decisions about resource allocation for

vulnerability reduction and restoration improvement are typically made sequentially [20].

The separation of vulnerability reduction and restoration improvement decisions can lead

to sub-optimal resilience, Chapter 6 investigates how to optimize the integrated protection

and restoration planning of IISs. With considerations to the uncertainty around disrup-

tions, a two-stage mixed-integer stochastic program is proposed to tackle the integrated

decision-making problem. Speci�cally, the �rst stage considers the decisions about which

components to fortify, while the second stage considers decisions concerning the schedule

of repair crews, network �ow, restoration sequence of damaged components, etc. Since

binary decision variables are present in the second-stage problem, the proposed two-stage

stochastic program cannot be solved effectively using classical approaches, e.g., theL-

Shapedmethod (a.k.a. Bender's decomposition). To address this challenge, novel solution

algorithms are proposed by integrating different meta-heuristics into the iterative regular-

ization method. Synthetic interdependent power-gas networks are employed to illustrate

the proposed two-stage stochastic program and solution techniques.

In Chapter 7, contributions made in this dissertation are summarized and directions for

future work are discussed.
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Chapter 2

Hierarchical Bayesian Approach to Assessing the Serviceability of Infrastructure

Networks Under Uncertainty

2.1 Introduction

Critical infrastructure systems have grown in scale and complexity as a result of urban-

ization and economic development [46]. Critical infrastructure systems are prone to a wide

range of natural (i.e., extreme weather events) and anthropogenic (i.e., man-made attacks)

hazards that make them vulnerable [47]. The U.S. government has placed an emphasis on

protecting critical infrastructure and improving its ability to withstand and recover from

all hazards as it is considered paramount to national security [14]. The protection of criti-

cal infrastructure systems relies on risk-informed decision making to identify strategies for

hardening, emergency response, and restoration. In order to inform such decisions, it is es-

sential to provide a reliable assessment of critical infrastructure system-level performance

under different types of hazards. The challenge lies in the availability of suf�cient data to

make accurate estimates of the system performance metrics which include the component

functionality and system serviceability. The proposed method is founded in a hierarchi-

cal Bayesian approach and combined with simulation and network algorithms to address

challenges of data scarcity and uncertainty in the estimation of infrastructure network per-

formance after disasters. While the study in this chapter focuses primarily on assessing the

serviceability of water distribution systems (WDSs) impacted by earthquakes and �oods,

the proposed framework can be applied to other types of infrastructure networks, such as

gas networks, oil networks, and power grid, among others, as long as the physical laws in

the respective network are appropriately taken into account.

A water distribution system, which provides clean drinking water and wastewater treat-

ment services, is credited to be one of the most essential infrastructures, especially during
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a disaster when reduced water supply disrupts the emergency response (e.g., �st-aid, �re-

�ghting) and residential and industrial activities, among others [48, 49]. Unfortunately,

WDSs have been overlooked and undervalued in the U.S. during the past decade. In 2019,

the American Society of Civil Engineers gave the drinking water and wastewater infras-

tructure in the United States aD and D+ , respectively, due to aging infrastructure and

underinvestment. Given insuf�cient resources, at the current replacement rate of 0.5% per

year, it would take 200 years to replace the entire drinking water system which is 100 years

beyond the system design life [50, 51]. The underinvestment is re�ected in the system per-

formance where approximately 240,000 water main breaks occur per year, with research

indicating that as much as 20% - 25% of distributed water is lost due to leakage [52]. In ad-

dition to the performance decrease due to aging and underinvestment, disasters can affect

the performance of WDSs drastically. Among the natural hazards, earthquake and �ood

have more impact on the performance of critical infrastructures [53].

Prior studies on the probabilistic assessment of infrastructure performance during dis-

asters have focused on either (i) the estimation of component functionality (e.g., pipe fail-

ures [54], water main breaks [55]) or (ii) simulating the system's response to hazard (e.g.,

connectivity-based network models [56]). The uncertainty of the failure estimation of com-

ponents has rarely been considered and integrated directly into the system-level service-

ability assessment. The study in this chapter formally takes into consideration uncertainty

and develops an approach that incorporates a hierarchical Bayesian updating mechanism of

network component fragility into the evaluation of systemic performance of WDSs under

earthquake and �ood using Monte Carlo simulation and network algorithms. More specif-

ically, this chapter improves the state-of-the-art in assessing the performance of critical

infrastructure systems by making the following contributions:

1. An approach where both epistemic uncertainty and aleatory uncertainty about com-

ponent failure probability are modeled. In the proposed method, the epistemic un-

certainty is modeled with a distribution whose parameters are also described by a
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distribution.

2. A method that is founded in the hierarchical Bayesian model (HBM) to address cur-

rent challenges of data scarcity, leverage potential availability of data in the future,

and update the probabilistic evaluation of infrastructure performance.

3. A method to incorporate Bayesian updating of fragility formulations of damage to

infrastructure components under earthquake and �ood hazard. The updating of com-

ponent fragility is integrated into the serviceability assessment of infrastructure sys-

tems.

2.2 Background

Much of the work done on the performance analysis of WDS focuses on earthquake

and man-made hazards and evaluates component-level and system-level performance sepa-

rately. For instance, at the system level, Wang and O'Rourke [57] simulate the response of

the WDS under seismic hazard where system serviceability is de�ned as the ratio of satis-

�ed demand after the earthquake to total demand before the earthquake. Another study uses

a connectivity-based model to evaluate the seismic vulnerability of WDS based on Monte

Carlo simulation and a shortest-path algorithm [56]. At the component level, Shuang et al.

[58] propose a model to evaluate the nodal vulnerability of WDS under cascading failures

due to intentional attacks. Fewer research studies focus on the mathematical model for the

performance analysis of WDS under �ood hazard, even though �oods have caused more

damage and fatalities than any other natural hazard in recent years, making it a particularly

destructive and dangerous hazard [59, 60]. Current performance analyses of WDS under

�oods are based on HAZUS-MH1[61, 62]. However, damage to buried pipes is typically

not considered in HAZUS-MH since it is assumed that submergence of these pipes cannot

1HAZUS-MH is a nationally applicable, standardized methodology provided by the Federal Emergency
Management Agency (FEMA) to estimate potential loss from multiple types of hazards (earthquakes, �oods,
hurricanes, and tsunamis), and visualize the impact of such hazards [5].
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occur [5]. This assumption can be invalid as reports on the long-term recovery efforts in

the wake of Hurricane Katrina have shown damaged pipe infrastructure in New Orleans for

drinking water and wastewater transport. This �nding contradicts the typical risk analysis

assumption that �oods do not damage buried critical infrastructure [63].

A challenge in evaluating the post-disruption performance of WDSs is the need for a

large amount of data to estimate parameters such as the component damage state and build

a reasonably accurate model with statistical methods [64, 16, 65]. However, due to the

nature of extreme events and the limited access to buried infrastructure components, data

collection during and after a disruptive event is challenging. As a result, there's uncer-

tainty about the component vulnerability, network topology, and system serviceability after

a disruption. Uncertainty is categorized as either aleatory or epistemic. While aleatory un-

certainty is generally viewed as irreducible, epistemic uncertainty is associated with model

selection and parameter assumptions, and can be reduced to improve the accuracy of the

model [15, 18]. Failing to account for the epistemic uncertainty in the performance eval-

uation of critical infrastructure systems could lead to biased estimates of the system state,

thereby causing prolonged failures and increased social and economic losses. As such, it is

critical to characterize the uncertainty in the assessment of the serviceability of disrupted

infrastructure systems. In order to address uncertainty, probabilistic models founded in

Bayesian approaches have been developed and widely applied to assess system perfor-

mance, reliability, risk, and resilience of critical infrastructure systems [66, 67, 68, 69, 70].

Bayesian methods allow for uncertainty quanti�cation and integrate direct and indi-

rect sources of information to improve the estimation accuracy [71, 16]. In the case

of WDSs, existing studies that have employed that Bayesian approach are primarily fo-

cused on predicting WDS component failure to support vulnerability assessment of the

WDS [72, 73, 74, 55, 54]. Speci�cally, Dong et al. [54] apply Bayesian networks to evalu-

ate the vulnerability of �ood control infrastructure using node failure probability and failure

cascade susceptibility as the metrics. Additionally, modeling uncertainty has been consid-
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ered by Kabir et al. [55] in a study that integrates Bayesian model averaging and Bayesian

proportional hazard model to predict the failure of water mains. Bayesian updating is

a promising approach under epistemic uncertainty because it updates model parameters

and outputs as relevant data become available. Speci�cally, hierarchical Bayesian models

(HBMs) are able to integrate information from various sources and adapt to the structure of

data, thereby reducing the variance of estimates [75] and addressing concerns of de�ning a

prior distribution with a very limited amount of data [16]. HBMs have been widely applied

to risk and reliability analysis of different engineering systems [76, 16, 77, 78, 79, 65].

In particular, Yan and Haimes [16] demonstrated the ability of HBM to improve estimate

accuracy through “strength borrowing” by pooling data from similar and related systems

and applying HBM to handle the lack of data in risk-based system analysis.

While prior work has contributed to advances in system level performance and compo-

nent level probabilistic modeling, few studies have explicitly considered the epistemic un-

certainty around component fragility and its integration into the serviceability assessment

of the entire WDS. This research proposes a Bayesian approach integrated with simulation

and network algorithms to (i) consider the uncertainty in component failure prediction,

and (ii) integrate the component metrics in a system-level performance assessment using

Monte Carlo simulation and shortest-path algorithm. The approach is founded in HBM to

enable updating of system-level performance given updated parameters of component-level

metrics.

2.3 Methodology

This section presents the methodological components of the framework as they apply

to a WDS starting with an overview of failure rate estimation methods and followed by a

detailed description of component failure modeling and network performance evaluation.
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2.3.1 Overview of Failure Rate Estimation Methods

2.3.1.1 Repair Ratio

Repair ratio that is calculated as the ratio between the number of repairs to a unit

length of pipe is commonly used as the indicator for the impact of seismic hazard on

pipelines [48]. In this chapter, the seismic fragility model from the American Lifelines Al-

liance (ALA) [80] is adapted to a more general form shown in Eq. (2.1) in order to model

multiple types of hazards. For earthquake hazard, historical data collected from records

of repairs to service lines and water mains after recorded seismic intensities are generally

used to �t a regression model to estimateRR(per 1,000 feet of pipe length) as a function of

hazard intensityIc at the site of a component. For seismic intensity,PGV (in/s) is typically

used. Aleatory uncertainty aboutPGV is represented by a random residual term described

further in Section 2.3.3, soPGV is assumed to be a random variable. Of the collected data,

pipe material, pipe joint type, pipe diameter, and soil condition also impacted the measured

RRvalues, so a fragility curve modi�cation factorK was de�ned to scale the �nalRRre-

sult from the regression model (Eq. (2.1)). HAZUS adopts the linear model from ALA to

estimate the damage to water distribution systems given a seismic intensity from a speci�c

earthquake scenario [4].

RR= aKIc (2.1)

In Eq. (2.1),a is the regression parameter andIc is the intensity of the event. The factorK

was originally developed for seismic events and is assumed here to be applicable to �ood

hazard as well.

To re�ect �ood intensity, a random variablehf , measured in units of feet, represents

the standing water depth in a certain location and will re�ectIc in Eq. (2.1). Histori-

cally, HAZUS provides �oodplain extent and utilizes �ood depth to calculate the damage

to above-ground components such as pumping stations; however, recent studies document
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HAZUS missing as much as 75% of �ooded areas when validating the predicted versus

actual �ood extent of historical events [81]. The accuracy of this methodology depends on

the accuracy of the �ood depth estimates, which is largely determined by the quality of data

that can be collected in the future. Ideally, repair records after major �ood events should be

collected and analyzed similarly to the existing methodology for earthquakes. After repair

reports are collected and analyzed, new values fora andK are estimated through regres-

sion analysis to calculate the expectedRRfrom �ood events. With no database of records

in existence yet, the initial values fora andK are adjusted from earthquake scenarios for

�oods.

The RRcalculated from Eq. (2.1) is one of the main parameters used to estimate the

probability of pipe failure. However, equation (2.1) is �t from a relatively small sample of

data points on earthquake events. Additionally, there is no data available on pipe failures

after �ood events. The cost of collecting and analyzing such data is high due to sensitivity

and security as well as the rare occurrence of disasters. Therefore, point values are often

used foraandK even though the model itself has a poor �t, especially for large observedRR

values [82]. To address this limitation, epistemic uncertainty is introduced to the variables

a andK and a Bayesian updating approach is used to estimate RR.

2.3.1.2 Bayesian Updating and Hierarchical Bayesian Model

A Bayesian approach follows Bayes' theorem to update the estimate of the parameters

of interest. Given a prior distribution of parameters (variables),p(� ), and a data likelihood

function,p(D j� ), the posterior density,p(� jD ), is given by Eq. (2.2).

p(� jD ) =
p(� )p(D j� )

p(D )
µ p(� )p(D j� ) (2.2)

A Bayesian model can be dynamically updated where the prior distribution is iteratively

replaced with the informative posterior distribution obtained using existing data when new

data become available.
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An extension of this approach is the hierarchical Bayesian model (HBM) which con-

siders the uncertainty in the parameters of the prior distribution by adding another layer of

Bayesian inference. Instead of setting a point value to the distribution parameters of� , a

hyperprior, represented by� , is used to quantify the uncertainty around� . According to

the marginal posterior of� shown in Eq. (2.4),� is now partially determined by the dataset

rather than being an assumed value [16].

p(� ; � jD ) µ p(D j� )
| {z }
likelihood

p(� j� )
| {z }

prior

P(� )
| {z }

hyperprior

(2.3)

p(� jD ) =
Z

p(� ; � jD )d� µ
Z

p(D j� )p(� j� )P(� )d� (2.4)

Since Eq. (2.3) usually does not have a closed-form solution, simulation techniques are

typically leveraged to generate samples of the posterior distributions of interest. Markov

Chain Monte Carlo (MCMC) methods such as the Metropolis-Hastings algorithm, Gibbs

sampling, and Hamilton (or Hybrid) Monte Carlo have been developed to perform sampling

ef�ciently [83, 84]. MCMC algorithms coupled with the emergence of freely available soft-

ware and inexpensive computing power have led to tremendous advances in Bayesian infer-

ence [85]. In this chapter, Stan, a probabilistic programming language that implements full

Bayesian statistical inference [86], is employed to implement the proposed HBM. For more

details about HBMs and sampling methods for HBMs, readers are referred to Ref. [75] and

references therein.

In order to estimate RR under uncertainty and limited data, the variablesa andK are

assumed to be lognormal random variables with uncertain means,l a andl K, that follow a

normal distribution. The standard deviations are assumed to be �xed such that the normal

distribution is weakly-informative [87]. If no prior information is available, the hyperpri-

ors are typically assumed to be weakly-informative distributions to build a more robust

model [88]. Modeling details of the hazard intensityIc will be covered in Section 2.3.2.

The HBM for estimatingRR, visualized in Fig. 2.1 with the corresponding mathematical
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model given by Eq. (2.5) to Eq. (2.10), can be continuously updated with new pipe repair

records to ensure the most accurate parameters are utilized to dynamically inform resource

allocation during a disaster as well as for long-term planning.

RR� N (mRR;sRR) (2.5)

mRR= aKIc (2.6)

lna � N (l a;za); lnK � N (l K;zK) (2.7)

ln Ic = ln Īc + lneI ; lneI � N (l e;ze) (2.8)

l a � N (ma;sa); l K � N (mK;sK) (2.9)

sRR � N (ms ;ss ) ; za � N
�
mz ;sz

�
; zK � N

�
mz ;sz

�
(2.10)

Figure 2.1: HBM for estimatingRR. Circles denote random variables. Squares denote
constants. Shaded nodes denote observations while unshaded ones denote hidden vari-
ables/constants.

2.3.2 Hazard Intensity

The variableIc from Eq. (2.1) must be determined for each component of the network to

calculate individual failure probabilities. For earthquake scenarios, the hazard intensityIc

23



can be measured in terms of peak ground velocityPGV (cm/s) or peak ground acceleration

PGA(cm/s2). PGAandPGV are estimated from their respective attenuation equation that

models seismic intensity at a site from an earthquake of magnitudeMw and distance from

the epicenterR (km). The attenuation equations for the medianPGV andPGAadopted in

previous research are shown in Eqs. (2.11) and (2.12) [56, 82].

log10(PGA) = 3:79+ 0:298� (Mw � 6) � 0:0536�

(Mw � 6)2 � log10(R) � 0:00135� R
(2.11)

log10(PGV) = 2:01+ 0:422� (Mw � 6) � 0:0373�

(Mw � 6)2 � log10(R)
(2.12)

The median seismic intensityPGV from Eq. (2.12) is used to describe the damage to pipes

(link components) while the medianPGA from Eq. (2.11) is used to describe damage to

facilities (node components). The standard deviations of the residuals associated with

Eq. (2.12) and Eq. (2.11) to capture the aleatory uncertainty around seismic intensities

are typically assumed to be a lognormal distribution with a median value equal to 1:0 and

a standard deviation of 60% [56]. The intensity of a seismic event varies across the system

and is usually modeled as a homogeneous two-dimensional stochastic �eld with a residual

term [89]. The estimation equation for the logarithmic residual of the seismic intensity

(PGAor PGV) at the site of a componentc, denoted by lnIc, is given by Eq. (2.13) where

Ic represents the mean value ofIc . The autocorrelation function of logarithmic residuals

for the seismic intensities at the site of componentci andc j is given by Eq. (2.14) where

Rc is the distance from the site of componentc to the epicenter, the correlation distanceb

is the strength of the spatial correlation and is typically assumed to be 30 km [89].

ln(eI ) = ln
�

Ic
Ic

�
(2.13)

r (ln Ici ; ln Ic j ) = exp
�

�
jjRci � Rc j jj

b

�
(2.14)
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The �ood intensity is measured by �ood depth (feet) estimated by the �ood depth based

on the digital elevation model (DEM). The elevation of a given location is subtracted from

the maximum water surface elevation along the cross-section of a �ood basin. However,

due to the slope of the �oodplain and the complexity in �ow paths, estimating �ood depth

using cross-section maximum �ood water elevation is challenging [90]. A more accu-

rate method to generate spatially-explicit �oodwater depth is through numerical simulation

given data on the hydrological characteristics and riverine morphology [90]. Hydrology-

based �ood map applications include FEMA Flood Maps [91] and the National Weather

Service Inundation Maps [92] from the National Oceanic and Atmospheric Administra-

tion (NOAA). In the study of this chapter, we adopt a simulation-based methodology using

HAZUS. The HAZUS Flood Model uses characteristics such as frequency, discharge, and

ground elevation to model the spatial variation in �ood depth and velocity. It is important

to note that HAZUS can underestimate the �ood depths by considering the precipitation in

the study region without accounting for cascading effects from upstream rivers. To offset

the underestimation, a longer return period can be considered in HAZUS so that the sim-

ulated �ood depths are approximate to observations at the gauges within the study area.

The HAZUS Flood Model is subject to several sources of uncertainty, such as the variation

in channel and �oodplain elevation in the Digital Elevation Model (DEMs) and the vari-

ation in �oodplain extent and depth in the River Hydraulic Model [93]. To characterize

the resulting uncertainty around the �ood depths, a 50% standard deviation is assumed for

estimates of �ood depths. To improve the accuracy of these estimates, the average of the

estimates from two simulations can be used. If the �ood depth estimates at some compo-

nents of the WDS are missing in one simulation due to the removal of problematic reaches,

the estimates from the second simulation can be used. If the missing values from the two

simulations overlap (The data for these reaches are not available in HAZUS), the mean of

the estimates derived from elevation-based interpolation can be used.
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2.3.3 Component Failure Modeling

Each WDS is represented by a network consisting of nodes and links. Given the hazard

intensity and RR estimates, a probability of failure is derived for each node and link in the

WDS.

2.3.3.1 Node Failure

The physical damage to facilities in a water distribution network such as elevated stor-

age tanks or pumping stations is described with fragility curves and are used in HAZUS [4].

A total of �ve damage states are de�ned, including none (ds1), minor (ds2), moderate (ds3),

extensive (ds4), and complete (ds5). As an example, the fragility curve for above-ground

steel tank entering different damage states is shown in Fig. 2.2. In the study of this chapter,

damage stateds5 is adopted.

Figure 2.2: Fragility curve for above-ground steel tank under earthquake [4]. Failure rate
represents the probability of a component reaching a speci�c damage state givenPGA.

The fragility curve is described with a log-normal distribution as a function ofPGA

given in Eq. (2.15) wherePv describes the failure probability of each node,l PGA represents

the logarithmic mean ofPGA that is measured in the gravitational accelerationg, zPGA

describes the standard deviation of ln(PGA), andf (�) is the standard normal cumulative
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distribution function.

Pv (PGA) = f
�

ln(PGA) � l PGA

zPGA

�
(2.15)

The intensity of a �ood event is described by the �ood depth. Flood fragility curves

given the �ood depth are typically derived from historical data, damage survey data, or

expert opinions [94]. Since fragility curves of water facilities are not available in the lit-

erature, historical data of the pumping stations (medium/large, above ground) and storage

tanks (all, above ground) from the HAZUS Flood Model technical manual [5] are lever-

aged to �t the fragility curves presented in Fig. 2.3. The two curves are used to evaluate the

failure probability of water facilities in the case study of Shelby County, TN. Note that the

failure probability of the elevated storage tanks is always 0 when the �ood depth is under

10 feet. For other types of pumping stations or storage tanks, the fragility curves can be

derived in the same manner.

Figure 2.3: Fragility curve for water facilities under �ood

2.3.4 Link Failure

The damage to buried pipes is discussed more generally in Section 2.3.1.1. As the

hazard intensity,PGV or �ood depth, varies along a pipe, the pipe is equally divided into

m segments. First, the repair ratioRRi for a segmentLi is assessed. Then the number
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of pipe breaks within this segment,n, is modeled using a Poisson distribution as shown

in Eq. (2.16), whereDLi is the segment length [80]. The failure probability of a pipe,

Pl , complementary to the probability that no breaks occur in all of the pipe segments, is

provided in Eq. (2.17).

PLi [n = k] = exp(� RRi � DLi) �
(RRi � DLi)k

k
(2.16)

Pl = 1� exp

 

�
m

å
i= 1

RRi � DLi

!

(2.17)

2.3.5 Network Performance

In order to evaluate the serviceability of a water distribution network under a disruption

scenario, a double-loop MCS is employed to generate multiple scenarios. The approach is

illustrated in Fig. 2.4 and follows 9 steps.

1. The natural hazard scenario is generated. For earthquake hazards, the epicenter and

magnitude of the earthquake are de�ned. For �ood scenario, the severity of the event

based on the return period, such as a 100-year or 200-year �ood event, is determined.

2. The intensity of the natural hazard, i.e.PGAor PGV for earthquake or the standing

water depth for �ood at the location of vulnerable network components, is estimated

respectively.

3. A random vector of correlated hazard intensities for each component is generated.

4. The probability of failure for each component of the network is calculated. HBM is

used to obtain the component failure probability. For simplicity, the components are

assumed to be either fully functional or inoperable.

5. The status of a component under the hazard scenario is determined by comparing

its failure probability to a random numberr � U(0;1). If the failure probability is
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Figure 2.4: Flowchart of the proposed approach

greater thanr, then the component is considered damaged and is removed from the

network and a subgraph of the original network is generated.

6. The functionality of components and network serviceability are evaluated using the

Floyd-Warshall algorithm [95, 96], which �nds the shortest path between all pairs of

nodes simultaneously. In this algorithm, the distance between disconnected nodes is
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equal to in�nity. If at least one path exists from a demand node to a source node, the

demand node is considered to be functional.

7. Steps 3-6 are performed forN2 times to develop a probability distribution of compo-

nent functionality and the network serviceability.

8. Steps 3-7 are repeated forN1 times to capture the uncertainty in system serviceability

due to the epistemic uncertainty associated witha andK.

9. Once the functionality ratio of the demand nodes is obtained, network serviceability,

s, is evaluated using Eq. (2.18) whereFni is a binary variable describing the func-

tionality of each demand nodei (1 indicates functionality and 0 otherwise);Nd is the

total number of demand nodes.

s=
å Nd

i= 1Fni

Nd
; s2 [0;1] (2.18)

When epistemic uncertainty is introduced in step 7, a distribution of the mean serviceability

of the network is generated rather than a single point estimate of the average serviceability

described in Eq. (2.18). This distribution allows for an understanding of the impact of

uncertain model parameters on the outcome of disruption scenarios.

2.4 Case Study

2.4.1 Test Network

To illustrate the proposed approach, a case study of a real-world WDS in Shelby County,

Tennessee is presented in this section. The WDS (Fig. 2.5) serves approximately one mil-

lion people. The network consists of 6 elevated storage tanks, 9 pumping stations, 34 relay

nodes, and 71 buried water pipes. The relay nodes are the demand nodes while the stor-

age tanks are the supply nodes. Since the relay nodes constitute the branch points where

the water pipes intersect, the damage to these nodes is not considered in the study of this
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chapter. The pipes installed before 1975 were made from cast iron with molten lead joints

(before 1959) or mechanical joints (1959-1975) while the pipes installed after 1975 were

made from ductile iron pipes with slip joints. The pipe diameter ranges from 6 inches to 48

inches [97].

Figure 2.5: WDS of Shelby County [5]

2.4.2 Natural Hazard Scenario

2.4.2.1 Earthquake

The study area is earthquake-prone because the New Madrid Seismic Zone is centered

northwest to Shelby County. The maximum probable earthquake with an exceedance prob-

ability of 2% in 50 years centers at 35.3 N and 90.3 W [98]. The distance of the WDS

components to the epicenter for the maximum probable earthquake ranges from 20 km

to 65 km, with a mean value of approximately 40 km. Once the earthquake scenario is

de�ned, the medianPGA at a point is solely dependent on the distance to the epicenter.

Therefore, the medianPGA contours in Shelby County with the default data in HAZUS

given the earthquake scenario above show a rippling shape (Fig. 2.6), decreasing gradually
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from the highest value of approximately 0.6 in the northwest corner to the lowest value of

around 0.3 in the southeast corner.

2.4.2.2 Flood Hazard Scenario

Shelby County borders the Mississippi River on the west, and several smaller rivers

run across the county. As such, Shelby County is particularly vulnerable to �ooding. The

blue area in Fig. 2.7 shows the 100-year HAZUS-derived �ood zone. In order to match the

100-year �ood based on the records of river crests in Memphis [99], a 1000-year �ood is

simulated in HAZUS.

2.4.3 Results

2.4.3.1 Serviceability Assessment

The serviceability assessment is performed following the approach presented in Sec-

tion 2.3.5. The correlation distanceb is set to 30 km for earthquakes while correlation is

not considered in calculating the �ood depth at different sites of network components. For

Figure 2.6: Functionality of relay node and failure probability of storage tanks and pumping
station vs. medianPGAin Shelby County
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damage caused by earthquakes and assuming a damage stateds5, l PGA = ln(1.5) is used

for both water storage tanks and pumping stations, andzPGA = 0.6 is used for water stor-

age tanks andzPGA = 0:8 for pumping stations [4]. In calculating the repair rate of water

pipes under seismic activities,mK = ln(0:5) andma = ln(0:00187) are assumed based on

the point estimateK = 0:5 anda = 0:00187 from ALA. For the damage caused by �ood,

mK = ln(0:5) is also assumed and the coef�cientma is assumed to be ln(0:001) so that

the magnitude of the failure probability of water pipes under �ood is close to that under

earthquake. Given no prior information, standard deviations,za, zK, sa, andsK are set to

be 5 to make the respective distribution weakly informative [100]. These assumptions are

crude due to the lack of data onRRunder �ood hazard. Once new data aboutRRbecome

available, the assumptions can be modi�ed to make the distributions more informative.

Figure 2.7: Failure probability of water distribution facility and functionality ratio of relay
nodes under �ood (The blue area is the �ood zone)

In the simulation,N1 andN2 are set to 1000, therefore a total of 1:0� 106 simulation

runs are performed to obtain the mean functionality ratio of each relay node under earth-

quake and �ood hazard. As the component fragility is distinct under earthquake and �ood

events, the distribution of functionality ratio under different hazards are disparate. Fig-

ure 2.8 indicates that the functionality ratios of relay nodes are much higher under �ood
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(a)

(b)

Figure 2.8: Component functionality ratio under (a) earthquake and (b) �ood

than under earthquake. Under seismic hazard, the functionality ratios range between 0.4

and 0.9 while under �ood, most of the functionality ratios are close to 1.0. The reason is

that the components are more vulnerable to seismic hazard than to �ooding because dur-

ing a �ood event, components located at high altitude are not inundated (Fig. 2.7) while

under an earthquake event, all the components are subject to the impact of seismic waves

(Fig. 2.6). In particular, node 28 has a low functionality ratio under both hazards because

it is only accessible from one water pipe and it is far from the water storage tanks. In

comparison, node 46 and node 47 have higher functionality ratios because they are close

to storage tanks. However, node 47 has the lowest functionality ratio under �ood hazard

because it is closely located to the river and it is accessible through only one water pipe. As
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such, node functionality is dependent on the fragility of nodes and on the topology of the

system. These observations indicate that system topology is more important in determin-

ing the functionality ratio under seismic hazard while component fragility is the dominant

factor under �ood hazard.

The respective probability density function (PDF) of the mean serviceability ratio under

earthquake and under �ood is presented in Fig. 2.9. This matches the results of functionality

ratio as the mean serviceability ratio is much higher under �ood than under earthquake.

Compared to the PDF under earthquake, the PDF under �ood is narrow. This small variance

is due to the fact that only a small portion of components fail under �ood, leading to a small

number of different subgraphs constructed by removing inoperable nodes and links in the

MCS.

(a) (b)

Figure 2.9: PDF of the mean serviceability ratio under earthquake (a) and �ood (b)

2.4.3.2 Node Importance Analysis

Node importance analysis is a crucial step in infrastructure management as critical

nodes functionality can signi�cantly impact the serviceability of the entire network [101],

thereby guiding decision-making on resource allocation and prioritization of repair activ-

ities when multiple nodes are disrupted [69, 102]. To obtain the component importance

ranking, a method based on Kullback-Leibler (KL) divergence [103] is adopted. KL di-

vergence is often used as a measure of dissimilarity between two probability distributions
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in information theory [104]. In this chapter, KL divergence is applied to calculate compo-

nent importance based on the probability distributions of network serviceability obtained

by changing the component functionality. A sample of the distribution of network service-

ability is generated through the proposed simulation approach and KL divergence from

one discrete probability distribution,P, to another discrete probability distributionQ, is

used as shown in Eq. (2.19), whereT is the number of possible values for the two discrete

distributions;P(i) andQ(i) are thei-th probability mass in their respective distribution.

DKL (PkQ) = �
T

å
i= 1

P(i) log
Q(i)
P(i)

(2.19)

The importance of a component is equal to the KL divergence between the probability

distributions of the network serviceability before and after deleting that component, de-

noted asS0 andSc, respectively. The importance of componenti, denoted bywci , can be

computed according to Eq. (2.20).

wci = DKL (S0kSci ) (2.20)

When the importance of nodes that represent storage tanks and pumping stations is

evaluated using MCS, each node is removed individually to reveal its contribution to the

decrease in the network serviceability. The steps for ranking components based on KL

divergence are summarized in Algorithm 1.
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Algorithm 1: Rank components based on KL divergence

1: Run the double-loop MCS to generate the initial distribution of system serviceability

S0 given all components with the respective failure probability

2: for i = 1 toN do

3: Remove nodei

4: Run the double-loop MCS to obtain the serviceability distributionSci

5: Calculate component importance with Eq. (2.20)

6: end for

7: Sortwc1 to wcN in descending order

(a) (b)

Figure 2.10: Node importance under earthquake (a) and �ood (b)

The results in Fig. 2.10 show that the ranking of node importance under earthquake is

different from that under �ood. Under earthquake, nodes 13 and 1 have the highest in�u-

ence on the overall system serviceability while node 2, 12, and 3 have the least in�uence on

the serviceability. Under �ood hazard, node 14 is by far the most important to the system

serviceability. Node 4-10, 12 and 13 have a trivial impact on the serviceability.
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2.5 Summary

This chapter presents a Bayesian updating framework, including a HBM for network

component failure rate, to assess the impact of natural hazards on infrastructure networks.

The uncertainty about component fragility due to data scarcity and randomness in hazard

intensities is measured using Bayesian updating models. Uncertainties about components

are propagated to the system level using MCS to assess the network serviceability under

the impact of different types of hazards. The proposed framework is illustrated with a case

study of a real-world WDS in Shelby County, Tennessee. The results indicate that the WDS

performs differently under different hazard scenarios. The network is more vulnerable to

earthquake hazard than �ood hazard. Further, component functionality is driven by network

topology under earthquake hazard whereas under �ood hazard component vulnerability is

more important. The difference is also re�ected in the ranking of node importance under

the two hazard scenarios. The ranking of components can be used by utility managers and

emergency responders to inform the allocation of resources in disaster preparedness and

response.
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Chapter 3

Hierarchical Bayesian Kernel Method for Quantifying Resilience Under Small Data

3.1 Introduction

In the aftermath of a natural disaster, a loss in the functionality of infrastructure sys-

tems can severely disrupt the infrastructure systems and the daily life of customers they

served. Effective management of recovery requires accurate estimation of resilience met-

rics which allows for informed allocation of resources before, during, and after a disaster,

in order to reduce the loss caused by hazards that hit the infrastructure systems. As such,

quantifying the recoverability of such services is therefore highly critical to the recovery of

infrastructure systems.

As is stated in Chapter 1, the capacity to recover from the occurrence of a disruptive

incident is an important component of system resilience. In order to accurately quantify the

recoverability of infrastructure systems, it is important to identify metrics of evaluation and

their corresponding de�nitions. De�nitions of full recovery vary in the literature, however,

they can be summarized into three categories, (a) returning to “pre¬-disaster” conditions,

(b) attaining what would have occurred `without' the disaster, or (c) reaching a new sta-

ble state that may be different from either of these [105]. In this chapter, full recovery,

depending on the type of disasters, type of indicators, and characteristics of communities,

is de�ned as either returning to pre-disaster conditions or reaching a new state that can be

better or worse than the pre-disaster conditions.

To date, although various metrics have been developed to measure the post-disaster

recovery for different types of hazards, little research has been conducted to apply them

to quantifying post-disaster recovery. Liu et al. [106] develop an approach to assess the

recovery of infrastructure systems from earthquakes considering four dimensions (popu-

lation, economic, building, and infrastructure) by extending the concepts of the resilience
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triangle, yet the method presented in their work is qualitative as the recovery is expressed

using a score. The work presented in this chapter constitutes a �rst step in the quanti�ca-

tion of resilience of infrastructure systems in which the recovery metrics are measured as a

function of time or number of people impacted.

A common issue in estimating the metrics for the recovery of infrastructure systems is

the lack of recovery data from historical events. Traditional statistical learning tools rely

on large datasets in order to provide robust estimates with a high level of accuracy [16]. As

such, scarce data situations result in challenges in measuring and predicting resilience met-

rics within an acceptable level of accuracy using existing statistical models. In this chapter,

the rate of recovery in the aftermath of a disaster is used as the metric for resilience. This

metric has been de�ned and used as a key indicator of measuring the recovery of infrastruc-

ture systems in prior studies on disaster [106]. This work develops a new statistical learning

method, the hierarchical Bayesian kernel model (HBKM), which integrates the Bayesian

property of improving predictive accuracy as data are dynamically obtained, the kernel

function that can make nonlinear data more manageable, and the hierarchical property of

borrowing information from different sources in scarce and diverse data situations which

are common in disaster scenarios. This method is applied to quantifying the recovery rate

from power outages and is compared to other statistical methods for validation.

The objective of this chapter is to improve the estimation of the recovery state of in-

frastructure systems under scarce data situations by developing a novel statistical model.

Cross-validation techniques are employed to validate the new model against classical mod-

els. In particular, the log-likelihood and Root Mean Squared Error (RMSE) are used as the

metrics for predictive accuracy. An illustrative case study is presented in which the models

are applied to power recovery data collected from �ve of the most severe storms that ever

hit Shelby County in Tennessee since 2007.
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3.2 Preliminaries

3.2.1 Hierarchical Bayesian Methods

Hierarchical methods are comprised of multiple parameters that are representative of

the structure of the problem or the data whereby a joint probability model for these param-

eters is used to re�ect their dependence [75]. More speci�cally, in order to estimate the

parameters of interest, hierarchical Bayesian (HB) methods employ a multi-level model in

which Bayes' theorem is utilized to integrate the sub-models under each level with the data

to account for the uncertainty of the parameters of interest [107]. The result of this inte-

gration is the posterior distribution, which is a two-level HB model that can be represented

graphically with Fig. 3.1 or mathematically with Eq. (3.1)

p
�
q j jf ;y j

�
=

p
�
y j jf ;q j

�
p

�
q j ; f

�

p
�
f ;y j

� ; (3.1)

wheref represents the hyper parameter.y j represents one group of data that follows a dis-

tribution with parameterq j . Eachq j in the prior is described by a hyperprior distribution

with a set of hyperparameters, denoted asf . Note that the distributions of different groups

of datay j depend onf only throughq j . In the non-hierarchical model,f is assumed to

be deterministic and known, and it is represented by one value. In the hierarchical model,

however, the uncertainty off is considered and accounted for using a probability distribu-

tion. This multi-level structure reduces the subjectivity of making assumptions about the

priors by assigning a distribution to the prior parameter and updating it with observed data.

The hyperpriors are typically speci�ed by using expert elicitation, incorporating existing

information, or using a proper non-informative distribution. Further details on specifying

prior distributions can be found in Ref. [87].

HB models offer several advantages over non-hierarchical models. First, HB models

have enough parameters to �t the data well, thereby avoiding problems of over�tting and

41



Figure 3.1: Graphical Representation of a HB model.

improving prediction accuracy [75]. Additionally, HB models are �exible in combining

information across different groups of data. As such, HB models are widely employed in

probabilistic risk analysis. This feature of HB models is referred to as “strength borrowing”

and can be demonstrated using analytical derivations of the posterior calculations of the

parameters [16]. Supposeq j cannot be obtained within an acceptable level of con�dence

due to data scarcity. HB models address this problem by borrowing strength from data

collected from a similar subset of the hierarchical structure. Allq j 's are governed by the

same underlying distribution which will be updated with the entire datasety . Consequently,

the posterior distribution ofq j does not depend solely on the direct data pointy j , but also

the commonly updated hyperprior, as can be seen from Eq. (3.2) [16].
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(3.2)

While the HB method is powerful, the solution techniques are often computationally

intensive, especially when the hierarchical models are too complicated to generate a closed

form of posterior distributions. As such, MCMC methods help in these situations to utilize

HB models by replacing the analytical solution with repetitive calculations that computers
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can perform over a large number of iterations [107]. Recent advancement in computational

tools and ef�ciency of Monte Carlo algorithms resulted in HB models becoming more

applicable and popular [108]. In this chapter, Rstan, a package in R for Bayesian modeling

and inference [100], is employed to infer the HB models that are considered in the case

study.

3.2.2 Bayesian Kernel Models

Bayesian kernel methods are a class of models in which kernel functions are integrated

with Bayesian analysis, producing probabilistic rather than deterministic estimates of the

parameter of interest, and thus accounting for uncertainty in the underlying data [109]. The

approach was �rst developed in machine learning with the Gaussian kernel model which

assumes a Gaussian prior for the response variable [110]. The covariance matrix is used as

the kernel matrix.

Extensions of the Gaussian kernel model to non-Gaussian cases make the Bayesian ker-

nel model applicable to a wider range of problems. Montesano and Lopes [111] develop the

beta kernel model that uses a beta distribution as the conjugate prior distribution to predict

the probability of a robot successfully grasping an object. MacKenzie et al. [109] highlight

two issues associated with Gaussian kernel models in binary classi�cation, imbalanced

datasets, and longitudinal datasets. Speci�cally, the complexity of Gaussian kernel mod-

els limits their ability to update parameters quickly as new data become available. They

improve and generalize the beta Bayesian kernel model to deal with heavily imbalanced

datasets by adding weights to the kernel matrix in the computation of the posterior. It is

found that the beta kernel model consistently outperforms the Relevance Vector Machine

(RVM) and LASVM (an incremental learning version of Support Vector Machine) if 50

or fewer data points are available, and the model frequently performs better than the RVM

and LASVM even if more data are available [109, 112].

Baroud et al. [113] develop the Poisson Bayesian kernel model that integrates prior

43



information from experts' domain knowledge and historical data to calculate the probability

distribution of the rate of occurrence of a particular event. The model assumes that the rate

of occurrencel , which has a Poisson likelihood function, follows a Gamma(a , b) prior

distribution. Because Gamma distribution is a conjugate prior for the Poisson distribution,

the posterior distribution ofl is still a Poisson distribution. The posterior ofl is estimated

based on the kernel matrix that measures the similarities of the attributes between the test

data (new data) and the training data (historical data). The kernel function is represented by

K j which is thentest
j � ntrain

j kernel matrix for thej-th group of data,y j is antrain
j � 1 vector

containing the output data associated withntrain
j observations ofX , andVj is anntrain

j � 1

vector of ones. The posterior distribution ofl is then Gamma (a
0

j , b
0

j ) with the parameters

of the posterior computed using Eqs. (3.3) and (3.4).

a
0

j = K j y j + a j (3.3)

b
0

j = K j Vj + b j (3.4)

With the kernel matrix, the posterior ofl is estimated based on the similarities of the

attributes between the new data point and the training data (historical data). The parameters

a j and b j in the prior distribution ofl are deterministic and are determined based on

expert elicitation or empirically using the method of moments. A graphical representation

of the Bayesian kernel model is given in Fig. 3.2. In this graphical representation (and all

graphical representations shown thereafter in this research), the directed arrows represent

direct in�uence between the nodes, the square nodes represent deterministic values, and the

round nodes represent probabilistic variables. For this particular Poisson Bayesian kernel

model displayed in Fig. 3.2, the datasety is divided intoJ groups withn j data points in

each of them. Within thej-th group,yi j is governed byl i j whose posterior distribution

is determined by parametersa j and b j and the kernel matrixK . The kernel matrix is

calculated using the value of predictors and the tuned kernel parameters j of each group.
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Figure 3.2: Graphical representation of the Bayesian kernel model

Later, Baroud [114] conducted a comparative analysis of the Poisson Bayesian ker-

nel model, Poisson and Negative Binomial generalized linear model using the several

goodness-of-�t and prediction accuracy metrics. The results show that Poisson Bayesian

kernel model appears to be a good model for prediction purposes when the data set is small

with a small number of predictors.

Figure 3.3: Graphical representation of the hierarchical Bayesian kernel model
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3.3 Methodology

3.3.1 Hierarchical Bayesian Kernel Model

HBKM integrates the HB model with the kernel function in order to allow for strength

borrowing and to incorporate attribute information [17]. Compared to the Bayesian Kernel

Model (BKM), the HBKM improves the accuracy of the estimation ofa j andb j in the

prior distribution ofl by describing them using an extra layer of Bayesian updating. As a

result, the values ofa j andb j are probabilistic and are estimated using the corresponding

full dataset. The graphical representation of HBKM is shown in Fig. 3.3 wherea j andb j

are shown in a round node to indicate that they are random parameters described by the

same hyperpriorf , whereas in Fig. 3.2,a j andb j are shown in a square node to indicate

that they are scalars. Note that the dataset does not necessarily need to be grouped in the

BKM becausea j andb j are a scalar.

The HB model used to obtain the updated hyperparameters in HBKM is given in

Eq. (3.5) wheref represents the common hyperprior following a half-Cauchy distribution.

y i j � Pois(l i j ); i = 1;2; :::;n j ; j = 1;2; :::;J

l i j � Gamma(a j ; b j )

a j � Cauchy(0; 5); b j � Cauchy(0; 5) (a j > 0; b j > 0)

(3.5)

The radial basis function is chosen to be the kernel function given by Eq. (3.6)

K
�

xtest
i j ;xtrain

i j

�
= e

�
kxtest

i j � xtrain
i j k2

2s 2
j (3.6)

wherextrain
i j andxtest

i j represent thei-th data points in the training set and test set of thej-th

group, respectively. This function is widely used as it generates a kernel matrix with (i) all

elements within zero and one, which facilitates the interpretation of a similarity measure

between the attributes of data points, (ii) full rank [110], and (iii) only one free parameter
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to be tuned to the optimal value, hence reducing computation time [114]. The parameter

s j in the kernel function is tuned by maximizing the log-likelihood function given by

L
�

^
l j

�
=

n j

å
i= 1

�
yi ln

�
^
l j

�
�

^
l j � ln (yi !)

�
(3.7)

where the �nal term can be ignored in the tuning process since it does not depend on the

parameter of interest.

In the hierarchical version of the Poisson Bayesian kernel model, Eqs. (3.3) and (3.4)

become Eqs. (3.8) and (3.9) respectively

a
0

j = K j y j + a �
j (3.8)

b
0

j = K j Vj + b �
j (3.9)

wherea �
j andb �

j now represent the mean values of the updated distributions ofa j andb j ,

respectively.

3.4 Case Study

3.4.1 Data Description

The proposed model is applied to a case study in which the resilience of the power

system is de�ned as the number of customers without power. The goal is to model the

stochastic recovery of an infrastructure system as a function of time after a storm. The

models are applied to assessing the recovery from power outages in Shelby County, Ten-

nessee. The entire population of Shelby County is served by the main utility company

serving approximately 500,000 customers is Memphis Light, Gas, and Water (MLGW),

the largest three-service municipal utility in the the U.SUSA. Shelby County, which in-

cludes Memphis, the second largest city in Tennessee, is vulnerable to hazards including

earthquakes, �ooding, and storms. Assessing the recoverability of infrastructure systems
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Figure 3.4: data on power recovery rate for the �ve most severe storms

can assist local agencies and the utility in protecting customers against adverse impacts

of disasters by improving preparedness for future events. In this case study, the recov-

erability of power after storms will be explored to assist the utility company in recovery

management.

Power outage data are collected from MLGW news releases which are posted on the

company's website and updated intermittently during and after a storm. The dataset in-

cludes the number of people without power given the time after each of the 15 documented

storms that hit Shelby from 2007 to 2017. In the present study, data from the �ve most

intense storms, referred to as S1, S2, S3, S4, and S5, are chosen to be analyzed using the

different models.

Figure.3.4 illustrates the recovery rate of power in Shelby Count after each of the �ve

storms considered in this case study. As noted earlier, the proposed method is applicable

to any de�nition of recovery rate. In this speci�c example, the original data on the number

of people without power at the given time is translated into the number of people without

power per thousand, then the model yields the predicted number of people without power

per thousand at the desired time, and the recovery rate is calculated as 1� C=1000 where

C represents the number of customers without power obtained from the model. Note that

after S1 and S2, the two strongest storms, the power system took almost double the time
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to achieve full recovery. Table 3.1 summarizes the initial number of people without power

after each storm as well as the number of recorded data points on the recovery process.

Table 3.1: Initial number of people without power and size of data set in each storm

Storm Initial number of people without power Number of data points

S1 (May 2017) 188000 14
S2 (June 2009) 133000 9
S3 (April 4th,2011) 63500 6
S4 (April 19th, 2011) 64000 6
S5 (August 2015) 67842 6

Since RStan does not support missing values in the data matrix, non-linear interpolation

is used to impute the missing data points and ensure that all data subsets have the same

structure and size. The non-linear interpolation is based on the exponential or logarithmic

model �tted for each subset of data representing one storm. Gaussian noise is added to each

interpolated data point in order to minimize the sensitivity of the model performance to the

interpolation approach and to have the imputed data conform closely to reality where the

observations will usually �uctuate around a true model. The mean of the Gaussian noise is

0 and the standard deviation is 10% of the �tted value.

3.4.2 Comparative Analysis

In order to investigate the performance of HBKM, a comparative analysis is conducted

where the proposed method model is compared with two other statistical models, GLM and

HBRM. The assessment is carried using cross-validation, where a subset of the data is held

out while the models are �tted to the rest of the data and then tested on the held out test set.

Poisson GLM is a classical approach to deal with count data such as the occurrence rate of

an incident. Each data point ofy is �t with a Poisson distribution, and the value of y given

new attribute information is estimated using the mean rate of occurrencel . The mean

ratel is thus the parameter of interest and the log ofl is expressed as a linear function

of predictors, x. In the case of one predictor, the coef�cientsq0 andq1 in the model are
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assumed deterministic and are calculated using Least Squared Method. Note that the data

points are fully independent and need not to be grouped in GLM. For the convenience

of comparison to the previous two models, the data are still considered as grouped in the

graphical representation of the GLM. The corresponding equation is given by

yi j � Pois
�
l i j

�
; i = 1;2; :::;n j ; j = 1;2; :::;J (3.10)

log
�
l i j

�
= q0 + q1xi j (3.11)

The other model used in the comparison is HBRM. This model, expressed as in Eq. (3.12)

wheren j is the number of data points inj-th group of data set, also assumes that the log of

mean rate is related to predictors,x, through a linear relationship. However, the coef�cients

in the log-linear function are assumed to be probabilistic and follow a non-informative

normal distribution. Half-Cauchy(0;5), a weakly-informative distribution recommended

by Gelman et al. [87], is used to model the hyperparameters. The coef�cientsq j in the

log-linear model for the rates in different groups of data set vary according to each group.

The coef�cients are indirectly correlated through the common hyperprior, and the intercept

q0 remains unchanged in all the groups. MCMC is used employed to compute the posterior

distribution of the parameters.

yi j � Pois
�
l i j

�
; i = 1;2; :::; I ; j = 1;2; :::;J (3.12a)

log
�
l i j

�
= q0 + q jxi j (3.12b)

q0 � N(m0; t 0) ;q j � N(m1; t 1) (3.12c)

m0 � N(0;5);m1 � N(0;5) (3.12d)

t 0 � Cauchy(0;5); t 1 � Cauchy(0;5) ( t 0 > 0; t 1 > 0) (3.12e)
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3.4.3 Performance Assessment

In this case study, the cross-validation technique is used adopted to evaluate the out-of-

sample predictive error. More speci�cally, 35% of the data are used as the training set, 35%

as the tuning set to optimize the parameter in the kernel function, and 30% is used as the test

set, the. The samples are randomly selected over 100 iterations. In performing MCMC for

the HB models, four chains are deployed with 3000 iterations in each chain where 30% of

the iterations are for warmup and 70% are for sampling. All the models are also compared

to having no model (null model), which simply uses the mean value of the in-sample data

set, i.e. the training and tuning set in each group, as the out-of-sample predictions for the

test set in each group. Four model performance metrics are computed: (i) log-likelihood,

(ii) RMSE, (iii) relative frequency of the highest log-likelihood, (iv) the relative frequency

of the lowest RMSE across all iterations. The mean, Probability Density Function (PDF),

and Cumulative Density Function (CDF) of the RMSE and log-likelihood are used utilized

to compare the performance of each model. In evaluating the models based on the CDF

of the log-likelihood and RMSE, second-order stochastic dominance (SSD) is applied to

compare the distribution of the values of these metrics. SSD provides a comprehensive

technique to compare CDFs. For two random variablesX andY with corresponding CDF

FX andFY, if FX � FY (s) holds for any real numbers2 R, thenX has �rst-order stochastic

dominance overY, denoted asY� X. However, if Eq.(3.13) holds, then X has second-order

stochastic dominance over Y, denoted asY� 2X.

Z t

� ¥
FX (s) ds�

Z t

� ¥
FY (s) ds (3.13)

In the domain of risk-based decision making, a rational risk-averse decision-maker,

who prefers the expectation of a random returnE(X) to the random returnX itself [115],

will choose the alternative that leads to X if a higher value of X is preferred andY� X

or Y� 2X. To see why the �rst-order and second-order stochastic dominance imply risk-

51



aversion, interested readers are referred to Ref. [116]. In evaluating the predictive accuracy

of the models considered in the case study, the model for which the CDF is dominated by

the other models' CDFs of RMSE is the best since a smaller RMSE is preferred.

3.4.4 Results

3.4.4.1 Model Accuracy

The proposed model in this research will ultimately be utilized by disaster responders

and decision-makers to understand how communities respond to and recover from disasters.

As such, model should provide a high predictive accuracy whereby it is possible to forecast

the recovery trajectory of an infrastructure system given information on the storm intensity

depicted in this work by its length. This section investigates the predictive accuracy and

computational time of the models using the power outage recovery data of Shelby County.

Two evaluation metrics, the log-likelihood and Root Mean Squared Error (RMSE), are

computed using the cross-validation approach outlined earlier. One iteration of the cross-

validation uses 8400 samples to build the posterior distribution and calculates one value for

each the RMSE and log-likelihood is calculated using the mean of the posterior distribution

as a point estimate. The mean of 100 values of log-likelihood and the mean of 100 values

of RMSE for the models considered are shown in Table 3.2 and the PDFs and CDFs of the

two metrics for the models are provided in Fig. 3.5 and Fig. 3.6, respectively.

As can be observed from Table 3.2, for the Shelby County power recovery data, all

three models exhibit much higher prediction accuracy than the null model with HBKM

providing the best mean predictive accuracy. Speci�cally, HBKM has an average RMSE

of 82.2, whereas HBRM and GLM have an average RMSE of 92.1 and 99.3, respectively.

Having no model yields the largest mean RMSE.

While mean values of the evaluation metrics provide a general idea of the performance

of the models, a more comprehensive and thorough way to assess these metrics across

methods is to evaluate their distributions. From the CDFs of log-likelihood shown in Fig-
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(a)

(b)

Figure 3.5: (a) PDF and (b) CDF of the log-likelihood for each model

ure 3.5, it can be seen that having a model outperforms the “no model” option because

higher values of CDF are preferred and the CDFs of log-likelihood for the three models

has �rst order dominance over the CDF of log-likelihood for “no model” (i.e., the CDF of

log-likelihood for the “no model” is consistently larger than that of the other three models).

However, differentiating between the three models' overall performance is not trivial and

cannot be done visually. Fig. 8 displays the plots of the PDF and CDF for the RMSE

of each model. GLM produces the lowest variance in the values of RMSE while HBRM

has the largest variance. Similarly to the log-likelihood distributions, the CDFs of RMSE

shows that having a model outperforms the “no model” because high values of RMSE are
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(a)

(b)

Figure 3.6: (a) PDF and (b) CDF of the RMSE for each model

not preferred and “no model” �rst-order stochastically dominates the three models (i.e., the

CDF of “no model” is consistently smaller than that of the other models). However, among

the three models, the dominance changes as a function of the value of RMSE whereby

GLM dominates for values less than 100 while HBRM dominates otherwise.

In order to compare the overall performance of the models across all possible values

of RMSE and log-likelihood, it is necessary to examine the integral of their CDF to deter-

mine the second order stochastic dominance. Figure 3.7 display the integral of the CDF

of log-likelihood and RMSE. The integral of the CDF of the log-likelihood of HBKM is

consistently smaller than that of HBRM and GLM, as a result, HBKM has second-order
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Table 3.2: Comparison of mean prediction accuracy

Metric HBKM HBRM GLM No model

Log-likelihood 25120 24559.3 24900.5 23059.9
RMSE 82.2 92.1 99.3 240.8

dominance over the other models and is hence preferred. The integral of the CDF of RMSE

for HBKM is larger than that of HBRM and GLM for values for RMSE that are larger than

200. As such, HBRM and GLM have second-order stochastic dominance over HBKM for

large values of RMSE, indicating that while HBRM is more accurate for small values of er-

ror, HBKM obtains a better performance in terms of keeping the error within an acceptable

range.

In addition to prediction accuracy, the computation time of the different models is ex-

amined. Speci�cally, the mean computation time for one iteration of each model averaged

over 50 realizations is provided in Table. 3.3. It is clear that GLM and having “no model”

provide the fastest computation results while the MCMC simulation for the hierarchical

models takes a much larger amount of time. HBRM is the most computationally inten-

sive method requiring slightly less than one minute on average for each iteration, while

HBKM provides similar if not better predictive results for a signi�cantly smaller amount

of time. When such models are scaled up to larger systems and interconnected networks,

the computation time will make a signi�cant difference in the choice of the model.

Table 3.3: Comparison of average computational time

Model Average computational time (s) Standard deviation (s)

HBKM 34.6 0.5
HBRM 75.9 14.7
GLM 0.0033 0.0043

No model 0.0004 0.0031

Finally, the frequencies of achieving the best prediction out of the 100 iterations in

the hold-out cross-validation are plotted in Fig. 3.8. According to this measure, HBRM
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(a)

(b)

Figure 3.7: Integral of the CDF of (a) log-likelihood and (b) RMSE

provides the highest frequency of the best predictive accuracy metrics, i.e., smallest RMSE

and largest log-likelihood, followed by HBKM, both outperforming GLM.

Overall, disaster responders' choice of model for carrying out the predictive analyt-

ics for the resilience of infrastructure systems will depend on a number of factors such as

the model performance, the decision-maker's risk attitude, and the implementation of the

model as a predictive and decision support tool. A decision-maker's risk attitude might

impact the weight they place on prediction error as opposed to computation time or in-

terpretability. While HBKM can be outperformed in a few instances by HBRM, HBKM

requires less computational effort with little difference in the accuracy metrics.
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Figure 3.8: Comparison of the frequency of achieving the best performance

3.4.4.2 HBKM Model Outcome and Interpretation

In this subsection, possible model outcomes of the HBKM are discussed that would be

helpful for a stakeholder when performing risk-based decision making post-disaster.

Figure 3.9 provides an example of the predictions of the recovery rate by the HBKM as

a function time after a storm. The recovery rate for each storm is calculated by dividing the

number of people who restore power at a given time by the initial number of people without

power. At each point in time, a probability distribution of the possible number of customers

regaining power is generated which provides the decision-maker with a range of values to

consider for planning and recovery strategies. For illustration purposes, the predictions of

storms S1 and S4 are presented. The predicted values follow a Poisson distribution with the

predicted mean and observed values highlighted. From the distribution of predicted values,

it can be observed that at the early stages of recovery after a storm, when the number

of people without power is large, the predicted values have a relatively �at distribution,

indicating a high uncertainty in the posterior distribution. As the infrastructure system is

recovering and the number of people without power decreases, the predicted values get

closer to the observed values and the posterior distributions become narrower, indicting
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(a)

(b)

Figure 3.9: Comparison between observed values and predicted values by HBKM given
time after a storm for (a) S1 and (b) S4 (The error bar represents the 95% con�dence
interval of a predicted value).

lower uncertainty in the predictions. Please note that the reduction of uncertainty around

the predicted recovery rate in Poisson HBKM is due to the property of Poisson distribution

since this distribution has a higher variance for a higher mean. However, investigating

how the uncertainty of the predicted recovery rate changes over time will require applying

other HBKMs whose likelihood distribution does not have a lower variance for a lower

mean. The development of other HBKMs that employ non-conjugate priors is a direction

of future work.

Using hold-one-out cross-validation, the observed and predicted values are plotted for

all �ve storms in Fig. 3.10. Again, HBKM outperforms other models. Speci�cally, when
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(a) (b)

(c) (d)

Figure 3.10: Comparison between predicted values and observed values for all storms. (a)
HBKM (b) HBRM. (c) GLM. (d) No model.

compared to the results of other models, HBKM provides very accurate predictions when

the recovery rate is larger than 40%. For smaller values of the rate of the recovery rate, the

model has a tendency to overestimate the true value due to an underestimation of the num-

ber of people without power. However, recall from the previous section that HBKM out-

performs all other models for larger values of RMSE, suggesting that in cases where there

is a certain discrepancy between the observed and predicted value, the proposed model is

still more accurate than the other statistical models considered in the analysis.

By providing an accurate estimate of the recovery rate of a certain infrastructure system,

HBKM can be a powerful tool for utility companies and disaster responders in general. For

utility companies, this model can help to (i) reduce the cost of investment in operations and

maintenance by reducing call center volumes and managing vegetation along power lines,

(ii) improve customer satisfaction by providing more accurate information to customers on
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estimates of recovery, (iiiI) and more importantly, optimize the allocation of repair crews

using accurate estimations of restoration time and the additional number of crews required

through “mutual aid agreements” to ensure rapid restoration of electrical power to the af-

fected areas [117]. Insuf�cient crews required due to an underestimation of the recovery

rate will lead to prolonged recovery that increases the economic loss of the utility com-

pany. However, an overestimation of the recovery rate will also increase the cost on the

part of the utility companies since they need to pay more for extra crews and logistics. The

importance of accurate estimation of the number of crews required can be demonstrated

numerically through an example (adapted from Ref. [118]). Suppose 30 components of an

electric power system break down and 3000 residential customers lose power as a result.

The utility managers need to decide on the number of additional repair crews required, apart

from the three crews of their own. The cost of the three crews of their own is $5,000 per

day and the cost of additional crews and logistics combined per day is given by Eq. (3.14):

fc (na) =

8
><

>:

$10;000; na= 1;2;3

$10;000+ $5;000(na � 3) ; 4 � na � 10
(3.14)

wherena represents the number of additional crews and the maximum number of addi-

tional crews is 10. Next, for simplicity of demonstration, full restoration is assumed to be

achieved in 10 days with the three original crews. That is, one crew can restore power to

an average of 100 customers per day. However, the ef�ciency of additional crews is lower

than the original crews and will decline with the increase in the number of additional crews.

The ef�ciency of one additional crewfe, de�ned by the number of customers that they can

restore power to per day, is given by Eq. (3.15):

fe(na) = 100� 5na; 1 � na � 10 (3.15)
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With na+ 3 crews, the total time of full recovery isT days, which is given by Eq. (3.16):

T (na) =
�

3;000
3� 100+ na fe(na)

�
; 0 � na � 10 (3.16)

The expected loss of losing power for a residential customer per day is $100. Cus-

tomers' lossL is calculated by the sum of customers' loss one each day during the entire

recovery process. In the totalT days of recovery, the total of customers' loss is given by

Eq. (3.17):

L(na) = 100� f 3000T (na) � [3� 100+ na fe(na)] [1+ 2+ � � � + ( T (na) � 1)]g (3.17)

Adding customers' loss and the cost of crews and logistics yields the total cost of re-

coveryCt , which is given by Eq. (3.18):

Ct (na) = [ fc (na) + 5;000]T (na) + L(na) (3.18)

The change of total cost relative to the change of the number of additional crews is

depicted in Fig. 3.11. It can be observed that the optimal number of additional crews is 7

in this example.

After identifying the optimal number of additional crews, the error in estimating the

optimal number of additional crew can be calculated as Eq. (3.19):

e(%) =
ne � noptm

noptm
� 100 (3.19)

wherene represents the estimated number of additional crews;noptm represents the optimal

number of additional crews. Then, the extra cost of recovery is calculated by the difference

between the real cost and the minimum cost. Figure 3.12 displays the change in the extra

cost of recovery relative to the change of the error in estimating the number of additional
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Figure 3.11: The relationship between the total cost of recovery and the number of addi-
tional crews

crews. Note that the negative error means underestimation while the positive error means

overestimation. It can be observed from Fig. 3.12 that the accurate estimation of the number

of additional crews has a great in�uence over the total cost of recovery: If the number is

underestimated by around 40%, the extra cost will be approximately $10,000. Therefore,

the ability to accurately predict the recovery rate can help minimize the overall cost of

recovery by dynamically estimating the number of recovery crews needed as a function of

time after a storm.

Figure 3.12: The relationship between the extra cost of recovery and the error in estimating
the number of additional crews
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