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CHAPTER 1

Introduction

1.1 Overview

The Internet of Things (IoT) is gaining popularity and acceptance in many applications, such as smart cities,

smart homes, and smart healthcare Zikria et al. [2021]. This is evident from a 2021 Gartner survey indicating

about 25 billion endpoints were already connected as part of different IoT deployments Middleton [2017].

According to the State of IoT report Lueth et al. [2022], the number of global IoT connections grew by 8%

to 12.2 billion active endpoints from 2021 to the end of May 2022. Cisco CISCO [2020] also forecasts that

there will be 500 billion IoT devices connected by 2030. Despite these promising trends, IoT still faces many

challenges stemming from the large-scale and heterogeneous network environments in which they operate.

The dynamic nature of the communications network leads to an unbalanced load across 7 layers of the Open

Systems Interconnection (OSI) model. The network being used today still has the following limitations:

• Limited flexibility and scalability: In the traditional network, the control plane is responsible for

making routing and forwarding decisions and is tightly coupled to the data plane, which in turn executes

the decisions, as shown on the left side of Figure 1.1. This architecture makes it difficult to add new

features or services, such as routing, access control, multicast, etc., or to scale the network to meet the

dynamic requirements. The network developer usually needs to configure individual devices or wait

for their vendor releases when they add new network services to the system.

• Complicated Network Management: The coupled control plane is responsible for making both rout-

ing and forwarding decisions for a large number of IoT devices, which use various communication

protocols. This complexity increases the network maintenance time and cost.

• Limited visibility and control: The control plane in the traditional network is typically limited to the

devices within the network and cannot be accessed remotely. This can make it difficult to identify and

troubleshoot network issues, and to implement new features and services.

• Security vulnerabilities: The distributed nature of the traditional networks makes it difficult to imple-

ment and enforce effective security policies.

1



Figure 1.1: Traditional network vs. Software Defined Network (SDN).

1.2 Software-defined Networks

To address these deficiencies, the Software-Defined Networking (SDN) paradigm offers a promising alter-

native as illustrated on the right side of Figure 1.1. SDN decouples the data plane from the control plane,

which helps mitigate the lack of network scalability and resource management issues. A logically centralized

control plane allows network administrators to install, configure and update network devices seamlessly by

running network applications, thereby significantly reducing maintenance errors that can otherwise be caused

by manual configurations. The OpenFlow protocol was developed as a south-bound protocol for the commu-

nication between the switch and controller. In the north-bound, the control plane is able to provide interfaces

for designing some network virtualization functions. Moreover, switches in this architecture only need to

support OpenFlow protocols; this requirement reduces the hardware price.

1.3 Challenges in SDN-based IoT Networks

Early efforts McKeown et al. [2008]; Casado et al. [2007]; Gude et al. [2008] on SDN technology deploy-

ments used one physically centralized controller. However, issues of scalability and reliability emerged with

a single centralized controller. With increasing network traffic, this approach could hardly meet the growing

demands from the users. Furthermore, an individual controller could easily become a single point-of-failure.

To solve these issues, logically-centralized but physically-distributed controllers were introduced as a more

scalable and reliable approach to SDN Cao et al. [2014]; Azizian et al. [2017]; Muñoz et al. [2018].

Despite these promising directions, in larger-sized network topologies or networks with fluctuating dy-

namics, such as in IoT, it becomes difficult for SDN developers to determine the precise number of controllers

to deploy and their placement in the network to address dynamically changing conditions. Heller et al. Heller

et al. [2012] first introduced the Controller Placement Problem (CPP), which incorporated minimizing the

average and worst-case latency between the controllers and the switches, as well as maximizing the number
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of nodes within a latency bound. Besides defining and quantifying CPP, they also showed that the problem

is worth further investigation. Subsequent work, such as in Wang et al. [2017b] and Zhang et al. [2016],

delivered a number of solutions to minimize latency from different sources and to balance the network packet

load, resulting in significantly improved network performance.

Despite these prior research efforts, the solutions they proposed operated only under the static assump-

tions, which ignored the dynamic nature of the network. Due to the explosive growth of IoT devices we

are witnessing, however, the distribution of traffic load is always uneven. The unbalanced traffic in the data

plane may cause unpredictable delays on essential communication services and real-time applications. Thus,

SDN-based network services Malboubi et al. [2014]; Queiroz et al. [2019]; da Silva et al. [2016] are applied

to monitor and mitigate the traffic in the data plane. While the network services do bring benefits to the

data plane, they also result in additional traffic on the control plane. To address this issue, Wang et al. Wang

et al. [2017a] introduced the Switch Migration Problem (SMP), which aims to use live switch migration to

improve the performance and scalability in distributed controllers. However, many existing studies Wang

et al. [2017a]; Dixit et al. [2014]; Belyaev and Gaivoronski [2014] that consider the SMP approach focused

only on minimizing the switch migration cost without considering the latency between the controllers and the

switches.

1.4 SDN-based 5G & IoT Network

IoT devices are dramatically changing our life conveniently, smartly and cost-effectively. The introduction

of the 5G network enables the mobility, reliability and scalability of IoT devices. Precedence Research

indicates that the global 5G IoT market size is predicted to be worth around USD 297.1 billion by 2030.

Wireless networks, such as Fifth-generation (5G) wireless, are attractive in industrial environments as they

enable mobility, eliminate the need for expensive wiring needed by wired networks and overcome the hazards

posed by wired networks. 5G in particular supports (a) multiple base stations (gNB) that improve the

signal strength and offer a stable network connection, (b) mmWave and Multiple-Input Multiple-Output

(MIMO) technologies that enable electromagnetic waves to carry more raw data thereby increasing network

bandwidth and improving network latency, and (c) Network Slicing (NS) technology, which enables virtual

network services on top of shared physical infrastructure, helps network providers to increase flexibility by

allowing customized network services, improves resource utilization by sharing the physical infrastructure

and improves the Quality of Service (QoS) by allowing the network providers to prioritize various types of

traffic flows and to allocate resources more effectively.

The 5G technology is designed to be inherently cloud-native so that its functionality can be deployed in the

form of containerized microservices that can be managed and autoscaled by frameworks, such as Kubernetes.
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In its basic form, 5G comprises edge devices, such as smart phones, called the User Equipment (UE). UEs

communicate with a base station called gNodeB via a radio access network (RAN). The core functionality

of 5G that manages the user sessions, authentication, network slicing, user packet forwarding and several

other important network functions are realized as microservices and are part of what is called the 5G Core.

While most of the capabilities, such as session management, resource management and user authentication

are control plane responsibilities, the primary data plane function of routing and forwarding user packets is

carried out by the User Plane Function (UPF). 5G’s Multi-access Edge Computing (MEC) provides edge

computing capabilities to applications.

Further, the data plane within the 5G Core Network comprises multiple network slices. 5G network

slicing enables multiplexing of virtualized and independent logical networks on top of common physical in-

frastructure. Presently, 5G network slicing is categorized into 3 types: Enhanced Mobile Broadband (eMBB)

used by applications requiring ultra high bandwidth, Massive Machine-Type Communications (mMTC) used

in fast and energy-efficient communications, and Ultra-reliable Low-Latency Communications (URLLC)

used by applications needing ultra-low latencies and reliable communications. By using different network

slices, we can satisfy the differentiated network requirements of IoT scenarios. Moreover, multiple network

slices can be applied to different sub-tasks of single IoT scenario.

We explain how multiple network slices play a key role using the following three motivating IoT use

cases.

• Parallelization and Task Scheduling in Machine Learning: Today, multi-task and multi-device ma-

chine learning (ML), such as federated multitask learning Smith et al. [2017], is widely employed in

IoT to improve the industrial productivity in the short term and increase the revenue in the long term.

5G network slicing is able to address the communication and network resource management challenges

in multi-task and multi-device machine learning. However, to address the complexities stemming from

the heterogeneous participant devices and plethora of machine learning techniques each of which can

demand differentiated communication needs, we surmise that multiple different network slice types

will be needed to address these needs.

• Real-time Stream Processing: Heterogeneous sensors and devices within IoT generate large volumes

of data continuously, which imposes a big challenge on stream processing. IoT aims at orchestrating

multiple sub-tasks, such as monitoring, collecting, processing, analyzing, and visualizing data in a

real-time manner. However, considering the different network bandwidth and latency requirements of

the involved sub-tasks, using a single 5G network slice to cater to all these needs is insufficient, which

again calls for a variety of slice types to be supported simultaneously.
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• Adaptive Robotic Repair: With the recent disruptions in the industrial supply chain evidenced during

the COVID pandemic, it is increasingly becoming important that the factories of today operate with

zero human intervention onsite and move towards a Lights-out Factory Industries [2022] vision. One

of the key enablers of this vision is autonomous monitoring and repair of the equipment on factory

floor. Robotic arms are widely used to repair high-value components, such as shafts, pistons, blades

and molds. An adaptive robotic repair, which comprises workpiece scanning, defect detection, tool

path generation, workpiece milling, and milling monitoring, is gaining traction in industrial setting

to achieve this vision Alattas et al. [2019]. However, due to limited compute resources available on

the robotic equipment and the need to work collaboratively, reliable and real-time networking is of

paramount importance. All of this must be supported

1.5 Challenges in SDN-based 5G & IoT Network

5G network slicing technology are transforming the IoT applications, e.g., on the factory floor. However,

the hardware and software, which are from different vendors and assigned to different sub-tasks, make the

real-time machine-to-machine communication more complicated. For instance, a smart factory consists of

different types of network loads sharing the same network infrastructure that can benefit from 5G network

slicing technology to be cost effective while adhering to the needs of different applications. eMBB is one type

of standardized 5G network slice type that focuses on ultra-high bandwidth capability with prolonged internet

connectivity based applications, which is applicable to information technology (IT) traffic of factory opera-

tions. The mMTC slice type supports fast and low reliability communication for a large number of devices

with energy efficiency as objective, typically transmitting sensor data for condition monitoring of plethora

of equipment on the factory floor. The URLLC supports applications that require extremely low latency and

high reliability, such as motion control and remote monitoring of high value and mission critical equipment.

The tasks falling in this category must be prioritized over others so that the low latency requirements can be

met.

The above-mentioned remote robotic repair IoT use case consists of different sub-tasks, such as work-

piece scanning, defect detection, tool path generation, workpiece milling, and milling monitoring each with

different priorities Alattas et al. [2019]. The network requirements of the different involved sub-tasks are var-

ied, which creates challenges to providing real-time packet inspection, delivering a high-level of Quality of

Service (QoS) and generating an accurate usage report for every sub-task. This IoT use case illustrates a multi

device and multi sub-task architecture. A 5G-enabled adaptive robotic repair IoT system will require multiple

co-existing network slices to deliver a real-time network solution. Moreover, considering the topology rela-

tionship among all sub-tasks and the different network resource consumption of each sub-tasks, the network
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resources that are assigned to multiple network slices must be based on sub-task priority. Further, the heavy

network traffic generated by the sub-tasks will inevitably lead to queue buildup on the network data plane.

Previous studies have shown that high queuing delay within a 5G network leads to rate variability Wang et al.

[2019] that adversely affects QoS Irazabal et al. [2019].

1.6 Challenges in Machine Learning-enabled 5G & IoT Network Management

Machine learning is gaining popularity in IoT network as it can be used to classify the network traffic and

predict traffic patterns in IoT networks and to optimize the routing rules in a real-time manner, thereby

improving the efficiency and reducing the latency of IoT network. However, the heterogeneous network traffic

from the IoT devices still brings a number of challenges to applying machine learning algorithms in traffic

classification, prediction and analysis, which are vital for improving the network performance and resource

management, enhancing network planning, design and security. A number of challenges are associated with

applying machine learning to dealing with heterogeneous network traffic in IoT, which include:

• Various devices characteristics and network requirements: A number of end devices play different

roles in IoT networks; thus, they use a wide range of protocols across Open Systems Interconnec-

tion (OSI) model and have different network requirements correspondingly. This makes it difficult to

classify, predict and analyze the traffic accurately.

• Limited labeled dataset: Huge data and information gathered by IoT devices uninterruptedly is not

only a challenge to the storage but also analytics. Therefore, manually labeling every network flow is

hard and unrealizable.

• Dynamic and mobility traffic patterns: 5G enabled IoT environment always have dynamic and mo-

bility traffic patterns, which can make it challenging to accurately classify, predict and analyze different

types of network flows under dynamic network traffic.

• Classification results calculated by unsupervised machine learning are hard to understand: A

general network flow has a number of features, such as source IP, destination IP, port number, etc.,

which make it hard to identify the best features for traffic classification. Moreover, different features

used in the classification process may get different classification results by using unsupervised machine

learning algorithms, which are sometimes defined as black boxes. Therefore, the classification results

calculated by high dimensional classification are hard to understand, explain and use in any resource

management algorithms.
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1.7 Summary of Contributions

In this section, we summarize our research contributions in addressing the aforementioned challenges.

1.7.1 Contribution 1: A Self-Adaptive Load Balancing Approach for Software-Defined Networks in

IoT

This work resolves the challenges in SDN-based IoT network, as we described in previous section. We uti-

lize multiple M/M/1 queues to model and optimize the service-level and system-level objectives in dynamic

IoT scenarios, where the network switches and/or their request rates can change dynamically over time. We

propose several heuristic-based solutions including a genetic algorithm, a simulated annealing algorithm and

a modified greedy algorithm with the goal of minimizing the queuing and processing times of the requests

from switches at the controllers and balancing the controller loads while also incorporating the switch mi-

gration costs. Empirical studies using Mininet-based simulations show that our algorithms offer effective

self-adaptation and self-healing in dynamic network conditions.

1.7.2 Contribution 2: Software-defined Dynamic 5G Network Slice Management for Industrial Inter-

net of Things

This work addresses the challenges of delivering fine-grained Quality of Service (QoS) and communica-

tion determinism over 5G wireless networks for real-time and autonomous needs of Industrial Internet of

Things (IIoT) applications while effectively sharing network resources, as we described in previous section

1.5. Specifically, we present DANSM, a software-defined, dynamic and autonomous network slice manage-

ment middleware for 5G-based IIoT use cases, such as adaptive robotic repair. We use the multiple M/M/1

queues to formulate a 5G network resource scheduling optimization problem comprising service-level and

system-level objectives. We design a heuristics-based solution to overcome the NP-hard properties of this

optimization problem. We implement a software-defined solution that incorporates the heuristics to dynami-

cally and autonomously provision and manage 5G network slices that deliver predictable communications to

IIoT use cases.

1.7.3 Contribution 3: A Classification Framework for IoT Network Traffic Data for Provisioning 5G

Network Slices in Smart Computing Applications

Existing massive deployments of IoT devices in support of smart computing applications across a range of

domains must leverage critical features of 5G, such as network slicing, to receive differentiated and reliable

services. However, the voluminous, dynamic, and heterogeneous nature of IoT traffic imposes complexities

on the problems of network flow classification, network traffic analysis, and accurate quantification of the
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network requirements, thereby making the provisioning of 5G network slices across the application mix a

challenging problem. To address these needs, we propose a novel network traffic classification approach

that consists of a pipeline that combines Principal Component Analysis (PCA), with KMeans clustering and

Hellinger distance. PCA is applied as the first step to efficiently reduce the dimensionality of features while

preserving as much of the original information as possible. We design and implement an unsupervised and

recursive clustering approach that applies to standard network traffic data sets. We analyze and explain the

results of clustering towards 5G network slicing in simple and understandable terms. We visualize high-

dimensional clusters in a clear and presentable manner.

1.7.4 Contribution 4: A Novel 5G Digital Twin Approach for Traffic Prediction and Elastic Network

Slice Management

This work presents a 5G network slicing digital twin system that addresses the challenges of managing mul-

tiple virtual networks on the same physical infrastructure. Predicting network traffic is critical to improving

network resource utilization, reliability, and efficiency. We propose a 5G network slicing digital twin system

for predicting network slicing traffic, which serves as a foundation for developing future intelligent network

slicing management systems in 5G and beyond networks. We propose and approach to predict 5G network

slicing traffic in multiple time steps into the future using Holt smoothing model and time series transformer

model. We evaluate multiple machine learning algorithms using comprehensive performance measures to

provide accurate predictions. Our evaluations reveal that a combination of Holt smoothing model with the

time series transformer model yields the best performance. We discuss how to utilize the prediction result in

deploying elastic network slicing.

1.7.5 Dissertation Organization

This research dissertation is organized as follows: Chapter 2 describes our self-adaptive load balancing ap-

proach for software-defined networks in IoT; Chapter 3 describes software-defined dynamic 5G network slice

management for Industrial Internet of Things; Chapter 4 describes a classification framework for IoT network

traffic data for provisioning 5G network slices in smart computing applications; and Chapter 5 presents a

novel 5G digital twin approach for traffic prediction and elastic network slice management. Finally, Chapter

6 summarizes the research contributions made by this dissertation.
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CHAPTER 2

A Self-Adaptive Load Balancing Approach for Software-Defined Networks in IoT

2.1 Introduction

Addressing these challenges, particularly in IoT scenarios where human intervention is not always feasible,

requires autonomic self-healing and self-adapting solutions. To that end, this chapter provides such a solution

based on a multi-objective optimization approach that minimizes the latency, balances the controller loads

and reduces the switch migration cost all at once, and thereby comprehensively and effectively solves the

switch migration problem in dynamic IoT networks.

The primary contributions of our work that distinguish them from prior related works are as follows:

• We consider a multi-objective approach to solving the SMP in dynamic scenarios, which includes

autonomically adding/deleting switches to/from the network topology and increasing/decreasing the

switch request rates.

• We incorporate objectives that capture both service-level and system-level performance, which includes

switch-controller latency, controller load balancing, and switch migration cost.

• We formulate an optimization problem while using multiple distributed M/M/1 queues Jarschel et al.

[2011] to build our network model and Little’s law Leon-Garcia [2008] to analyze the queuing and

processing times of the switch requests on controllers.

• We propose three heuristic-based solutions, including a genetic algorithm, a simulated annealing al-

gorithm, and a modified greedy algorithm, to solve the formulated SMP problem that is codified in a

self-healing and self-adapting systems software solution.

• We evaluate the performance of the proposed algorithms using Mininet-based simulations, and the re-

sults show that they are able to offer solutions that can effectively adapt to dynamic network conditions.

The rest of this chapter is organized as follows. Section 2.2 provides a brief overview of the related work.

The formal problem description is presented in Section 2.3. In Section 2.4, our three heuristic algorithms are

described and explained, followed by the system architecture in Section 2.5. The performance evaluations

are presented in Section 2.6. Finally, Section 2.7 offers concluding remarks alluding to future work.
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2.2 Related Work

This section compares our work to relevant prior efforts. The previous study Neghabi et al. [2018] classified

the load balancing method into a static group and a dynamic group. In static scenarios, load balancing is

one of the important objectives of solving CPP. In dynamic scenarios, a switch migration based approach is

usually used to balance the controller loads. Thus, we consider load balancing in both CPP and SMP.

2.2.1 Controller Placement Problem (CPP)

After the CPP problem was proposed, extensive literature has been published due to the significant interest

in solving CPP. A comprehensive survey Das et al. [2019] shows that recent efforts concentrate on a single

objective. To minimize the end-to-end latency and queue latency, Wang et al. Wang et al. [2017b] proposed a

clustering-based network partition algorithm, which shortens the maximum end-to-end latency between the

switches and controllers. In addition to the control latency, researchers have considered more critical system

metrics in SDN, such as resilience, reliability and load balancing.

To improve resiliency, Guo et al. Guo and Bhattacharya [2013] introduced interdependence network anal-

ysis into CPP. They proposed a new resilience metric that calculates the number of nodes that survive in the

steady stage of a cascading failure. Since control load is a critical factor, Yao et al. Yao et al. [2014] defined

the Capacitated Controller Placement Problem, which takes into consideration the load on controllers. They

proposed a new k-center strategy combined with dynamic controller provisioning or dynamic scheduling.

The strategy is able to reduce the number of controllers and the load of the maximum loaded controller.

Some of the existing works focus on optimizing multiple performance metrics simultaneously. To min-

imize the switch-controller latency and balance the controller load at the same time, Bo, et al. Bo et al.

[2016] proposed a two-stage solution. First, they employ a multi-objective genetic algorithm to obtain the

connection relationship between controllers and switches. After applying the algorithm, the network is parti-

tioned into a specified number of controllers. Second, a minimum delay algorithm is used to find an optimal

location which uses minimum sum of the distance to all switches in its partition. To maximize network reli-

ability and controller load balance ability, and to minimize latency between controllers and switches, Zhang

et al. Zhang et al. [2016] formulated this multi-objective problem into a mathematical model. They used

the Adaptive Bacterial Foraging Optimization algorithm to solve the optimization objective function derived

from the model.

2.2.2 Switch Migration Problem (SMP)

The study in Wang et al. [2017a] introduced SMP and solved it by using a two phase greedy algorithm,

which includes load detection and migration action generation. The approach is able to improve migration
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efficiency. However, the approach ignored the control latency, which is one of the critical objectives in SMP.

The work in Dixit et al. [2014] proposed a switch migration protocol, which improves system service-level

performance. But this protocol increases the controller response time when the packet arrival rate exceeds a

threshold.

In summary, the previous approaches comprising only a single objective focus ignored the effects of other

objectives while the approaches involving multiple objectives focused only on the static scenario. In contrast,

our work falls in the multiobjective category that can handle dynamic changes in an autonomic manner.

Therein we propose an approach that is able to balance the controller loads by addressing multi-objective

SMP in dynamic scenarios.

2.3 Problem Description

Our work focuses on developing self-healing and self-adapting solutions for the Switch Migration Problem

(SMP) in SDN used in IoT scenarios. In this section, we will formally describe our system assumptions,

introduce our network model and formulate the optimization problem.

2.3.1 System Assumptions on IoT Deployments

We assume an asynchronous distributed system to design our SMP solution in SDN. We make the following

assumptions in this work.

• Our system is representative of large-scale Local Area Networks (LANs) for IoT systems.

• Our deployed solution is capable of monitoring controller loads, analyzing switch request rates, and

generating and executing switch migration plans.

• In the network, each switch connects to at most one controller and the switch can be reassigned from

one controller to another.

• We focus on the workload that handles the packet-in event at the controllers, which according to previ-

ous studies (e.g., Tootoonchian et al. [2012]; Hu et al. [2018]) is the primary task for controllers.

• The dynamic scenarios we consider in this work include adding/deleting switches to/from the network

and increasing/decreasing the switch request rates. These scenarios also include switch failures.

2.3.2 Network Model

Heterogeneous IoT devices generate various kinds and volumes of data, which lead to network congestion,

thereby affecting the service-level performance. A critical factor that impacts IoT performance is the amount

of queue build-up in switches. Some previous studies have used the M/M/1 and M/M/N queuing models
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to schedule Emergency packets (E-packets) and Regular packets (R-packets) on the switch side in IoT sce-

narios Priya et al. [2020]; Munir et al. [2018]. We choose the M/M/1 queueing model for its simplicity to

schedule the packet-in event on the controller side. Specifically, our work uses M/M/1 queues to model the

queuing latency of the requests based on the controller load, and the processing latency based on controller

service rate. M/M/1 queuing was also used to model the SDN’s OpenFlow architecture as it was applied

successfully to analyze the queuing latency Wang et al. [2017b]. Moreover, a detailed diagnosis of IoT traffic

flow by flow indicates that the workload of IoT follows Poisson distribution Metzger et al. [2019]. In IoT,

the flows representing requests can arrive from independent switches, with the interval of arrival time and the

server processing time constituting a negative exponential distribution. Thus, the arriving requests follow a

Poisson distribution and hence a M/M/1 approach is justifiable.

We assume there are n switches and m controllers in our system. The request flow rate of the ith switch

is denoted by λi. The total flow request rate is λ = ∑
n
i=1 λi. Thus, there are m M/M/1 queues in our system.

Every controller has a queue. The centralized scheduler will assign the incoming request flows from the n

switches to the m controllers’ queues. This scheduler runs in the application layer, where a switch migration

plan will be generated. Then, the individual controllers will process the request flows from their respective

queues until the controller-to-switch assignment changes. Here, we assume that all the controllers have the

same service rate that is denoted by µ . The controller placement decision is indicated by a binary variable

xi j, where xi j = 1 means that the ith switch is connected to the jth controller. This service model between

switches and controllers is shown in Figure 2.1.

Figure 2.1: The service model between switches and controllers.

Table 2.1 shows the list of notations used in the problem formulation.
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Table 2.1: LIST OF NOTATIONS

Symbol Meaning

si ith switch, total n switches

cj jth controller, total m controllers

λi request rate of ith switch

µ service rate of all controllers

X
the controller to switch assignment matrix;
xi j = 1 means that ith switch is connected to
jth controller, xi j ∈ {0,1}, ∀i, j

θ j load of jth controller

θ average load of all controllers

2.3.3 Problem Formulation

Assuming that the request flow arrivals follow a Poisson process with ∑
n
i=1 λi < mµ , and λi’s are mutually

independent, the load of the jth controller can be represented by:

θ j =
n

∑
i=1

λixi j (2.1)

and the average load among all controllers is given by:

θ =
1
m

m

∑
j=1

θ j (2.2)

Applying Little’s law, the expected waiting time before a request from a switch is served can be repre-

sented by:

Wq =
θ j

µ(µ−θ j)
(2.3)

and the expected end-to-end response time, which is the sum of the request queuing time and the controller

service time, is represented by:

Ws =Wq +
1
µ

=
1

µ−θ j
(2.4)

In this work, we aim to minimize both a service-level objective and a system-level objective. Specifically,

the service-level objective is the average latency of all the requests represented by the end-to-end response

time while the system-level objective is the balance of all the loads on the controllers represented by their

variance. The following illustrates the problem formulation:
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min F(X) =
1
n

n

∑
i=1

m

∑
j=1

xi j

µ−θ j
+

1
m

m

∑
j=1

(θ j−θ)2 (2.5)

s.t.
n

∑
i=1

λixi j < µ,∀ j (2.6)

m

∑
i=1

xi j = 1,∀i (2.7)

xi j ∈ {0,1},∀i, j (2.8)

Eq. (5) aims to minimize both the average end-to-end response time and the variance in the controller

loads. Eqs. (6)-(8) represent the constraints. As mentioned before, a) for each controller, the sum of the

request rates from all placed switches should be less than the controller’s processing rate µ; b) each switch

can only be connected to one controller at a time; and c) the controller placement decision is encoded in a

matrix xi j with binary elements.

While the above formulation only captures the static scenarios, dynamic scenarios due to changes in

network conditions could arise that include the following:

• Adding new switches: When the number of the switches increases and causes additional load from

the new switches to the system.

• Deleting existing switches: When the number of switches decreases thereby causing unbalanced loads

among the controllers. This also includes switch failures.

• Increasing request rates: When some switches’ request rates increase thereby causing performance

degradation or unbalanced loads among the controllers.

• Decreasing request rates: When some switches’ request rates decrease thereby causing unbalanced

loads among the controllers.

Due to these dynamic changes in the network, an existing placement may no longer be able to provide

good system-level and service-level performance thereby requiring switch migration decisions. To adapt to

these dynamic fluctuations, we also consider reducing the switch migration cost formulated in Eq. (9) as

another metric, where X ′ = {x′i j} denotes the new decision after switch migration while X = {xi j} denotes

the old decision before migration.
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Figure 2.2: Illustration of the GA pipeline with a simple example.

G(X ,X ′) =
∑

n
i=1 ∑

m
j=1(x

′
i j− xi j)

2λi

∑
n
i=1 ∑

m
j=1 xi jλi

(2.9)

It is defined as the fraction of the sum of affected switch request rates and the sum of all the switch

request rates. The affected switches can be the new switches that are added to the system or the reconnected

switches. In the latter case, the switches are those that are still in the system but need to be reconnected to

other controllers for load balancing. This metric measures the impact on the switch requests during switch

migration.

2.4 Heuristic Algorithms for Switch Migration Problem

A prior study has proven that SMP is an NP-hard problem Qin et al. [2014]. Hence, to solve our formulated

switch migration optimization problem effectively at run-time as part of an autonomic self-healing and self-

adapting systems software, we developed three heuristic algorithms for balancing the controller loads under

dynamic traffic conditions in IoT. This section describes these heuristics in detail.

2.4.1 Genetic Algorithm (GA)

GA is an adaptive heuristic search strategy inspired by natural evolution Mitchell [1998]. GA is designed

to simulate a natural selection by introducing some random genetic operators. Selection, crossover, and

mutation are the main operators of GA. Algorithm 1 shows the pseudocode of GA while the pipeline of GA

is illustrated in Figure 2.2 with a simple example.

The algorithm starts from a population of a randomly generated controller-to-switch assignments and the

number of generations. In each generation, k assignments will be randomly chosen to have a tournament.

Tournament Selection (TS) is a selection strategy used for selecting k switch-to-controller assignments from

a possible assignments population set as shown in Figure 2.2. The winner of the tournament, which has the

best fitness by applying Eq. (5), will be chosen as a parent. Then, the parents will participate in the crossover

and the mutation to generate child assignments. The crossover and the mutation are presented in Figure 2.2.
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Algorithm 1: Genetic Algorithm
Input: A initial controller to switch assignment in X0 matrix, the number of population p, the

number of generation g, a population set Pn = {X1,X2, . . . ,Xp} of p possible controller to
switch assignments, a mutation rate mr

Output: A controller to switch assignment in Xbest matrix
1 Function Update Population Set(X0, Xbest , Xc1, Xc2, Pn, p):
2 Pn.append(Xc1);
3 Pn.append(Xc2);
4 while len(Pn) ̸= p do
5 Remove a controller to switch assignment, which has the worst fitness from Pn by applying

Eq. (5);
6 end
7 Find the controller to switch assignment X , which has the best fitness from Pn by applying

Eq. (5);
8 if Xbest == X0 then
9 Xbest ← X ;

10 end
11 else if G(X0,X)≤ G(X0,Xbest) then
12 Xbest ← X ;
13 end
14 return Xbest ;
15 End Function
16 Function Main(X0, Pn, p, g, mr):
17 Xbest = X0;
18 for j← 1 to g do
19 children size = 0;
20 while children size < p do
21 Select X f ather, Xmother by a tournament process;
22 Generate Xc1, Xc2 by applying a crossover operator and a mutation operator;
23 Pn,Xbest ← UPDATE POPULATION SET(X0, Xbest , Xc1, Xc2, Pn, p);
24 children size = children size+2;
25 end
26 end
27 return Xbest ;
28 End Function

In the crossover, we will randomly choose two points in both parent assignments and swap the switch

assignments between the two points. In the mutation, we randomly generate a number for each child assign-

ment. If this random number is less than the mutation rate r, we will choose one random switch in the child

assignment and reassign it to a random controller. The population will be updated by the child assignments by

the function UPDATE POPULATION SET(X0, Xbest , Xc1, Xc2, Pn, p) in Algorithm 1, where X0 represents the

initial assignment; Xbest represents the assignment which has the best fitness so far; Xc1, Xc2 are two children

assignments; Pn is the population set, and p is the number of possible assignments. Both Eq. (5) and Eq. (9)

will be applied within the function. The algorithm terminates when the number of generations is met. In our

evaluation, we set the population size to be 3mn and the number of generations to be 6mn. Also, the number
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of randomly selected assignments in the tournament is set as k = m and the mutation rate is set as r = 0.02.

The simulation results show that these parameters lead to fast convergence and GA is able to provide a good

solution to the problem.

2.4.2 Simulated Annealing Algorithm (SA)

SA is another efficient global search optimization algorithm Kirkpatrick et al. [1983]. It is inspired by the

annealing process in metallurgy, where a material is heated to a high temperature quickly and cooled slowly.

Algorithm 2 depicts the pseudocode of SA used to solve our problem.

Algorithm 2: Simulated Annealing Algorithm
Input: A initial temperature ti, a final temperature t f , the current temperature tc, a iteration number

iteration, a temperature decrease rate r, a initial controller to switch assignment in X0 matrix
Output: A controller to switch assignment in Xbest matrix

1 Function Create New Assignment(X0):
2 temp = random.randint();
3 if temp%2 == 1 then
4 Randomly swap 2 rows in X0;
5 else
6 Randomly swap 3 rows in X0 in cyclic form;
7 end
8 return X0;
9 End Function

10 Function Main(ti, t f , tc, iteration, r, X0):
11 tc = ti;
12 Xbest = X0;
13 while tc > t f do
14 for j← 1 to iteration do
15 Xnew← CREATE NEW ASSIGNMENT(X0);
16 if F(Xnew)< F(X0) then
17 X0← Xnew;
18 if Xbest == X0 then
19 Xbest ← Xnew;
20 end
21 else if G(X0,Xnew)≤ G(X0,Xbest) then
22 Xbest ← Xnew;
23 end
24 end
25 else if exp(F(X0)−F(Xnew)/tc)> random() then
26 X0← Xnew;
27 end
28 end
29 t = t ∗ r;
30 end
31 return Xbest ;
32 End Function

The algorithm starts with a high temperature ti, a final temperature t f , a temperature decrease rate r,
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an iteration number, and an initial switch-to-controller assignment X0. In each basic iteration, the algo-

rithm considers its neighboring switch-to-controller assignment, which is generated by the function CRE-

ATE NEW ASSIGNMENT(X0) in Algorithm 2. This function will generate a neighboring assignment by ran-

domly swapping the switch-to-controller connections in the old assignment. Then, the algorithm will evaluate

the neighboring assignment by using Eq. (5). If the neighboring assignment has better performance, the al-

gorithm will accept it immediately and update the best assignment so far by applying Eq. (9); otherwise,

the algorithm will accept the neighboring assignment according to the Metropolis rule of probability Gelman

et al. [1996], as indicated in line 22 of Algorithm 2. This will enable SA to jump out of a local optimum where

most algorithms get stuck. When the iteration number is met, the algorithm will decrease the temperature

according to r as shown in line 26 of Algorithm 2. In our evaluation, we set the high temperature to be 10m

and the final temperature to be 10−8. The iteration number is set as iteration = n and the decrease rate is set

as r = 0.98. The results of evaluation show that SA is able to efficiently find an approximate global optimum.

Algorithm 3: Modified Greedy Algorithm
Input: A set C = {c1,c2, . . . ,cm} of m controllers, a set S = {s1,s2, . . . ,sn} of n switches, request

rates of all switches Λ = {λ1,λ2, . . . ,λn}, existing loads of all controllers
Θ = {θ1,θ2, . . . ,θm} and their average load θ , a load-balancing threshold, a maxIteration
number, an initial controller to switch assignment in X0 matrix, X0 = {x00,x01, . . . ,xnm}

Output: An adapted controller to switch assignment in Xbest matrix
1 Function Main(C, m, S, n, Λ, Θ, θ counter, maxIteration, X0):
2 δ ← INF ;
3 counter← 0;
4 while δ > threshold and counter < maxIteration do
5 Find controller c j with the maximum load from C;
6 Find controller c j′ with the minimum load from C;
7 Find the set S j of switches that connect to c j and the switch s jr ∈ S j with the minimum load;
8 In X0, set x jr, j← 0 by disconnecting s jr from c j;
9 In X0, set x jr, j′ ← 1 by connecting s jr to c j′ ;

10 Update the controller loads θ j← θ j−λ jr and θ j′ ← θ j′ +λ jr;
11 Compute δ ← 1

m ∑
m
j=1 |θ j−θ |;

12 Increment counter++;
13 end
14 Xbest ← X0;
15 return Xbest ;
16 End Function

2.4.3 Modified Greedy Algorithm (MG)

Finally, we present a modified greedy algorithm to adapt to the dynamic nature of the network. The algo-

rithm is a modification of well-known greedy algorithm for static load balancing Papadimitriou and Steiglitz

[1998] and aims to minimize the switch migration cost while reducing the end-to-end response time and the

variance of controller loads. Algorithm 3 shows the pseudocode for this modified greedy algorithm. MG is
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automatically triggered whenever any controller’s utilization exceeds 80%.

The algorithm works again in an iterative manner given a load-balancing threshold and a “maxIteration”

number. In each iteration, we first find a controller c j that has the maximum load as shown in Algorithm 3

line 6. Then, among all the switches that connect to c j, we find a switch s jr with the minimum load so as to

reduce the switch migration cost. Finally, we migrate s jr from c j to a controller c′j that has the minimum load

among all controllers to achieve load balancing. We define δ to be the average absolute difference between

the controller loads and the average load, as shown in line 11 of Algorithm 3, and it characterizes the uneven

distribution of the switch request rates. The maximum number of iterations is used to avoid an infinite loop,

which can happen when multiple placements achieve the same objectives. The above steps are then repeated

until either δ falls below the threshold or the maximum number of iterations is reached. In the evaluation, we

set the value of the threshold to be 3%µ and the maximum number of iterations to be n.

2.5 Systems Software Architecture

A self-healing/self-adaptive solution will require effective monitoring and dissemination of instrumented

properties to the decision making logic. To that end, our autonomic adaptive approach for controller load bal-

ancing is codified in a systems software whose architecture is depicted in Figure 2.3. Effectively it illustrates

the Monitor-Analyze-Plan-Execute (MAPE) loop manifested in our system design that are key to developing

an autonomous self-healing/self-adapting system. The system’s software architecture comprises three mod-

ules: Pub/Sub Messaging, a Network Monitor, and a Decision Maker. The roles and responsibilities of each

are explained next.

• Pub/Sub Messaging: We use Pub/Sub Messaging, which is a lightweight asynchronous messaging

service to communicate messages between controllers and Network Monitor. The controllers that

manage flows from the data plane serve as the publishers. They create a topic with an IP address and

a port number and keep sending the instrumented network data to a broker. The network data includes

topology information, switch request rates, controller packet-in rates, and controller processing time.

After receiving the network data, the broker will forward the data to the Network Monitor (acting as a

subscriber), which subscribes to the topic created by the publishers.

• Network Monitor: After receiving the data from the broker, the Network Monitor running in the

application plane is able to generate a controller to switch assignment in Xi matrix and store the switch

request rates in λ . Then, the Network Monitor will pass all the network-related parameters to the

Decision Maker.

• Decision Maker: The Decision Maker can be configured to execute one of three alternative heuristic
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Figure 2.3: MAPE loop in our systems architecture.

algorithms that we developed corresponding to our optimization problem: Genetic Algorithm, Simu-

lated Annealing Algorithm, and Modified Greedy Algorithm. Each algorithm runs independent of each

other. The output of the algorithms is a new controller-to-switch assignment that will be compared with

the initial controller-to-switch assignment to create a switch migration plan.

2.6 Empirical Evaluation

Our experiment design used to evaluate the efficacy of our techniques is depicted in Figure 2.3. We im-

plemented our algorithms in Python1 and evaluated their performance in Mininet Kaur et al. [2014], which

provides a simple and straightforward network emulation testbed for developing and evaluating SDN applica-

tions. We use the Ryu controller Ryu [2017] as our Mininet remote controller. We implemented our Pub/Sub

1The implementation is publicly available at https://github.com/minziran/Switch-Migration-Problem
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Figure 2.4: Comparison for the algorithms with different number of controllers.

Messaging module using the ZeroMQ PUB/SUB pattern Hintjens [2013]. The topology we have used is

the real internet service topology called ARN (nodes: 30, edges: 29) available from the Internet Topology

Zoo Knight et al. [2011].

We use the Distributed Internet Traffic Generator (D-ITG) Avallone et al. [2004] to generate traffic flows

on the host side. We focus mainly on the Packet-in event on the controller side, which consumes more

controller resources than other flow events. The traffic flows from D-ITG follow a Poisson distribution. We

evaluated our proposed algorithms in the application plane by using matrices to solve minimization goals that

are defined in Eq. (5) and Eq. (9). We also compared our heuristic algorithms with the Switch Migration-

Based Decision-Making Scheme (SMDM), which applied a switch migration algorithm based on the greedy

method proposed by Wang et al. Wang et al. [2017a]. Their approach also aims at balancing the load of

controllers in a efficient manner, thereby improving the network performance. They presented a numerical

evaluation by using Mininet emulator.

2.6.1 End-to-End Response Time

Figure 2.4 shows the end-to-end response time in the system with different number of controllers. The number

of controllers (m) is varied from 2 to 4. We run each simulation for 15 mins and the overall switch request rate

is fixed. The y-axis indicates the average end-to-end response time in the system. The result shows that GA

and SA outperform the greedy-based algorithm MG as well as SMDM. Compared to traditional optimizing

algorithms, GA and SA enable a partial random process to create offspring or neighbor states, which helps

avoid getting stuck in local optima.

Figure 2.5 shows the end-to-end response time with the overall switch request rate increasing. The simu-
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lation keeps running for 15 mins and the overall request rate increases 20% every 5 mins. The running result

shows that compared to SMDM, GA and SA are more adaptive to network traffic.

Figure 2.5: The end-to-end response time in the system (m = 3).

2.6.2 Load Balancing

Figure 2.4 also shows the variance of controller loads with increasing number of controllers. SA has an excel-

lent performance in load balancing while minimizing the end-to-end response time in the system. Figure 2.6

indicates that GA and SA are also capable of balancing the controller loads while the overall switch request

rate is increasing. In GA and SA, we accept new offspring or neighbor states by using Eq. (5), which aims at

minimizing both the end-to-end response time and the variance of controller loads. The result of Figure 2.6

also shows that the performance of MG and SMDM is not stable while experiencing the network traffic.

2.6.3 Switch Migration Cost

With increasing number of controllers, MG and SMDM have lower switch migration costs as shown in

Figure 2.7. Moreover, MG outperforms SMDM in terms of switch migration cost when the overall switch

request rates increase. MG demonstrates better performance by always migrating the switch with the lowest
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Figure 2.6: The variance of controller loads (m = 3).

request rate. Although GA and SA have higher migration costs, they can efficiently find a switch migration

plan with minimum end-to-end response time and variance of controller loads.

2.6.4 Performance Trade-offs

Considering the different performance of our switch migration heuristics, we present the trade-offs among

our algorithms in Figure 2.8 and Figure 2.9. GA and SA show better performance in minimizing the variance

in the controller loads while having higher migration costs. With the overall request rate increasing, MG has

the lowest migration cost while the requests are experiencing longer processing time in the controller.

2.6.5 Summary

Overall, we observed that our heuristic algorithms exhibit good performance when considering the end-to-

end response time, the variance in controller loads, and the switch migration cost. Our result indicates that

GA and SA are excellent decisions for the IoT network, which experiences an increasing traffic load while

MG helps the large-scale IoT based network. Essentially, the results show they are effective approaches for

solving SMP while adapting to dynamic network conditions.
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Figure 2.7: The average switch migration cost (m = 3).

2.7 Conclusions and Future Work

This chapter presents an autonomic approach to deal with the multi-objective dynamic Switch Migration

Problem (SMP) for software defined networks (SDN) in IoT. Compared with the previous single-objective

research efforts, our study considered not only the control latency between controller and switch but also

runtime controller loads, load balancing among controllers and the switch migration costs in the system.

Moreover, compared with the previous multi-objective research efforts, our algorithm is able to adapt to

dynamic changes in IoT. The NP-hard nature of the optimization problem and the need for effective runtime

solutions motivates the heuristics developed in this chapter based on genetic algorithms (GA), simulated

annealing (SA) and modified greedy (MG). Simulation results conducted using Mininet show that the GA

and SA are able to balance the controller loads while minimizing the end-to-end response time in the system.

Moreover, MG can significantly reduce the switch migration cost under dynamic traffic changes.
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Figure 2.8: The average switch migration cost with the end-to-end response time increasing (m = 3).

2.7.1 Discussion

Considering the different strengths of our proposed algorithms, we could potentially swap our heuristics to

adapt to these dynamic changes. Besides, when we scale our architecture to very large and distributed IoT

networks, we may need a hierarchical/partitioned solution and multiple MAPE loops. Then, we will manage

the network monitor state to handle the consistency issues.

2.7.2 Future Work

There are several potential extensions to this work. First, we will develop our approach for a larger network

topology than the one we considered in this work. Second, we will consider more objectives that play pivotal

roles in IoT, such as security, cost and energy savings. Finally, we will expand the application domain from

wired networks to the fifth generation (5G) networks, where the SDN technology is widely applied to build

different types of network slicing based on different user requirements.
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Figure 2.9: The average switch migration cost with variance increasing (m = 3).
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CHAPTER 3

Software-defined Dynamic 5G Network Slice Management for Industrial Internet of Things

3.1 Introduction

The Fourth Industrial Revolution (Industry 4.0) is transforming a range of today’s industry verticals by bring-

ing significant automation using modern technologies, such as machine learning, real-time data processing

and a gamut of novel sensors, instruments, devices, hardware, software and networking. This ecosystem that

delivers the goals of Industry 4.0 like automation, safety, timeliness, reliability and resilience is termed as the

Industrial Internet of Things (IIoT) Corcoran and Datta [2016]; Narayanan et al. [2020].

As an example, consider an IIoT use case of Adaptive Robotic Repair. With the recent disruptions in the

industrial supply chain, it is increasingly becoming important that the factories of today operate with zero

human intervention onsite and move towards the Lights-out Factory vision Lee [2018]. Robotic arms are

widely used to repair high-value components, such as shafts, pistons, blades and molds. However, due to

limited compute resources available on the robotic equipment and the need to work collaboratively, reliable

and real-time networking is of paramount importance.

To address the aforementioned needs and challenges in applying multiple network slices to the IIoT

scenarios, we present a software-defined approach called Dynamic and Autonomous Network Slice Man-

agement (DANSM). Since the 5G core by design separates the control plane from the data plane offering

different functionalities as cloud-native microservices, DANSM can easily be offered as an additional control

plane microservice. To that end this chapter makes the following contributions:

• To efficiently utilize the network resources and improve network scalability, we present a topology

sorting algorithm to decide the sub-task priority that determines the dynamic and autonomous assign-

ment/recycling of network resources within each network slice.

• To balance the load and minimize the queuing latency on the data plane, we present a multiple M/M/1

queue model of the data plane traffic and propose a heuristic algorithm to schedule the sub-tasks and

dynamically manage the network resources based on the sub-task priority.

• We show how DANSM provides sub-tasks with a network slice that helps to maintain and improve

network services and requirements for a specific type of sub-task thereby improving productivity in the

industrial use case.

• We show extensive empirical results evaluating our ideas.
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The rest of this chapter is organized as follows: Related work is briefly summarized in Section 3.2; Sec-

tion 3.3 presents details of our approach; Performance evaluations are presented and analyzed in Section 3.4;

and finally, Section 3.5 offers concluding remarks alluding to future work.

3.2 Related Work

This section describes related research on dynamic management for network slicing, which is relevant to this

research.

Dynamic network slicing technology, which virtualizes shared physical networks by providing multiple

network services, is widely researched by both academia and industry. For example, Xiao et al. Xiao and

Krunz [2018] proposed the concept of dynamic network slicing. They developed an overlapping coalition-

formation game to investigate the distributed cooperation and joint network slicing between fog nodes while

considering traffic variation. Their results show that their proposed architecture can significantly maximize

utilization while balancing the workloads on fog nodes. In Feng et al. [2020], the authors proposed a dynamic

network slicing and resource allocation approach to investigate the operator’s revenue escalation problem

under dynamic traffic in a mobile edge computing system. This approach optimizes the network slice admis-

sion in the long term and resource allocation in the short term. However, their approach considers only the

transmission delay while ignoring the queuing latency, which will increase the end-to-end latency, thereby

affecting system performance.

To intelligently assign and redistribute resources among multiple tenants, Raza et al. Raza et al. [2018]

leverage 5G orchestration functionalities to support dynamic network slicing, which jointly provision the

network resources from different domains, such as radio, transport, and cloud. They formulated a mixed-

integer linear programming problem and designed a heuristic to solve it. Their evaluations show that dynamic

slicing can improve the virtual network rejection probability by more than one order of magnitude. Like prior

works, our approach can achieve the system-level objective of balancing the data plane traffic load among

different network slices. Additionally, we also achieve the service-level objective of minimizing both the

queuing and transmission time.

The work in Raza et al. [2018] proposes a dynamic slicing approach to assign and redistribute resources

among multiple tenants over 5G networks, where the 5G core network is treated as a black box and its

details ignored. In their simulation, the authors focused on the control plane complexity and considered only

the tenant’s requests. In contrast, our approach focuses on both the control plane and data plane requests.

Moreover, we also consider the role of 5G core functions and utilize multiple M/M/1 queues to schedule

the packets from the User Equipment (UE) to User Plane Function (UPF), which is the primary data plane

function in 5G.
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In summary, our work utilizes a software-defined, 5G-based dynamic slicing approach to allocate network

resources for the IIoT usecases with different sub-tasks having different priorities, while satisfying the real-

time and high throughput requirements. Compared to previous dynamic slicing-based approaches, our work

applies the M/M/1 queuing theory to model the network traffic and formulates an optimization problem.

Moreover, we are able to improve the utilization of network resources, significantly reduce both the queuing

latency and the transmission time, and effectively balance the load among different network slices all at once.

3.3 Methodology

This section describes DANSM, which is designed to operate in a 5G ecosystem shown in Figure 3.1. We first

provide details on a concrete industrial use case to describe the research. Finally, we describe the DANSM

approach in detail.

Figure 3.1: System Architecture

3.3.1 IIoT Case Study and Key Issues

Our industrial IIoT use case is a 5G-based adaptive robotic repair system that we use to motivate and describe

our research. The UEs in our use case comprise cameras, robot arms and edge devices, which are assigned to

different repair tasks each of which generates various types and volumes of data. An adaptive robotic repair

task consists of 5 sub-tasks: workpiece scanning, defect detection, tool-path generation, robot milling and

milling monitoring. Note that our industrial IIoT use case serves only as a driving example to describe and

evaluate our research; the DANSM research described here is broadly applicable beyond this case study.
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As part of the adaptive robotic repair workflow, a 5G camera first scans the target workpiece and records

the key features. Then, the recorded information (image or video) is sent from the 5G camera to the 5G

MEC devices. The MEC devices, which include sensors, actuators, and other endpoints, will also collaborate

to help detect any defects. Then the MEC will compare the scanned and standard workpiece features and

generate a comprehensive repairing tool path that is sent to the robotic arm. On receiving the repairing tool

path, the robotic arm will start milling the target workpiece. The 5G camera will also monitor the milling

process to prevent accidents.

Every sub-task within an adaptive robotic repair is associated with a network slice, which consists of a

number of UPFs. The number of UPFs within a network slice is dependent on the sub-task’s priority. The

UPFs of the same network slice share the same network configuration, such as bandwidth, which guarantees

that the packets from UEs routed in the same network slice but different UPFs will be processed by the same

network service. The UPFs of different network slices have different network configurations, which provides

differentiated network services for different sub-tasks. Moreover, a UPF routes packets not only to the UE

but also to the data networks within the MEC system, which is responsible for providing time-sensitive and

compute edge services, such as the tool path generation sub-task within an adaptive robotic repair.

The varied data volumes from the adaptive repair devices, however, can lead to network congestion,

causing a number of queues to build up, particularly in the data plane, thereby increasing the queuing and

service times of the adaptive repair system, and hence adversely impacting the performance of the adaptive

repair. Further, if an ad hoc task-to-robot assignment policy is used, then the adaptive repair device that

completes its assigned sub-task earlier will simply wait until being assigned a new sub-task thereby wasting

precious resources, which can prolong the overall completion time of the entire repair thereby adversely

impacting manufacturing productivity.

3.3.2 Priority-based and Queuing-theoretic Modeling

To address the unpredictable waiting time issue, we introduce the notion of Task Priority and UE Priority.

Task priority helps to dynamically assign/recycle resources allocated to the network slices, which are asso-

ciated with the repair sub-tasks, while UE priority ensures that the UE that has completed its task early, can

be assigned a new task at the earliest. The Task Priority can be calculated by applying the Topology Sorting

Algorithm Kahn [1962] on the task flowchart, which represents the topology relationship among repair sub-

tasks as shown in Figure 3.2. The task that executes early in the task flowchart will get higher priority. The

network slice with higher task priority will be assigned more network resources initially. The UE Priority

is formulated based on the next task priority and the current task start time, which is also referred to as the

UE arrival time, and is represented as UEPriority = TaskPriority+ 1
ArrivalTime . The UE, whose new task
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has higher priority, will be assigned to the matched network slice early and has more choices when choosing

the UPFs within the matched network slice. Therefore, those UEs will have a higher chance of avoiding the

overloaded UPFs.

Figure 3.2: DAG Flowchart

Prior studies have adopted the M/M/1 and M/M/N queuing models to schedule IoT network packets in

both wired Min et al. [2021a]; Deva Priya et al. [2020] and wireless networks Roy et al. [2021]. Addition-

ally, studies have shown that both wired Metzger et al. [2019] and wireless Keeler et al. [2018] traffic follow

Poisson distribution in IoT scenarios. Since the robotic repair task is an IIoT usecase and backed by success

of prior efforts, we use the M/M/1 model to schedule the traffic in the data plane. Specifically, our work uses

the M/M/1 queuing model to model the latency, service time and transmission delay of requests in the 5G

UPF. In our system, the flows representing arrival requests are assumed to be from independent UEs with

the interval of arrival time and the server processing time constituting a negative exponential distribution.

Therefore, requests from UEs to UPFs follow a Poisson distribution thereby justifying the use of M/M/1

modeling. Moreover, considering the heterogeneous traffic from UEs and the topology relationship among

robotic adaptive repair sub-tasks, we provision a pool of UPFs and configure multiple network slices allocat-

ing/deallocating resources dynamically to handle and adapt to the traffic from the UE side. Every sub-task is

assigned to a specified network slice, and the resource1 within the network slice is dynamically changed based

1A resource corresponds to the number of UPFs.
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on sub-task priority and real-time UE request rates. These decisions are made by DANSM software-defined

design operating from the 5G control plane.

3.3.3 Optimization Problem Formulation

Our system queuing model is shown in Figure 3.3 while Table 3.1 shows the variables used in the problem

formulation described in this section.

Figure 3.3: System Queuing Model

We assume there are n UEs and the request rate of the ith UE is denoted by λi. The total UE request rate

is ∑
n
i=1 λi. We assume there are s network slices and r UPFs in the UPF Pool. The initial number of UPFs

within every network slice is decided by the coefficient α and the Task Priority. The α is provided by the

users and can decide the initial size of each network slice.

In the UPF Pool, there are αt p1 UPFs prepared for the 1st network slice and the range of UPFs within the

1st network slice in the UPF Pool is [1, αt p1]. We assume α = 1 , r = 10 and use the example in Figure 3.2.

Then, the 1st network slice will have αt p1 = 1 ∗ 4 = 4 UPFs, and the index range of 1st network slice in

the UPF Pool is [1, 4]. Likewise, the 2nd network slice will have αt p2 = 1 ∗ 3 = 3, the index range of 2nd

network slice is [5, 7]. The total number of UPFs within the 4 network slices will be 4+3+2+1 = 10. There

are αt pk UPFs prepared for the kth network slicing and the range of kth network slicing in the UPF Pool is

[α∑
k−1
m=1 t pm, α∑

k
m=1 t pm]. We assume that there are total K sub-tasks, thus α ∑

K
m=1 t pm = r. Every UPF has

a queue, thus there are r M/M/1 queues in our adaptive repair system. Our DANSM algorithm will assign the

incoming requests from n UEs to the r UPF queues. Then, we assume all the UPFs have the same service

rate, which is denoted by µ . The UE to UPF assignment is stored in the binary matrix X . The matrix element

xi j is 1, if the ith UE is assigned to jth UPF, otherwise xi j is 0.

Assuming that all the UE request arrivals are mutually independent and follow a Poisson process, then

the load on the system is represented by ∑
n
i=1 λi. The total load should be less than rµ for a stable system.
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The load of the jth UPF is represented by:

θ j =
n

∑
i=1

λixi j (3.1)

and the average load among all UPF within the kth network slice is represented by:

θk =
1

αt pk

α ∑
k
m=1 t pm

∑
j=α ∑

k−1
m=1 t pm

θ j (3.2)

Applying Little’s law, the expected queuing time on the jth UPF before a request from an UE is served can

be represented by:

Wq =
θ j

µ(µ−θ j)
(3.3)

and the expected end-to-end response time between an UE and jth UPF, which is the sum of the request

queuing time and the UPF service time, is represented by:

Ws =Wq +
1
µ

=
1

µ−θ j
(3.4)

The transmission time is decided by the length of the packet and the transmission rate between ith UE and jth

UPF. Considering the different types of UEs and the different sub-tasks, the lengths of packets generated by

the UE are different. Moreover, considering the different UPFs configured for different network slices, the

network configuration of UPFs, such as bandwidth, are different. Therefore, the transmission time varies and

can be represented by:

Wt =
li, j
di j

(3.5)

The overall latency between ith UE and jth UPF, which is the sum of queuing latency, the UPF service time

and transmission time, is represented by:

Ws +Wt =
1

µ−θ j
+

li, j
di j

(3.6)

The average queuing latency and the transmission time of all the UPFs within the kth network slicing is

represented by:

Gk(X) =
1

αt pk

α ∑
k
m=1 t pm

∑
j=α ∑

k−1
m=1 t pm

(
n

∑
i=1

(Ws +Wt)) (3.7)

To balance the load of UPFs and minimize overall latency for every UPF, we also formulated the variance of

latency to avoid the extreme case, where all the UE loads are assigned to a few UPFs. The variance of the
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queuing latency and the transmission time of all the UPFs within the kth network slicing is represented by:

Vk(X) =
1

αt pk

α ∑
k
m=1 t pm

∑
j=α ∑

k−1
m=1 t pm

(
n

∑
i=1

(Ws +Wt)
2)− (Gk(X))2 (3.8)

In this work, we aim to minimize both the mean and the variance of queuing latency and the transmission

time for all the network slices. Considering the difference of magnitude between the mean and the variance

value, we tuned w1 and w2 accordingly as weight factors. The following illustrates the problem formulation:

min F(X) =
K

∑
m=1

(w1Gm(X)+w2Vm(X)) (3.9)

s.t.
n

∑
i=1

λixi j < µ,∀ j (3.10)

r

∑
j=1

xi j = 1,∀i (3.11)

xi j ∈ {0,1},∀i, j (3.12)

α

K

∑
m=1

t pm = r (3.13)

Eq. (9) aims to minimize both the average UE queuing latency and the average transmission time in standalone

5G network. Eqs. (10)-(13) represent the constraints. As mentioned earlier: a) for each UPF, the sum of the

request rates from all connected UEs should be less than the UPF’s processing rate µ; b) each UE can only

be connected to one UPF at a time; c) the UE connection decision is encoded in a matrix xi j with binary

elements; d) the number of UPFs is limited and the task that has higher priority will have more prepared

UPFs in the UPF pool.

3.3.4 Heuristic Approach

Our optimization problem formulation shown in Eq.(9) belongs to the class of dynamic scheduling problems

for multiple parallel servers/queues, which has been shown to be NP-hard Kravchenko and Werner [1998].

Hence, to rapidly solve our optimization problem at run-time as part of the dynamic and autonomous ap-

proach, we propose a heuristic algorithm. Our approach balances the load on the UPF side, and minimizes

queuing and propagation latency under dynamic traffic conditions for real-time communication use cases in

IIoT.

We use our adaptive robotic repair case study to present our heuristic algorithm shown as a flowchart in

Figure 3.4. The input to our algorithm includes the following: (a) an adaptive robotic repair Directed Acyclic
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Graph (DAG) D, which is provided by the DANSM user and which includes the topology relationship among

all the repairing sub-tasks; (b) a UE arrival time list T ; (c) a UE waitlist UE waitlist, which is a matrix and

used for storing all the UE statuses and UE priorities; and (d) an objective function F(x), as shown in Eq.(9)

formulated from the multiple M/M/1 queuing model that utilizes the UE to UPF assignment information.

The algorithm works as follows: In step 1, our algorithm will calculate the task priorities by utilizing

D and apply the Topology Sorting Algorithm Kahn [1962] on D. Figure 3.2 shows how to generate a DAG

and calculate the task priorities for a multi sub-tasks IIoT usecase. Then, the algorithm will store the task

priority in a list S and create a UPF pool, which stores a number of available UPFs for all the network slices.

In step 2, the algorithm will check the UE status (either at initialization or as the system evolves over time)

and calculate the UE priority based on the UE buffer status, task priority, and UE arrival time. The UE buffer

status and the UE arrival time are obtained from the SDN controller. If the SDN controller detects 0 bytes in

a UE buffer, we set the UE to the Free state, which indicates that the UE has finished its previous task and is

waiting for a new task. Otherwise, the UE will be set to the Service state, which indicates that the UE is still

working on the current task.

The algorithm will then update the UE status based on their buffer status. This step will run periodically.

All the free state UEs will be added to the UE waitlist. Each UE in the UE waitlist, at the specific time,

is responsible for one sub-task within the adaptive robotic repair and will be assigned to the network slice

(NS), which is matched with the sub-task, based on their UE priority. In step 3, our algorithm will check if

the UE waitlist is empty or not. If it is empty, we go back to step 2 and check all the UE status again till

the UE waitlist is not empty, which means there is at least one UE that can be assigned the next sub-task.

Otherwise, we go to step 4, where for every available UE we assign it to the matched network slice based on

their task priority and where network slices may also have different priority.

In step 5, the algorithm will calculate the average load of the UPFs within their assigned network slice.

This computation is needed to assist in load balancing. In step 6, we check if the average load is greater than

the maximum load times the threshold coefficient τ . If this is the case, we assume all the UPFs within the

matched NS are at a risk of overload. If the current assigned NS is overloaded, then the algorithm will check

if the UPF Pool in the assigned NS range has any available UPFs in step 10. If the assigned NS range of

UPF Pool runs out of UPFs, then the algorithm goes to step 11 and pulls a UPF from the NS range with

lower priority and elevates it to the NS range with higher priority. Otherwise, the algorithm will go to step 12

and directly pull a UPF from the UPF pool in the assigned NS range (which could include the just elevated

UPF), push it to the matched NS, and assign the UE to the UPF. Thereafter, the flow goes back to Step 3 as

described above.

On the other hand, if in step 6 the average load is less than the maximum load times τ , the algorithm
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will go to step 7 and calculate the F(X) value according to Eq.(9) for every UPF within the assigned NS and

pre-assign the UE to the UPF, which has a minimum F(X). ”Pre-assign” means that the UE is temporally

and logically assigned to the UPF for calculating the new average load θ new. Then, in step 8, the algorithm

will check if θ new is less than the maximum load times τ . If yes, the algorithm will go to step 9 and the UE

will be physically assigned the UPF, which has the minimum F(X), and then go back to Step 3. Otherwise,

we will go to step 10 because this is a case where potentially all the UPFs within the assigned NS have the

risk of overload, and hence will perform the same steps as described before for the overload case.

In our algorithm, every UE in the UEwaitlist is supposed to scan all the UPFs within the matched network

slice. Therefore, the runtime complexity of our algorithm is non-linear and denoted by O(nr), where n

indicates the number of UE and r indicates the number of UPFs.

3.3.5 DANSM Implementation

DANSM provides software-defined resource management for 5G network slices. It is realized as a microser-

vices component that can be deployed in the control plane of the 5G core along with other components.

The 5G architecture makes this design choice easy to implement without any invasive changes to existing

components. DANSM is implemented in Python.2

3.4 Empirical Evaluation

This section reports on the results of extensive evaluations we conducted validating our proposed DANSM

approach.

3.4.1 Experimental Setup

Our evaluation setup is depicted in Figure 3.5. We used two PCs with Ubuntu 20.04 to deploy our testbed.

The PC labeled in the green box is responsible for running the 5G core network, SDN controller and network

monitoring tool. The PC labeled in the orange box is responsible for emulating the radio access network in-

cluding the gNB and the user equipment using UERANSIM Güngör [2022]. We used Free5GC free5GC.org

[2019] as our 5G core network and implemented our DANSM middleware within the Ryu controller Ryu

[2017] as part of the Free5GC control plane. We deployed all the 5G core functions inside Docker containers

and orchestrated all network functions using Docker Compose.

Validation using emulation of the factory floor including its 5G radio network and the robotic arms rep-

resenting the UEs is justified because DANSM focuses on alleviating the bottlenecks in the 5G core, and

moreover, conducting experiments on operational factory floors is hard unless there is a dedicated testbed for

such a purpose.
2DANSM is available in open-source from https://github.com/minziran/DANSM.
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All the network traffic within our testbed is routed using Open vSwitch Foundation [2016] and monitored

by sFlow-RT asynchronous analytics technology [2022]. The traffic from UERANSIM is generated using

iPerf3 of the University of California [2022]. All the UEs use TCP for guaranteeing communication relia-

bility, and all the UE request rates follow the Poisson Distribution. We evaluated DANSM in the application

plane using the metrics to solve the optimization goal that are defined in Eq.(9).

3.4.2 Baseline Algorithms

We compared DANSM with the Modified Greedy Algorithm (MGA), which is a heuristic algorithm we

developed in prior work and applied to the dynamic switch migration problem Min et al. [2021a]. MGA aims

to minimize the switch queuing latency and the controller processing latency. Its objective function targets

minimizing the average load of SDN controllers and the switch migration cost under dynamic traffic changes.

We also compared DANSM with conventional bin packing algorithms: First Fit Descending (FFD) and

Best Fit Descending (BFD) algorithms Johnson [1973]. In our case, the FFD algorithm starts with sorting the

UEs in the UE freelist in descending order based on the UE priority. For each UE, after assigning it to the

matched network slice (NS), FFD will scan the UPFs within the matched network slice in order and assign

the current UE to the first UPF that is able to process the traffic from the current UE. Similar to FFD, BFD

will first sort all the UEs in the UE freelist in descending order based on the UE priority. For each UE, after

assigning it to the matched network slice, the algorithm will scan all the UPFs within the matched network

slices and assign the UE to a UPF where it fits the tightest.

3.4.3 Evaluating Load Balancing for Data Plane

Load balancing is a significant objective for all the dynamic scheduling algorithms we compared. The unbal-

anced load in the 5G data plane will lead to unexpected queuing time on the UPF side and therefore increase

the UPF processing time and hence the overall latency, which hurts system performance. To evaluate the

performance of all the algorithms, we configured 10 UPFs in the data plane for all the NSs and set up 16 UEs

to generate network traffic. The task priority dynamically decides the number of UPFs within the NS. We run

each algorithm for 25 mins (1500 secs) for the sake of illustration; a 25 mins duration is long enough for the

system to reach stability and the metrics fluctuate within about 10%. Moreover, the UE request rates follow

the same Poisson Distribution in every algorithm.

Figure 3.6 uses the mean and standard deviation metrics to evaluate the UPF loads in the data plane. The

x-axis indicates the time, and the y-axis shows the UPF loads in the system (We only calculated the UPF in

use, not all the UPFs in the UPF Pool). From 0 mins to 5 mins, the system is in the warm-up status, and the UE

containers are built up, registered to the 5G core network in succession and randomly assigned to the UPFs.
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Then, after capturing a number of connected and available UEs, the scheduling algorithms start to work.

After 15 mins, the experimental results show that all the algorithms have a similar standard deviation, which

indicates that the connections of all the UEs are stable while running the dynamic scheduling algorithm.

However, our DANSM has a better mean value and a better standard deviation as well after 19 mins under

dynamic network traffic, which indicates that DANSM is able to handle the extreme case, where all the UE

loads are assigned to a few UPFs. MGA aims at minimizing both mean load and the standard deviation of the

UPFs; therefore it can address the extreme case as well. Moreover, the FFD and the BFD have the nature of

packing the load with the minimum resources; therefore they may lead to the extreme case occasionally. At

25 mins, the UPF average load of DANSM is 70% of BFD, 91% of MGA, and 93% of FFD. In addition, the

standard deviation of UPF load of BFD is 1.28 times more than DANSM. To sum up, DANSM efficiently and

effectively achieves the optimization objective and significantly balances the UPF loads thereby minimizing

the queuing latency and improving the performance of the adaptive robotic repair system.

3.4.4 Evaluating End-to-End Response Time and Algorithm Efficiency

We used iPerf3 to measure end-to-end response time and the number of tasks executed in the 25mins to

evaluate the real-time performance of all the algorithms under dynamic network traffic. The evaluation result

is shown in Figure 3.7 and Figure 3.8. In Figure 3.7, the x-axis indicates the subtask names and the y-axis

indicates the average response time for TCP transmission. In Figure 3.8, the x-axis shows the time and

the y-axis shows the number of subtasks executed in the 25 mins. The results indicate that our DANSM

approach outperforms MGA, FFD and BFD in both the time spent on the sub-tasks and completing the repair

task. Although FFD shows a similar time in terms of a complete repairing task, DANSM performs better

on the task with higher priority. Moreover, Figure 3.8 shows that DANSM finished 34% more subtasks than

MGA, 64% more subtasks than FFD and 22% more subtasks than BFD in 25 mins. Compared to the other

three baseline algorithms, DANSM can specifically minimize the end-to-end response time for the sub-task

with higher task priority and efficiently schedule all the subtasks under the dynamic network traffic thereby

guaranteeing the performance of the adaptive robotic repairs.

3.4.5 Summary

Overall, the experimental results show that DANSM outperforms all the algorithms in both load balancing

and end-to-end response time. The task priority and UE priority mechanism applied in DANSM significantly

improved both sub-task and task completion performance. The multiple M/M/1 queuing models efficiently

distributed the data plane traffic, thereby minimizing both queuing latency and propagation delay, and reduc-

ing the end-to-end latency that is critical in real-time industrial settings.
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3.5 Conclusion and Future Work

This chapter presented DANSM, which is a software-defined solution that executes as a containerized mi-

croservice in the control plane of the 5G core. DANSM offers dynamic and autonomous network slice man-

agement to meet the QoS needs of IIoT applications. The chapter demonstrated DANSM’s capabilities for a

5G-based adaptive robotic repair use case from the manufacturing domain. The key contributions in DANSM

include a sub-task priority allocation algorithm, a queuing theory-based optimization problem formulation to

minimize queuing delays and improve latencies, and a heuristics approach to solve this optimization problem

at runtime.

We plan to pursue the following additional research directions. First, we will scale up our current exper-

imental testbed with more base stations and SMFs within 5GC, which will allow the 5G network to handle

more UEs and ensure higher availability. However, with the testbed scaling up, the base station placement

and the energy consumption will be other research problems. Second, we will design and develop a network

slicing architecture that improves both data plane traffic and control plane management. Demonstrating our

ideas on more IIoT use cases is another dimension of future work. Finally, we will integrate our approach with

a federated learning framework to address energy efficiency, end-to-end latency, and data privacy concerns.

DANSM is available in open-source from https://github.com/minziran/DANSM.
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Table 3.1: LIST OF VARIABLES

Symbol Meaning

n the number of User Equipments (UEs).

S

Task priority list S = {(task1, t p1), (task2, t p2),
(task3, t p3), . . . , (taskK , t pK) }; total K
sub-tasks, which are mapped to K network slices;
taskk is the id of kth task and kth network slice;
t pk is the task priority of kth task.

UPF Pool
A provisioned UPF pool UPF Pool = {up f1,
up f2, up f3, . . . , up fr}; total r UPFs; up fr is
the id of rth UPF.

α

The coefficient of the number of UPFs in
UPF Pool, α ∈ Z; α ∑

K
m=1 t pm = r. In the

UPF Pool, there are αt p1 UPFs prepared for
the 1st network slice; the index range of UPFs
within the 1st network slice in the UPF Pool
is [1, αt p1]. There are αt pk UPFs prepared for
the kth network slice and the index range of kth

network slice in the UPF Pool
is [α ∑

k−1
m=1 t pm, α ∑

k
m=1 t pm].

λi the request rate of ith UE.

µ the service rate of all UPF.

X
the UE requests to UPF assignment matrix;
xi j = 1 means that ith UE
send requests to jth UPF , xi j ∈ {0,1}, ∀i, j.

θ j the load of jth UPF.

θk
the average load of all the UPFs within kth

network slice.

li, j the length of packet from ith UE to jth UPF.

di j the transmission rate between ith UE and jth

UPF.

w1,w2 weight factors, which will be tuned accordingly.

40



Figure 3.4: Heuristic Scheduling Algorithm Involving an Autonomous Feedback Loop
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Figure 3.5: Experiment Testbed (Two physical machines were used and indicated in green and orange boxes.)

Figure 3.6: Data Plane Load Mean and Standard Deviation (std)
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Figure 3.7: End-to-End Response Time

Figure 3.8: Number of subtasks completing in 25 minutes
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CHAPTER 4

A Classification Framework for IoT Network Traffic Data for Provisioning 5G Network Slices in

Smart Computing Applications

4.1 Introduction

Our lives are increasingly dependent on various Internet of Things (IoT) devices, such as home voice con-

trollers, doorbell cameras, smart light switches, etc. According to the State of IoT report Lueth et al. [2022],

the number of global IoT connections grew by 8% from 2021 to 12.2 billion active endpoints by the end of

May 2022. Moreover, the introduction of the 5G network enables the mobility, reliability, and scalability of

IoT devices. Compared to the traditional wired network, the 5G network eliminates expensive wiring and

cables, introduces a number of powerful base stations, and applies mmWave and Multiple-Input Multiple-

Output(MIMO) technologies. These three features promote faster mobility of the connected devices and

improve the bandwidth of the wireless network. The 5G network slicing technology, which enables virtual

network services on top of shared physical infrastructures, helps network providers to increase flexibility by

allowing customized network service. It improves resource utilization by sharing the physical infrastructure,

as well as Quality of Service (QoS) by allowing the network providers to prioritize various traffic flows and

allocate resources more effectively. Overall, enabling 5G in IoT offers a number of benefits for both the

network service providers and IoT applications.

The heterogeneous network traffic from the 5G-enabled IoT devices, however, creates a number of chal-

lenges for the network providers in traffic classification and analysis, which must be addressed to improve

the network performance and resource management, enhancing network planning, design, and security. A

number of these challenges are associated with classifying and analyzing heterogeneous network traffic in

IoT, which include:

Device characteristics and network requirements: A number of end devices play different roles in IoT

networks; thus, they could be using different protocols at the multiple layers of the network stack, and have

different network requirements.

Unavailability of labeled data: The huge volumes of data and information gathered by IoT devices

continuously is not only a challenge to the storage costs but also makes manual labeling of data infeasible.

Dynamic and mobility-influenced traffic patterns: 5G-enabled IoT environments often experience

variations in network traffic patterns due to the movement and mobility of connected devices. This makes it

challenging to accurately classify different types of network flows under such dynamic conditions.
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Interpretability of classification results: A network flow record contains a number of features, such as

source IP, destination IP, port number, etc. Automatically identifying the most influential features that can

impact the classification results is necessary. Furthermore, the interpretability of the classification results is

crucial as the network slices are constructed using this traffic classification.

To address these challenges and satisfy the dynamic network requirements of 5G-enabled IoT devices, we

propose a new network traffic classification approach for effective 5G network slicing. Considering the lack of

labeled data and the complex nature of the IoT traffic data, we use unsupervised machine learning to discover

underlying patterns and relationships. We term our classification approach as recursive KMeans, which while

relying on the conventional KMeans algorithm, addresses the limitations of traditional KMeans clustering,

such as assuming spherical clusters, sensitivity to initialization, and requiring manual specification of the

number of clusters. In summary, we define our research problem as finding solutions to cluster heterogeneous

IoT traffic without labels in a simple and interpretable manner to target 5G network slicing. To that end, this

chapter makes the following contributions:

• Design and implement an unsupervised and recursive clustering approach that applies to standard net-

work traffic data sets.

• Analyze and explain the results of clustering towards 5G network slicing in simple and understandable

terms.

• Visualize high-dimensional clusters in a clear and presentable manner.

The rest of this chapter is organized as follows: Section 4.2 briefly summarizes related work; Section 4.3

presents our SDN-based 5G & IoT network architecture; Section 4.4 introduces our approach; Section 4.5

presents and analyzes the results; and finally, Section 4.6 provides concluding remarks and discusses potential

future work.

4.2 Related Work

This section provides a sampling of related work on IoT network traffic classification and compares it with

ours. We discuss both traditional classification approaches as well as behavior-based classification methods.

Traditional network traffic classification aims at categorizing network traffic into different classes based

on the network flow characteristics such as source/destination IP, source/destination port and payload, etc. A

number of port-based and payload-based classification techniques are applied in traditional network traffic

classification. However, traditional techniques have several limitations as discussed below.

Port-based Classification: A number of recent applications use dynamic or random port policy, such as

peer-to-peer (P2P) applications. A previous study Madhukar and Williamson [2006] indicates that port-based
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analysis is not able to identify 30%-70% of Internet traffic.

Payload-based Classification: Here, the classifier uses the packet content’s syntax to classify the net-

work traffic. This technique is not useful, however, for some encrypted data.

Therefore, recent studies have been focusing on behavior-based network traffic classification, which aims

at identifying and analyzing the pattern of traffic by monitoring all the network traffic that is received by

endpoints Tahaei et al. [2020]. Due to the huge size of the datasets, the large variety of traffic patterns and the

lack of labels, machine learning methods, especially unsupervised classification methods, such as KMeans,

are widely used in a variety of scenarios.

A number of traffic clustering methods have been proposed, but the representative and scale of the dataset

used in previous research may limit their generalizability. For example, Singh et al. Singh et al. [2020b] used

the KMeans clustering algorithm to create clusters of sub-slices for similar application services while Sani

et al. Saini et al. [2022] divided the traffic into two clusters to reduce traffic and improve the QoS of the 5G

network. However, due to the lack of description of the dataset used in their experiments, the generalizability

of their approach cannot be guaranteed. Aouedi et al. Aouedi et al. [2022] used the KMeans algorithm to

better understand and distinguish behaviors of traffic. Although they showed a good correlation among the

network flows in the same resulting cluster, the dataset they used only consists of 6 days of data collected

from a university in the morning and afternoon period, which is not representative of the general traffic pattern

in an IoT network.

Another common limitation of previous studies is the method used to select features. Feature selection

will directly influence the performance of the traffic clustering model. Although general IoT network traffic

usually consists of numerous pieces of information that can be extracted as features, the clustering process

will be difficult and less accurate if too much irrelevant information is included. Therefore, input features

must accurately represent the traffic behaviors. Le et al. demonstrated that the KMeans clustering algorithm

helps to implement the self-organizing network (SON) architecture Le et al. [2018b,a]. They manually se-

lected the basis of average (in MB) and percentage values of the amount of different traffic in different time

slots as their features. They showed that users had a better experience playing videos after applying the

clustering algorithm to the network slicing deployment.

However, we surmise that the performance of the approach may be further improved by taking into

account other valuable and useful information in the traffic, such as the protocol type and the flow duration.

Moreover, such manually-engineered features cannot be extracted directly via standard network analyzers

like Tcpdump or Wireshark and thus need extra effort to be prepared. Singh et al. Singh et al. [2020b] used

the Support Vector Machine (SVM) for feature selection before running the KMeans. However, SVM is a

supervised algorithm, which means that the quality of the model heavily relies on the number and quality of
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labels. Our work does not assume labeled datasets.

The predefined number of clusters for the KMeans algorithm is also a key factor that affects the perfor-

mance and accuracy of clustering results. To achieve good clustering results, previous works either manually

choose the number or use the cluster number corresponding to the elbow point of the cost plot. The number

of clusters usually corresponds to the number of slices used for the applications in the 5G network. There-

fore, the cluster number used in prior work may far exceed the upper bound of the slice number in real life.

Further, due to a lack of a metric to identify the best setting for the number of clusters, a decision needs to be

made regarding the trade-off between network performance with more slices and efficiency with fewer slices

assuming perfect clustering.

Overall, the limitations of previous Kmeans-based clustering algorithms include a) the representative

nature and scale of the dataset, which limits the generalizability of the findings; b) the features of the network

flow are limited, and the feature selection relies either on manual engineering or manual labels; c) requires

the number of clusters to be specified ahead of time; d) a lack of systemic analysis of classification results

in applying them to 5G network slicing. Therefore, to address the above limitations all at once, we propose

a recursive KMeans algorithm, which 1) is applicable to the network flows generated by standard network

analyzing tools; 2) is able to extract useful features automatically; and 3) decides the number of clusters

appropriately without human intervention.

4.3 SDN-based 5G & IoT Network Architecture

Our work assumes a flexible SDN-based 5G and IoT network architecture that is compatible with multiple

slice types and customized slice configurations, comprising five main components: User Equipment(UE), Ra-

dio Access Network (RAN), Multi-access Edge Computing (MEC), Core Network (CN), and SDN Controller

as shown in Figure 4.1. This architecture is capable of efficiently allocating network resources to customized

and prioritized network slices by leveraging the results from clustering traffic.

User Equipment(UE): In a 5G network, the devices or equipment used by end users are called UE. UEs

can be smartphones, tablets, laptops, smart home devices, etc. Each UE can access the Internet first via the

radio access network (RAN) and then via the network services provided by MEC, CN, and SDN Controllers.

Each UE is identified by a unique identifier called the International Mobile Subscriber Identity (IMSI), which

is authenticated by a mobile network operator and stored in the UE’s Subscriber Identity Module (SIM) card.

Moreover, a UE can generate multiple network flows simultaneously and each of them can be independently

classified, managed, and scheduled.

Radio Access Network(RAN): The RAN in 5G is responsible for handling wireless communication

between UE and CN. A RAN consists of a) base stations, such as gNodeB, which transmit and receive
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Figure 4.1: SDN Based 5G&IoT System Architecture

signals to and from the UE, b) radio network controllers (RNC), which are responsible for managing the base

stations, and c) transport networks, which move the network data between base stations and CN.

Multi-access Edge Computing(MEC): The MEC server is widely adopted and integrated into 5G net-

work for the deployment of computing and storage resources at the edge, which is closer to the UE. Therefore,

the MEC server is able to support low-latency and high-bandwidth services. Recently, MEC technology has

been integrated into many industrial applications such as manufacturing, healthcare, transportation, and smart

cities.

Core Network(CN): The architecture in Figure 4.1 is a service-based (SB) standalone 5G network, which

applies the new 5G RAN and CN technology instead of the legacy 4G network to manage and control network

communications. The service-based architecture enables scalable, flexible and cost-effective deployment of

network functions as micro-services. It also improves the programmability of the CN, thereby enabling

automation and orchestration of network functions and helping the network to be more agile and provide

real-time services. Several key functions in service-based 5G network are: a) Access and Mobility Function

(AMF), which is responsible for managing the mobility of UEs within the network; b) Session Management

Function (SMF), which is responsible for creating, managing, and terminating sessions between the UE and

the network; c) User Plane Function (UPF), which is the data plane function responsible for forwarding and

processing the network traffic between the UE and the network; d) Network Slice Selection Function (NSSF),

which is responsible for selecting, provisioning, and managing the appropriate number of network slices for

the UE based on their network requirements and other QoS needs.

Software-defined Networking(SDN) Controller: Compared to the traditional network, SDN is a new
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architecture that separates the control plane, which is responsible for managing and controlling the network

flows, from the data plane, which is responsible for forwarding and processing the network flows. This

separation improves the flexibility and enables programmability of the network. In 5G networks, the SDN

controller provides a centralized view of control and management for the different network functions and

components. Specifically, the SDN controller can monitor the network traffic in real-time. It can also collect

data from the 5G network and utilize machine learning techniques to make intelligent decisions for network

traffic classification, prediction, and management. Additionally, the SDN controller can also adapt to varying

network conditions, requirements, and user demands, making real-time decisions to improve network per-

formance and deliver fine-grained Quality of Service (QoS). Our previous work Min et al. [2021b, 2022a]

deployed the SDN controller in both wired and 5G networks to improve network performance by minimizing

the queuing latency and service time.

The network slicing technology enables a single 5G network to be divided into multiple virtual network

slices. Each network slice can have its own virtualized infrastructure (such as computing power and storage),

network functions (such as SMF, UPF as shown in Figure 4.1), and security mechanisms (such as firewalls and

intrusion detection). A UE can be associated with one or more network slices at the same time. Moreover,

we can also deploy management and orchestration tools among the network slices for traffic monitoring,

troubleshooting, and scaling the slice. Overall, network slicing in a 5G network provides flexibility, efficient

resource allocation, improved network scalability, orchestration, QoS, increased security, and reduced costs.

Network slicing is a technique used in 5G networks to allocate resources to different services based

on their specific requirements. However, determining the optimal number of network slices is a challenge.

Having too many slices might lead to underutilization, while having too few could cause overcrowding and

degrade the QoS. Therefore, it is crucial to find a balance that allows for efficient allocation of resources

and maintains the desired QoS for each application. In this work, we build a novel framework for network

data classification to determine the right number and type of network slices. In this way, our classification

approach can contribute to efficient resource allocation and improved network performance.

The classification of network traffic plays a crucial role in effectively mapping different types of services

to network slices based on their unique QoS requirements. The 3rd Generation Partnership Project (3GPP)

has defined several types of services for 5G and IoT network slicing:

Massive Machine Type Communications(mMTC): Introduced in 3GPP Release 13 3rd Generation

Partnership Project [3GPP], mMTC is designed to support a large number of low-power, low-cost, and low-

data-rate devices, such as industrial sensors and smart building devices. The main QoS requirements for

mMTC are maximizing coverage and device density, with less stringent demands than other service types.

Ultra-Reliable and Low-Latency Communications(URLLC): Introduced in 3GPP Release 14 3rd
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Generation Partnership Project [3GPP], URLLC provides extremely low-latency and high-reliability com-

munications for devices with high data rate requirements, such as industrial robots, drones, autonomous

vehicles, and virtual and augmented reality headsets. URLLC has more stringent QoS requirements than

mMTC, focusing on high-reliability and low-latency network services.

Enhanced Mobile Broadband(eMBB): Introduced in 3GPP Release 15 3rd Generation Partnership

Project [3GPP], eMBB supports high-bandwidth, high-performance devices with data rates of up to several

Gbps, such as smartphones, tablets, and cameras. The QoS requirements for eMBB include high bandwidth

and throughput, among other metrics.

By accurately classifying network traffic, it becomes possible to map each type of service to an appropri-

ate network slice, ensuring that the QoS requirements of each service are met. Classification results are also

valuable for network function configuration, network slice management, orchestration, and troubleshooting.

For effective decision-making and resource allocation, classification results must be easily interpretable and

rationalized, allowing network administrators to allocate resources efficiently based on the specific require-

ments and priorities of different traffic classes.

4.4 Network Traffic Classification Approach

This section describes our network traffic classification approach to determine the most appropriate number

of 5G network slices for IoT applications. We chose the unsupervised machine learning approach as the

backbone of our classification framework for the following reasons. From the perspective of the data set, un-

supervised methods do not require labeled data for training, which makes them more applicable for network

traffic classification where data volume is large, and the labeling process is intensive and time-consuming.

Thus, unsupervised learning helps to save the cost of manual labeling. Because of its ability to discover hid-

den patterns, unsupervised learning can also adapt to dynamic changes in traffic patterns. This is particularly

useful in the 5G&IoT network, where it becomes possible to add new UEs or applications without retraining

the model. Finally, unsupervised learning shows better performance in unbalanced data sets where the num-

ber of examples for each class is not equal. This property is relevant in a heterogeneous 5G&IoT network

which is characterized by varying data rates, diverse QoS requirements, heterogeneous traffic patterns, and

uneven distribution of devices. Additional benefits from the above characteristics can be leveraged even from

a system perspective. Unsupervised learning can accommodate a large volume of data, which makes it easy

and efficient to deploy while the IoT system is scaling up/down. Finally, it can be applied in a real-time

manner, which satisfies the IoT communication requirements.

We propose a recursive KMeans-based classification approach, as shown in Figure 4.2. This classification

approach can also be deployed as a network function placed in the SDN controller as presented in Figure 4.1.
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The steps in the pipeline are as follows:

Figure 4.2: Pipleine of the Classification Approach

In step 1, we prepare the data set, which can be generated by a standard network analyzer, CICFlowMeter.

The data set SudParis [2022] we used is generated by Télécom SudParis and composed of fifteen IoT devices,

a Raspberry pi 3, an access point, and a server. A set of interactions with these devices were performed to

allow the generation of real traffic.

In step 2, we pre-process the data set by converting the timestamp and IP features, such as Flow ID,

Source IP, and Destination IP, to numerical values. This conversion streamlines the data representation and

facilitates the clustering process. However, it is crucial to recognize that using numerical values may create

a perception of ordering or distance between IP addresses that might not accurately reflect their actual re-

lationships. To counteract the potential consequences of this representation, we meticulously analyzed the

dataset and performed experiments to confirm that the selected representation does not substantially affect

the clustering algorithm’s performance.

In step 3, we use the Hopkins statistic Hopkins and Skellam [1954] to assess the clustering tendency of the

data. The Hopkins statistic is used in cluster analysis to determine the suitability of a data set for clustering.

The value of Hopkins statistics ranges from 0 to 1. If the value is less than 0.5, then it is unlikely that the

data set has statistically significant clusters. If the value is close to 1, we can conclude that the data set is

significantly clusterable datanovia.com [2018] The Hopkins statistic is especially useful when working with

large data sets, as it can quickly determine the clustering tendency.

After computing the value of the Hopkins statistic, in step 4, we standardize the data and remove the

features with zero variance, such as Bwd PSH Flags1 and Fwd URG Flags2. These features need to be

removed in order to prepare for the Principal Component Analysis (PCA).

PCA is a dimensionality reduction technique that reduces the number of features in the data set while

maintaining as much of the original information as possible by finding the directions of maximum variance

1Bwd PSH Flags indicate whether the Push flag is set in the TCP header of the packets in the backward direction of the flow.
2Fwd URG Flags indicate whether the Urgent flag is set in the TCP header of the packets in the forward direction of the flow.
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in the data and projecting the data onto a new lower-dimensional space Maćkiewicz and Ratajczak [1993]. In

this process, if the variance of a feature is zero, its covariance with other features will be zero as well, which

will affect the accuracy of PCA. In step 5, apply PCA to reduce features in the data. We used the cumulative

explained variance ratio to determine the number of principal components to retain, so that 90% variance in

the data can be explained.

After reducing the data set to its principal components, we normalize each feature to [0, 1] because the

KMeans algorithm is sensitive to the scale of the features because of its distance-based nature. If the scale

of the features is varying, the distance between observations and cluster centroids will not accurately reflect

the similarity between the data points. Then in step 6, we a) run the KMeans algorithm on the normalized

data for a range of values of k, which indicates the number of clusters, b) calculate the distortion score,

which is a clustering index that reflects the sum of the squared distances between each data point in a cluster

and the cluster centroid, and c) identify the elbow point on a distortion score curve by applying a kneed

algorithm Satopaa et al. [2011]. The elbow point indicates the optimal number of clusters in a dataset and

determines the initial number of clusters in our approach, denoted as bestk.

In step 7, we apply PCA again to the corresponding original features in each cluster. By doing so, we

can reveal how much each feature dominates the clustering result. More specifically, we let n principal

components that can be interpreted as linear combinations of m traffic features. We use a matrix C to store

the principal components explained by variance. An element ci j in the matrix C indicates the correlation

between ith principal component and jth feature. The sign of ci j indicates the direction of the correlation, and

there are m∗n elements in C. Therefore, the contribution of the jth feature in the ith principal component can

be represented by:

si j =
|ci j|

∑
m
j=1|ci j|

,∀i ∈ [1,n] (4.1)

Moreover, we assume the proportion of variance explained by each principal component is stored in a matrix

R. An element ri in the R matrix represents the proportion of the ith principal component. We use matrix P to

store the contribution of each feature across all principal components, and any element p j,∀ j ∈ [1,m] can be

calculated with:

p j = si jri,∀i ∈ [1,n],∀ j ∈ [1,m] (4.2)

In step 8, we use Hellinger distance Hellinger [1909] to evaluate the similarity between clusters. The

distance between the two cluster distributions P1 and P2 can be represented by:

H(P1,P2) =
1√
2

√
m

∑
i=1

(
√

p1i−
√

p2i)2 (4.3)
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After calculating the Hellinger distance between every pair of clusters, we get a distance matrix D, and the

element di j, ∀i, j ∈ [1,best k] indicates the distance between ith cluster and jth cluster.

Then, we apply KMeans again on matrix D to merge similar clusters. The number of clusters is reduced

using this merging strategy. Then, we repeat step 7 to step 8 until the average Hellinger distance of the matrix

D meets the given threshold.

In steps 9 and 10, we visualize the clustering results and analyze the traffic statistics within every cluster.

In summary, the novelty of our approach includes: 1) Applying PCA before running KMeans, which effi-

ciently reduces the dimension of the features, thereby significantly decreasing the cost of KMeans algorithm.

2) Applying PCA after the first run of KMeans to calculate the contribution of original features to the clus-

tering results, thereby helping to merge similar clusters and simplify the clustering results. 3) Introducting

Hellinger distance to quantify the similarity between every pair of clusters, thereby helping to identify the

optimal number of clusters automatically.

4.5 Results and Discussion

We conducted our experiments on the publicly available data set of real-world IoT traffic collected by

Télécom SudParis SudParis [2022]. The data set consists of 164 files with a total size of 3.0 G and con-

tains more than 5 million instances collected over the past 3 years up to the present time. In this section, we

present and analyze the results obtained at each step of our approach, shown in Figure 4.2.

4.5.1 Dimensionality Reduction – PCA

Prior to applying the PCA, we pre-processed the data set and assessed the clustering tendency by computing

the Hopkins statistic. The value of the Hopkins statistic is 0.9986, which suggests that our data set has a high

clustering tendency. Figure 4.3 shows the results of the initial PCA. It reveals that as the number of principal

components increases, the cumulative explained variance ratio also increases; however, the marginal effect of

the number of principal components on the cumulative explained variance ratio diminishes with the increase

in the number of principal components increases. Note that the cumulative explained variance ratio indicates

how much information retained in the principal components is used in the analysis. The blue dashed line

in Figure 4.3 labels the elbow point of the cumulative explained variance ratio curve, which helps to select

the appropriate number of principal components; here, 19 such components are able to explain 90.52% of

the variance in the original data and adding more does not significantly improve the cumulative explained

variance ratio. Thus, the dimensionality of the data set is reduced by a fourth, from 87 to 19 features.
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Figure 4.3: Initial PCA – Cumulative Explained Variance Ratio

4.5.2 Initial Clustering – KMeans

Figure 4.4 illustrates the distortion score elbow for KMeans clustering, with the number of clusters (k) plotted

on the x-axis, and the distortion score plotted on the left y-axis. The distribution score shows a decreasing

trend with increasing number of clusters, but the incremental gain in the distribution score gradually dimin-

ishes. The elbow point is at k = 25. At this point, although increasing the number of clusters increases the

distribution score, the impact of any additional clusters is negligible. The right y-axis indicates the KMeans

fit time, which increases proportionally with the number of clusters.

4.5.3 Recursive KMeans – Hellinger Distance

The KMeans clustering algorithm gave us 25 clusters as the optimal number, each of which is described by

19 principal components. Then, we calculated the Hellinger distance between every pair based on Eq.(3).

Figure 4.5 shows the Hellinger distance among 25 clusters in a heat map. The distances range from 0 to

0.42, where the distance between a cluster to itself is 0. Heuristically, we assume that clusters with dis-

tances between 0 and 0.2 are highly similar. Thus, we can reduce the number of clusters to improve their

interpretability by merging similar clusters. Therefore, applying the KMeans algorithm here is necessary to
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Figure 4.4: Initial KMeans Elbow Curve after PCA

determine which clusters should be merged. In contrast to the previous KMeans application, the data used to

drive the KMeans algorithm at this step is a matrix of Hellinger distances. Similar to Figure 4.4, we identified

the elbow point using the kneed algorithm, which indicates that the current optimal number of clusters is

7. Therefore, we recursively merge the 25 clusters into 7, and then repeat the calculation of the Hellinger

distance and applying KMeans. Subsequent iterations merge the 7 clusters into the 3, and we re-calculate the

Hellinger distance among them.

To evaluate the performance of our approach, we compare it with the traditional KMeans algorithm on the

same data set, in terms of the number of clusters, variance, and standard deviation (std) of Hellinger distance

and the Davies-Bouldin Index, as shown in 4.1. The number of clusters is an important factor to consider in

clustering analysis. While a larger number of clusters can provide a more detailed representation of the data,

it may also lead to overfitting and reduced interpretability. In addition, reducing the number of clusters can

simplify the network slicing design and resource allocation, making it more efficient to apply our clustering

results to 5G network slicing. Compared to KMeans, our approach efficiently reduced the number of clusters

from 25 to 3, taking into account the trade-off between cluster granularity and interpretability, as well as the

efficiency of network slicing.

The variance and standard deviation of the Hellinger distance are measures of how well the clusters
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Figure 4.5: Hellinger Distance – 25 Clusters

Table 4.1: Trade-off Metrics

Approaches
Number of

Clusters

Variance of
Hellinger
Distance

Std of
Hellinger
Distance

Davies-
Bouldin
Index

KMeans 25 0.0063 0.0798 1.0765
Our Approach 3 0.0100 0.1004 2.7652

are separated from each other. A lower variance and standard deviation indicate that the clusters are more

compact and well-separated. In our evaluation, we observed that our approach achieved a lower variance and

standard deviation of the Hellinger distance indicating better separation of the clusters compared to KMeans.

The Davies-Bouldin Index Singh et al. [2020a] is another widely used metric for evaluating clustering

performance as it considers both intra-cluster and inter-cluster distances. A lower Davies-Bouldin Index

indicates better clustering performance. However, it is worth noting that achieving a lower Davies-Bouldin

Index may come at the expense of reduced interpretability, as it may result in overly complex or fine-grained

clusters. In our evaluation, we found that our approach achieved a higher Davies-Bouldin Index compared

to KMeans, indicating a trade-off in clustering performance and interpretability. By reducing the number of

clusters from 25 to 3, our approach improved the efficiency of network slicing design and resource allocation

while still achieving acceptable clustering performance. However, depending on the specific application and

use case, a different trade-off between clustering performance and interpretability may be preferred.

56



Figure 4.6: Two-Dimensional PCA

Table 4.2: Network Features Statistic

Cluster ID
Number
of Flows

Average
Bandwidth
(Bytes/s)

Average
Duration

(s)

Burstiness
(pkt)

Cluster 1 270353.00 19258.55 71563.33 24.08
Cluster 2 3512893.00 17167.94 72204.80 23.27
Cluster 3 1328511.00 19959.27 72076.13 23.70

4.5.4 Visualization of Clusters

Figure 4.6 displays the two-dimensional PCA plot of the first two principal components. Each data point rep-

resents a network flow in the data set. The 2D plot reveals a rough separation of different clusters. However,

there is still some overlap among clusters 1, 2, and 3 to some extent. Moving on to the three-dimensional

PCA in Figure 4.7, cluster 1 is well separated from cluster 2, but there is still a small overlap between clusters

1, 2, and 3. Despite the overlap, the PCA results are still acceptable as they provide a visual representation

of the data that can aid in understanding the relationships and patterns between the network flows. The three-

dimensional PCA plot shows a better separation of clusters, but there is still a small overlap between them.

The four-dimensional PCA, which includes the size of the data points as the fourth dimension, did not result

in a significant difference among the three clusters. Overall, the PCA results provide valuable insights into

the clustering of the network flows despite the presence of some overlap.
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Figure 4.7: Three-Dimensional PCA

4.5.5 Interpretation of Clusters

Table 4.2 displays the network features for the final three clusters produced by the iterative application of

KMeans algorithm on the Hellinger distance. Some of these features can be directly extracted from the data

set, such as the number of flows, while others have been calculated using existing features, including average

bandwidth, average duration, and burstiness.

4.5.5.1 Cluster 1 -eMBB

Based on the information from Table 4.2, compared to cluster 2, cluster 1 has relatively fewer flows, higher

average bandwidth, smaller average duration, and slightly higher burstiness. This indicates that cluster 1 is

suitable for a 5G network slice that prioritizes high-bandwidth applications with moderate to low latency

requirements, such as eMBB (enhanced Mobile Broadband) as defined in Section 4.3. The higher average

bandwidth suggests that cluster 1 may consist of flows that require high-speed data transmission. The smaller

total and average duration indicate that the flows in cluster 1 may not require sustained connectivity for long

periods of time. The slightly higher burstiness suggests that these flows may have occasional bursts of traffic,

which could benefit from the high bandwidth available in eMBB. In terms of QoS, cluster 1 requires high

throughput and low latency to ensure that the high-bandwidth flows can be transmitted quickly and with
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Figure 4.8: Four-Dimensional PCA

minimal delay. The burstiness of the flows may also require low packet loss and low jitter to ensure that

bursts of traffic can be handled efficiently and effectively. To support this cluster, a network slice requires

sufficient bandwidth to handle the high-bandwidth flows, as well as low latency and low packet loss to meet

the QoS requirements. Additionally, the network slice may require sufficient computing resources to process

the bursts of traffic efficiently and sufficient storage to buffer the flows during bursts of traffic. One possible

example application that uses this type of network service could be a video streaming platform that requires

high-bandwidth connections to provide high-quality video playback to users. Another example could be a

cloud storage service that requires high-speed data transmission for large file uploads and downloads.

4.5.5.2 Cluster 2 -URLLC

Compared to cluster 1, cluster 2 has relatively more flows, lower average bandwidth, longer average duration,

and lower burstiness. For cluster 2, a slice such as URLLC may be suitable. URLLC aims to provide ultra-

reliable and low-latency communications for critical applications. An application example that may use this

type of network service is industrial automation, which requires real-time and reliable communication for
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safety-critical operations. The QoS requirements for URLLC include ultra-low latency, high reliability, and

high availability.

4.5.5.3 Cluster 3 -mMTC

Cluster 3 has the largest bandwidth. This type of traffic is suitable for the massive machine-type commu-

nication (mMTC) network slice, which provides high-capacity communication services for a large number

of low-power and low-rate devices. The QoS requirements for mMTC include high throughput, low power

consumption, and high scalability. An example of an application that may use this type of network service is

smart cities, which involve a large number of connected devices that transmit small amounts of data.

4.6 Conclusion and Future Work

This chapter proposed an unsupervised IoT network traffic clustering approach, which automates determin-

ing the appropriate number of 5G network slices for IoT applications. By applying Principal Component

Analysis (PCA) and the Hellinger distance-based recursive KMeans algorithm (rKMeans), we can substan-

tially alleviate the problem of high dimensionality while maintaining the original information, simplify the

clustering results, and identify the optimal number of clusters. The evaluation results show that the proposed

approach can efficiently reduce the high dimensionality of the dataset while effectively visualizing the clus-

tering result in 2D, 3D, and 4D plots. Additionally, the clustering results can provision the network resources

in terms of 5G network slices.

Our future work will involve additional research to optimize the approach to handle large-scale IoT traffic

datasets. Additionally, the work can be further tested with real-world traffic data and compared with existing

traffic clustering methods. Finally, prototyping of the approach as a framework is needed to ascertain its

feasibility in integrating with the existing 5G resource management control plane.

60



CHAPTER 5

A Novel 5G Digital Twin Approach for Traffic Prediction and Elastic Network Slice Management

5.1 Introduction

The global 5G services market is predicted to grow at a compound annual rate of 25.3% from 2022 to

2027 MarketsandMarkets [2021]. The need for high-speed and low-latency network is rapidly increasing,

especially for the Industrial Internet of Things (IIoT) applications, such as real-time monitoring and control

of manufacturing processes, predictive maintenance and remote equipment diagnostics. To meet the diverse

and dynamic demands of IIoT applications, 5G networks are designed to deliver low latency, high throughput,

prioritized, and customized network services. A special virtualization technique called Network Slicing (NS)

within 5G enables network providers to dynamically create multiple customized and differentiated virtual

networks upon the same shared infrastructure, which then can be allocated to specific users based on their

requirements thereby improving the network resource utilization while delivering the required QoS.

Network slices, which can span the 5G ecosystem including the radio access network (RAN) and the

5G core, are realized as a collection of interacting cloud-native, virtualized network functions. Despite this

promise, managing multiple network slices end-to-end on a shared physical infrastructure poses significant

challenges for network operators. These challenges stem from having to dynamically handle resource con-

tention, interference and congestion between virtual networks, which may lead to an increase in latency

thereby ultimately reducing network performance and reliability.

Effective sharing of the physical infrastructure across multiple network slices is possible only when the

network operators have an accurate understanding of traffic patterns, which calls for accurate network traffic

prediction. Traditional approaches such as statistical models and historical data alone maybe inaccurate due to

dynamic factors such as changes in user behavior and fluctuations in demand; rather, a data-driven decision-

making engine with an integrated ”what-if” analysis capability that can be used in an inference loop to make

runtime decisions is desired – a capability that is provided by digital twins. A digital twin can simulate the

physical network in real-time and capture dynamic changes thereby enabling the decision-making engine to

update its predictions continuously based on the latest data. With this capability, network operators can make

informed decisions about resource allocation and usage resulting in improved network performance.

Although the concepts of network slicing and digital twin-based predictions are not entirely new, our ap-

proach provides a novel solution to address the limitations with traditional methods, such as limited accuracy

due to dynamic factors caused by changes in user behavior and fluctuations in demand and a limited ability
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to predict traffic generated at the source of user devices or applications for end-to-end network slices. Our

approach offers a proactive and continually updated system that follows the MAPE (Monitor, Analyze, Plan

and Execute) loop Weyns et al. [2013] enabling network operators to make informed decisions about resource

allocation and usage. Furthermore, our system can handle real-world network flows with 87 features captured

from CICflow meter Lashkari et al. [2017] that provide a more comprehensive view of network traffic patterns

and enable more accurate predictions.

The main contributions of this chapter are:

• We propose a 5G network slicing digital twin system to predict network slicing traffic, which serves as

a foundation for developing future intelligent network slicing management systems in 5G and beyond

networks. This digital twin is realized within the control plane of a software-defined networking (SDN)

controller.

• We present an approach to predicting 5G traffic for multiple time steps into the future using Holt

smoothing as the initial step to smooth out the data and eliminate noise followed by a time series

transformer model that is utilized to capture long-term dependencies and enhance the accuracy of the

forecast.

• We evaluate the prediction accuracy of several machine learning algorithms using comprehensive per-

formance measures. The results of evaluation show that the combination of Holt smoothing model with

the time series transformer model yields the best performance.

• We discuss how to utilize these prediction results in deploying elastic network slicing.

The rest of this chapter is organized as follows: Section 5.2 provides background information and briefly

summarizes related work; Section 5.3 presents our 5G network slicing digital twin architecture; Section 5.4

outlines our network traffic prediction approach; Section 5.5 presents and analyzes the evaluation results;

Section 5.6 summarizes the main conclusions and discusses future directions.

5.2 Background and Related Work

In this section, we provide a brief background on 5G network slicing and digital twins. We then compare and

contrast related work.

5.2.1 5G & Beyond Network Slicing

The 5G and beyond network enables a range of emerging IIoT services including precision agriculture, adap-

tive robotic repair, video streaming, smart cities, etc as depicted in Figure 5.1 service layer. Each service
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layer can comprise multiple network slices. 5G currently standardizes three different kinds of network slices:

Enhanced Mobile Broadband (eMBB) for ultra-high bandwidth applications, Massive Machine-Type Com-

munications (mMTC) for fast and energy-efficient communications, and Ultra-reliable Low-Latency Com-

munications (URLLC) for ultra-low latency and reliable communications. The network slice layer manages

physical resources, including the Radio Access Network (RAN) establishing wireless communication be-

tween user equipment (UE); a cloud-native 5G Core that offers authentication, mobility management, session

management, and user plane routing services all realized as virtual network functions that can be deployed

on virtualized cloud infrastructure; edge devices for processing data closer to the data source; and storage for

data preservation.

Figure 5.1: 5G Network Slicing Architecture

The complex and hierarchical 5G network slice architecture requires a comprehensive management sys-

tem including communication service management, network slice management and resources management

to efficiently manage the communication services, network slices, and physical and virtual resources. These

management functions guarantee reliable and efficient operation of network slices thereby providing diverse

and customized services that meet various needs of emerging IIoT applications.

5.2.2 Digital Twins

A digital twin is a virtual replica of a physical system, such as a 5G network infrastructure, which is used for

real-time monitoring and simulation of the behavior of a actual system. A digital twin system, as depicted

in Figure 5.2, typically consists of five components: 1) the Data Repository, responsible for gathering, stor-

ing, and processing data from the physical world; 2) the Emulator and Monitoring component, creating a

virtual replica of the physical entity and adjusting its behavior in real-time based on data from the repository;

3) the Data Analysis and Optimization component, leveraging data to identify patterns, make predictions,

and optimize performance; 4) the Simulator component, using output from the Data Analysis and Optimiza-

tion component to simulate scenarios and test solutions; and 5) the Digital Twin Manager, coordinating and

integrating all components to ensure an accurate representation of the physical entity being modeled and

managed. In this chapter we propose using digital twin technology to proactively manage 5G network slices
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by enabling real-time network traffic prediction.

Figure 5.2: Digital Twin Components

5.2.3 Related Work

In this section, we describe related research on 5G network resource management and network traffic predic-

tion, which is relevant to this research.

5.2.3.1 5G Network Resource Management

5G networks are increasingly being deployed in a wide range of IIoT scenarios, such as smart homes, smart

factories, video streaming and intelligent transport, etc., to provide high-speed and low latency services. The

application of network slicing even allows users to customize their own network services based on network

requirements. Moreover, the network slice can be dynamically scheduled and deployed based on real-time

network traffic. To maximize the QoS of a provisioned slice, Kammoun et al. Kammoun et al. [2018] for-

mulated an optimization problem and proposed a heuristic algorithm for an end-to-end (E2E) network slice

deployment for different 5G-based use-cases. However, their work ignored the dynamic traffic and manage-

ment issues among multiple network slices. Moreover, their approach was evaluated using only a MATLAB

simulator.

Afaq et al. Afaq et al. [2020] proposed a programmable and dynamic end-to-end slicing mechanism for

vehicular ad-hoc networks. Their approach considered the dynamic nature of the network and implemented a

system design. However, their approach targets an LTE network and not a 5G network, and cannot be applied

in a high data rate scenario with real-time requirements. To efficiently manage limited network resources

for different IoT scenarios while satisfying the real-time requirements, our previous work Min et al. [2022b]

proposed a dynamic and autonomous network slice management architecture for 5G-based IIoT use cases. In

this work, we used a heuristic solution to schedule the network traffic among multiple network slices instead

of predicting the traffic in advance.
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5.2.3.2 Network Traffic Prediction

To proactively and dynamically adapt radio slices to the transport network slices, the authors in Bouzidi et al.

[2020] leveraged machine learning to predict radio slice capacities, improve network resource utilization, and

predict congestion within each network slice. However, their work focused only on the radio access network

and ignored the 5G core network. Likewise, Azzouni et al. Azzouni and Pujolle [2017] also proposed a

machine learning-based Long Short-Term Memory (LSTM) framework for predicting traffic matrix in a large

network. The experimental results show that their LSTM models converge quickly, outperform traditional

linear methods and feed-forward neural networks by many orders of magnitude. However, their work only

considered traditional wired networks and did not discuss how to deploy the approach for an SDN-based

wireless network.

To automate and manage the network slice lifecycle for a multi-domain environment, authors in Abbas

et al. [2021] proposed a one-touch system where the user needs to define higher-level service requirements

through a GUI. LSTM is also adopted to predict future resource utilization in the cloud environment. To

predict cellular network traffic with superior accuracy, authors in Alsaade and Hmoud Al-Adhaileh [2021]

proposed a SES-LSTM model that combines single-exponential smoothing with long short-term memory.

However, the dataset used is only a subset of LTE 4G network traffic, with limited instances and features. As

a result, the performance of the model is likely to vary when applied to other datasets or different network

environments. Additionally, no testing was conducted for multi-time steps.

5.2.3.3 Limitations in Prior Work

A number of limitations exist in prior work. First, the network slicing approaches presented are not end-

to-end, i.e., one in which the process or automation of creating and managing virtual networks that can

be customized to satisfy the specific network requirements across the entire network including the RAN,

core network and transport network. Second, some approaches only focus on the static traffic scenarios

while ignoring the dynamic and heterogeneous nature of 5G and IIoT traffic, which makes it challenging to

provision, manage and monitor network resources. Therefore, an end-to-end 5G network slicing approach is

required. Third, dynamic and heterogeneous traffic leads to inefficient use of network resources. Although

some approaches leverage machine learning-based algorithms to predict network resource utilization, they

do not predict the traffic generated at the source of user device or application, which is needed for end-to-end

5G network slice management.
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5.3 5G Network Slicing Digital Twin Architecture

This section presents details of our Digital Twin architecture and workflow depicted in Figure 5.3. A list of

abbreviations used throughout this chapter is provided in Table 5.1.

Figure 5.3: Digital Twin Architecture for Managing 5G Network Slices

Abbreviations Definition
UPF User Plane Function
AMF Mobility Management Function
SDN Software-Defined Network
UE User Equipment

RAN Radio Access Network
SES Simple exponential smoothing
TST Time-Series-Transformer

RMSE Root mean squared error
MAE Mean absolute error

MAPE Mean absolute percentage error
GRU Gated recurrent unit

LSTM Long Short-Term Memory
RNN Recurrent Neural Network

Table 5.1: List of Abbreviations

Our digital twin solution operates in the realm of SDN-managed 5G infrastructure, where the 5G core is

split into a control and data plane. A typical 5G core data plane function, such as the User Plane Function

(UPF), is responsible for processing and forwarding user data packets. A typical control plane function,

such as the Access and Mobility Management Function (AMF), is responsible for managing network access,

mobility, and authentication for user devices. The SDN controller can be programmed to collect various types

of traffic data, such as flows or packets that meet specific criteria. This capability allows us to leverage the

controller to collect network traffic data from the physical world network and send it to the data repository as

shown in Steps 1 and 2 of Figure 5.3.
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The digital twin provides an emulation and monitoring component. By accessing the data that is stored

in the repository, the emulator mimics the network flows by replaying them in the controlled environment.

Consequently the twin is able to obtain an understanding of all the traffic within the current network slices

and their performance. Moreover, the data analysis and optimization component can access the dataset from

the data repository and continue training and testing the network prediction model. The digital twin uses a

hybrid model that combines the Holt smoothing model and time series transformer model, which is explained

in Section 5.4. After obtaining the model, the twin uses the new data from the repository feeding it to the

hybrid model to predict the network traffic for future time periods (shown in Step 3), such as several hours,

weeks, or months.

After obtaining the prediction result for each network slice in future time periods, the twin evaluates future

network resource utilization based on the current network traffic and resource utilization. This evaluation

process helps to determine whether or not the current network configuration is sufficient to meet the predicted

demand in the upcoming time periods. If the twin determines that the current network resource utilization

exceeds the previously set threshold, it takes proactive steps to adjust the network resource for that particular

slice. This may involve allocating additional resources to the network slice to ensure that all connected

devices receive optimal service even during periods of high demand.

If the model predicts a significant increase in traffic demand in a specific network slice over the next

specified time interval, the twin may choose to allocate additional resources to that network slice. This could

involve changing the bandwidth allocation or increasing the number of UPFs for that network slice. Simi-

larly, if the model predicts a decrease in traffic demand in a particular network slice, the twin can reallocate

those resources to other areas of the network slice that are experiencing higher demand. This approach en-

sures that resources are being used in the most efficient way possible thereby helping to optimize the overall

performance and efficiency of the network infrastructure.

Once the twin has identified the network slices that are experiencing lower demand or have excess re-

source, it proceeds to formulate and solve an optimization solution that reallocates resources from underuti-

lized slices to those that are overutilized. Then, the twin tests the optimization solution, which is obtained

form the data analysis in the simulator component in Step 4. The digital twin’s simulator uses UERAN-

SIM Güngör [2022], which simulates the 5G user equipment and radio access network, and Free5GC free5GC.org

[2019], which is an open-source 5G core network stack that can be used in simulating the network slicing

scenario with the integrated optimization solution. The optimization solution includes the current network

configuration, the predicted demand for each network slice and the available network resources. If the simu-

lator’s results meet the expectations, the twin sends the optimization solution to the manager in Step 5, which

will subsequently send it to the SDN controller in Step 6 that is responsible for actuating the optimization
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solution into network slices within the physical world.

In our proposed approach, the bidirectional interactions between the physical world and the digital twin

are constantly active. The network slicing digital twin can be easily deployed as a set of Kubernetes pods,

leveraging the flexibility and scalability of the Kubernetes platform. As for the runtime loop, the digital

twin periodically monitors the network performance and makes decisions based on predefined thresholds.

Specifically, the decision-making process is triggered when the monitored network performance exceeds or

falls below a specific threshold, such as a predefined level of latency, packet loss, or bandwidth utilization.

The frequency of the decision-making loop can be adjusted based on the specific network scenario and the

desired level of responsiveness.

Figure 5.4: Holt smoothing model + Time Series Transformer model Pipeline

5.4 Network Slicing Traffic Prediction

In this section, we present our network traffic prediction pipeline shown in Figure 5.4. Our goal is to accu-

rately predict network traffic volumes for each network slice in the specified time interval in the future.

5.4.1 Problem Definition

Recall from Figure 5.3 Step 1 that data is collected from the physical world and streamed to the digital

twin. We consider this streamed data as a time series dataset with n observations (window size) denoted as

x1,x2, ...,xn, where xi represents the series value at time step i. The goal is to predict the value of the series

at time step t using the previous m observations, represented as xt−m,xt−m+1, ...,xt−1. This problem can be

formulated as a regression task where the input is a sequence of length m and the output is a scalar value.

Given an input sequence X = [xt−m,xt−m+1, ...,xt−1] of shape (m,d), where d is the feature dimension, the

model computes the output sequence Y = [ŷt ] of shape (1,1).

We also extend this problem to multi-time step time series forecasting, where the historical time series

Xt , t ∈ [1,T ], with each xt being a d-dimensional vector, is used to predict the future time series Ŷt , t ∈ [T +

1,T +P], where P is the number of future time steps to predict. The input time series xt can be represented as

a matrix X ∈ RT×d , where each row represents a time step and each column represents a feature. Similarly,

the output time series ŷt can be represented as a matrix Ŷ ∈RP×d . The goal is to learn a function f that maps
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the input time series X to the output time series Ŷ, denoted as:

Ŷ = f (X) (5.1)

where f is a hybrid model that combines a Holt smoothing model and a multi-time step time series trans-

former model.

5.4.2 Data Preparation

The data preparation process for model learning (Figure 5.4, Step 1) involves several steps. The datasets used

in our experiments is described in detail in Section 5.5.2. First, we drop categorical features such as Flow

ID, Source IP and Protocol Name, since they are discrete, unordered and do not have a natural numerical

representation that can be used as an input for the model. Then, we normalize the remaining numerical

features using min-max scaling to ensure that all feature values are in the range [0,1]. This is important to

ensure that all features are on a similar scale and range so that the model can learn from all features equally

and make accurate predictions. Additionally, network traffic data always contain outliers or extreme values,

which can have an adverse impact on the performance of a machine learned model. By normalizing the

network traffic data, we can reduce the impact of such outliers and ensure that the model can learn from all

data points equally, regardless of their value.

Next, we sort the data based on the timestep to ensure that the time series data is ordered correctly.This

is because the value at each time step is dependent on the values at previous time steps, and the model needs

to capture these temporal dependencies accurately for making accurate predictions. If the data points are not

ordered correctly, the model may not be able to capture these dependencies and make inaccurate predictions.

Finally, we split the dataset into training and validation sets using an 80-20 split, where 80% of the data was

used for training and 20% was used for validation.

5.4.3 Holt Smoothing Model

Trends in time series network traffic data can have a significant impact on the accuracy of time series forecast-

ing, as they indicate the direction and magnitude of change over time. Simple exponential smoothing (SES)

has been used in previous work Alsaade and Hmoud Al-Adhaileh [2021] to forecast network traffic, but it

only considers the weighted average of past observations and does not account for trends in the data. There-

fore, a more sophisticated approach is required to capture the trends in the data and improve the accuracy of

time series network traiffic forecasting.

Holt smoothing Holt [1957], as shown in Figure 5.4 step 2, is an extension of Simple Exponential Smooth-
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ing (SES) Brown [1957] used in time series forecasting to capture the trends in the data. Holt smoothing

overcomes the limitation of SES by introducing a level parameter and a trend parameter.

The level parameter in Holt smoothing represents the smoothed value of the time series at a particular

point in time. It is calculated using a weighted average of the previous observation and the previous level

estimate. The level estimate at time t can be represented as:

ℓt = αxt +(1−α)(ℓt−1 +bt−1) (5.2)

where ℓt indicates the level estimate at time t, α is the smoothing parameter for the level estimate and in

the range of [0,1]. xt is the observed value at time t. bt is the trend estimate at time t.

The trend parameter in Holt smoothing represents the slope of the trend in the time series data, which can

be represented as:

bt = β (ℓt − ℓt−1)+(1−β )bt−1 (5.3)

where β is the smoothing parameter for the trend estimate and in the range of

[0,1]

. The trend equation updates the trend estimate as a weighted average of the difference between the current

level estimate, the previous level estimate and the previous trend estimate.

The final forecast equation combines both the level and trend estimates. The predicted value at time t +h

is represented as:

ŷt+h = ℓt +hbt , (5.4)

where ŷt+h indicates the forecast value at time t +h and h is the number of time periods to forecast.

5.4.4 Time Series Transformer (TST) Model

Time series network traffic data can often exhibit complex relationships and non-linear trends that traditional

time series models may not be able to capture. Therefore, there is a need for more sophisticated approaches

that can effectively capture the temporal dependencies and non-linear trends in time series data to improve the

accuracy of time series forecasting. The time series transformer (TST) Vaswani et al. [2017] is a deep learning

model that has been specifically designed to process time series data using the transformer architecture, which

was originally developed for natural language processing. In our approach, we first apply the Holt smoothing

model to the pre-processed data, and then continue with the TST model. The TST model consists of three
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main components: input embedding, positional encoding, and a transformer encoder.

5.4.4.1 Input Embedding

The input embedding component, as shown in Figure 5.4 step 3, is a linear layer that transforms the input

sequence into a higher-dimensional feature space.

Assuming the input sequence as X = [xt−m,xt−m+1, ...,xt−1] with a length of m, and a weight matrix

Wemb ∈ Rd×k for the input embedding layer, where d represents the feature dimension of the input sequence

and k denotes the embedding dimension, the output of the input embedding layer Zemb ∈ Rm×k can be repre-

sented as:

Zemb = X ·Wemb (5.5)

5.4.4.2 Positional Encoding

The time series transformer model is a powerful deep learning model that can process the entire sequence

of inputs at once, making it more effective than other sequential models that process inputs one at a time.

However, the order of the inputs is crucial to the meaning of the sequence, and without explicitly encoding

their positions, the model may not be able to properly process the input sequence. To address this issue, the

output of the input embedding layer Zemb is then fed into the positional encoding component, as shown in

Figure 5.4 step 4. This layer adds positional information to the input sequence by assigning a unique vector

to each timestep based on its position in the sequence. The formula for calculating the positional encoding

vector for each timestep pos:

PEpos,2 j = sin(
pos

10000
2 j
k

) (5.6)

PEpos,2 j+1 = cos(
pos

10000
2( j−1)

k

) (5.7)

for pos ∈ [1,m], j ∈ [1,k] (5.8)

where pos is the position of the timestep in the sequence, j is the index of the dimension.

5.4.4.3 Transformer Encoder

The transformer encoder is an essential component of the time series transformer model and is responsible for

encoding the input sequence into a set of high-level features that capture the temporal dependencies between
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inputs. Traditional time series models may struggle to capture long-term dependencies in time series data,

which can limit their accuracy in forecasting. To address this issue, after the input embedding and positional

encoding, the transformed sequence is fed into the transformer encoder component, which consists of N

identical layers. Each layer has two sub-components: a multi-head self-attention mechanism and a position-

wise feed-forward neural network. The multi-head self-attention mechanism, as shown in Figure 5.4 step 5

is given by:

Attention(Q,K,V ) = so f tmax(
QKT
√

d
)V (5.9)

where Q, K, and V are the query, key, and value matrices projected by the input sequence, respectively.

These projections are performed by linear transformations, which are learned during training. d is the dimen-

sion of the key vectors. The self-attention mechanism computes a weighted sum of the values V based on the

similarity between the query Q and the keys K. Then, dividing the result by the square root of the dimension

d. The resulting scores are then passed through a softmax function to obtain a probability distribution over

the keys. Finally, the weighted sum of the values V is computed using the attention weights.

The position-wise feed-forward neural network, as shown in Figure 5.4 step 6, can be represented as:

FFN(x) = ReLU(xW1 +b1)W2 +b2 (5.10)

where x is the input sequence, W1, b1, W2, and b2 are learnable parameters, and ReLU is the Rectified

Linear Unit activation function. The output of each layer in the transformer encoder is fed into the next layer,

with skip connections and layer normalization applied at each layer to help with training stability. Finally,

the output of the last layer is fed into a linear layer to produce the final output sequence.

5.4.5 Performance Metrics

We use three metrics to evaluate the accuracy of our prediction model and baseline approaches. The three

metrics, RMSE, MAE, and MAPE, provide complementary information on the performance of a model in

predicting the target variable. RMSE and MAE measure the magnitude of the errors, while MAPE measures

the percentage difference between predicted and actual values. RMSE is useful to penalize large errors, MAE

treats all errors equally and MAPE provides a more interpretable measure of error. Specifically, MAPE is

commonly used in practice and is particularly useful when communicating the accuracy of predictions to a

wider audience Hyndman and Koehler [2006].

72



5.5 Evaluating the Effectiveness of the Digital Twin in Network Slice Management

In this section, we present the results of evaluating the accuracy of our prediction approach and compare it

with several baseline approaches. We then discuss how the prediction results are used for network slicing

management.

5.5.1 Evaluation Setup

We implemented our prediction pipeline using Python 3.9 and the PyTorch deep learning framework. The

key parameters of our model are presented in Table 5.2. α and β are two smoothing parameters of the

Holt smoothing model with values of 0.3 for each. The maximum training epoch of our TST model is 30,

and trained the model using a hidden size of 512 and a batch size of 32. Our model consists of 3 layers

and is trained using the Adam optimization algorithm with a learning rate of 1e−5. The input window size

is set to 300 and the output window size is 1. Finally, we train and evaluate our model using the MAPE

loss function. These parameter values have been carefully chosen and optimized based on our experimental

results and domain expertise to ensure that our model achieves optimal performance. This could be a potential

future work to explore the robustness of our model across different network traffic types and to identify any

necessary adaptations or modifications.

Parameters Value
α 0.3
β 0.3

Max. epochs 30
No. of hidden size 512
No. of batch size 32

No. of layers 3
learning rate 1e-5

Input window 300
Output window 1

Optimization Algorithm Adam
Loss function MAPE

Table 5.2: Holt Smoothing+Time-series Transformer Parameters

5.5.2 Datasets Used

Recall that the digital twin requires data from the physical world to be streamed into it to make effective

decisions. To demonstrate the effectiveness of our approach on real-world scenarios of wireless network

traffic, we utilized two publicly available datasets and replayed them to generate the stream of data that gets

fed to the digital twin. These datasets include:

• LTE 4G network traffic dataset Naebolo [2019]: This dataset contains one year of 4G cell traffic

data comprising 497,545 instances and 4 features with information related to 50 subscribers, and is
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primarily based on the loaded packets of 4G cells.

• Unicauca-Version2-87Atts Cauca [2020]: This dataset contains 3,577,296 instances collected from

a network section in Colombia over six days in 2017. The dataset includes 87 features such as IP

addresses, ports, interarrival times, and layer 7 protocol used on the flow. The flow statistics were

obtained using CICFlowmeter.

We pre-processed both datasets using min-max scaling to normalize the values within the [0,1] range. We

randomly split both datasets into 80% training and 20% validation sets.

5.5.3 Baselines

We compared our hybrid model, which combines Holt smoothing model and Time Series Transformer model

with the following four baseline models:

• Single Gated Recurrent Unit (GRU) model Chung et al. [2014], which is a neural network architecture

that is widely used for sequence-to-sequence prediction tasks.

• Single Long Short-Term Memory (LSTM) model Hochreiter and Schmidhuber [1997], which is a type

of Recurrent Neural Network (RNN) that addresses the vanishing gradient issue in traditional RNNs

through the use of long-term memory cells.

• A hybrid model Alsaade and Hmoud Al-Adhaileh [2021], which combines Single-exponential smooth-

ing (SES) model with Long Short-Term Memory model (SES+LSTM).

• Single time series transformer model without SES model as we explained in Section 5.4.4.

We trained and tested each model using the same 80-20 partitions and evaluation metrics, including root

mean squared error (RMSE), mean squared error (MSE) and mean absolute percentage error (MAPE).

Methodology
LTE 4G network traffic dataset Unicauca-Version2-87Atts

Train Test Train Test
RMSE MAE MAPE RMSE MAE MAPE RMSE MAE MAPE RMSE MAE MAPE

GRU 0.0408 0.0254 15.1464 0.0405 0.0252 15.0976 0.1297 0.0336 13.1719 0.1296 0.0335 13.2683
LSTM 0.0410 0.0256 15.2798 0.0416 0.0256 15.0061 0.1298 0.0337 13.1749 0.1300 0.0337 12.8686

SES+LSTM 0.0205 0.0128 7.7988 0.0205 0.0128 7.7515 0.0638 0.0172 5.8562 0.0639 0.0172 5.8188
Time-Series
Transformer 0.0479 0.0303 17.9149 0.0463 0.0308 19.3027 0.1377 0.0364 13.4835 0.1380 0.0363 13.4172

Holt
Smoothing+
Time Series
Transformer

0.0173 0.0108 6.6697 0.0163 0.0107 6.7728 0.0472 0.0151 10.4637 0.0472 0.0149 11.1078

Table 5.3: Performance Metrics
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LTE 4G network traffic dataset

Time Steps GRU SES + LSTM
Holt Smoothing + Time Series

Transformer
RMSE MAE MAPE RMSE MAE MAPE RMSE MAE MAPE

1 hour 0.0366 0.0240 15.2064 0.0292 0.0227 16.0794 0.0193 0.0147 10.9082
1 day 0.0772 0.0505 25.4905 0.0683 0.0533 30.0606 0.0507 0.0368 20.9935

1 week 0.0818 0.0543 26.8118 0.0737 0.0572 31.1843 0.0564 0.0405 22.2146
1 month 0.0889 0.0588 28.0285 0.0799 0.0617 32.5549 0.0625 0.0442 23.1215

Table 5.4: Multiple Time Step Prediction

5.5.4 Results and Discussion

5.5.4.1 Smoothing Model Results

Figure 5.5 displays a box plot to visualize the distribution of the LTE 4G network traffic dataset. Both SES and

Holt smoothing methods preserve the original distribution of the data, but Holt smoothing has an advantage

in that it can handle time series data with trends, while SES can only capture the level component, as we

explained in Section 5.4.3. This indicates that Holt smoothing is better suited for time series data with trends

thereby enabling it to generate more accurate forecasts compared to SES and making it a more adaptable and

flexible approach for time series forecasting.

Figure 5.5: Comparison of box plots of different smoothing models
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5.5.4.2 Prediction Performance

Table 5.3 presents detailed performance metrics for our hybrid model and several baseline models on both the

training and testing datasets of the LTE 4G network traffic dataset (4 features) and the Unicauca-Version2-

87Atts dataset (87 features). For the LTE 4G network traffic dataset, in terms of RMSE, our hybrid model

achieved a value of 0.0163 on the testing dataset, which is 7.2%, 8.5%, 10.9%, and 15.1% lower than GRU,

LSTM, SES+LSTM, and time series transformer models, respectively. Similarly, our hybrid model achieved

the lowest MAE value of 6.7728 on the testing dataset, which is 7.3%, 8.8%, 11.1%, and 15.3% lower than

the corresponding baseline models. Furthermore, our hybrid model also achieved the lowest MAPE value of

7.54% on the testing dataset, which is 8.8%, 11.6%, 14.7%, and 20.1% lower than the corresponding baseline

models.

For the Unicauca-Version2-87Atts dataset, Holt smoothing+time series transformer model is superior to

SES+LSTM model in terms of both RMSE and MAE. Although SES+LSTM has the minimum MAPE, which

may overemphasize large errors and is sensitive to outliers, RMSE and MAE provide a more fair and balanced

assessment of overall performance, accounting for both small and large errors. Therefore, we conclude that

Holt smoothing+time series transformer model is the optimal model for predicting network traffic in this

scenario. Additionally, network traffic flow is often unpredictable and subject to sudden changes, making it

essential for a model to be able to adapt to such changes for accurate prediction. The Holt smoothing+time

series transformer model’s ability to effectively handle trends and noise allows it to dynamically adapt to

changes in the network traffic flow, which further highlights its superiority over the SES+LSTM model.

These results demonstrate that our hybrid model can achieve superior performance over existing baseline

models in predicting network traffic. Overall, our hybrid model combines the strengths of Holt smoothing,

which can capture trends in time series data, with the time series transformer model, which excels in flexi-

bility, scalability, and accuracy, resulting in a powerful approach for network traffic prediction. The results

demonstrate that our hybrid model effectively captures the complex dynamics of network traffic patterns,

thereby leading to significantly improved prediction accuracy.

5.5.5 Multiple Time Step Prediction

Single step prediction is a popular and effective method for time series forecasting due to its simplicity,

accuracy, and real-time capabilities. This approach involves predicting the next value in the time series based

on the previous values and is generally more accurate in the short-term, as the results show in Table 5.3

. However, multiple time step prediction, which predicts multiple future time steps simultaneously, can be

more accurate in the long-term. Therefore, we implemented recursive multiple time step predictions and the

results are presented in Table 5.4.
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The results of our recursive multiple-time step prediction, with time horizons of 1 hour, 1 day, 1 week, and

1 month, were evaluated using RMSE, MAE, and MAPE metrics. We compared the performance of our Holt

smoothing+time series transformer with the baseline models of GRU and LSTM. Our results demonstrate that

our approach outperformed both GRU and LSTM, achieving the lowest RMSE, MAE, and MAPE values for

all time horizons. Specifically, our approach achieved an MAPE of 10.9082, 20.9935, 22.2146, and 23.1215

for 1 hour, 1 day, 1 week, and 1 month, respectively, which were lower than the highest MAPE values of

16.0794, 30.0606, 31.1843, and 32.5549 obtained by SES+LSTM. Similarly, our approach achieved the

lowest RMSE and MAE values across all time horizons. These results show that the our hybrid model, which

combines Holt smoothing model and time series transformer model, is a promising approach for multiple

time step prediction, providing accurate and reliable forecasts across various time horizons.

The predicted results obtained from our multiple-time step prediction model can be utilized to guide

future network slicing resource allocation decisions. Specifically, the predicted traffic demand values can

be used to estimate the required amount of network resources, such as bandwidth and computing resources,

for each network slice. Although the predicted values have an error range between 10.90% and 23.12%, it

is still acceptable. This is because network slicing resource allocation operations, such as adding/deleting

an additional UPF to the slice or modifying the network slice profile, as we described in Section 5.3 can be

deployed quickly to accommodate changes in traffic demand. For instance, if the predicted traffic demand

is higher than expected, an additional UPF can be added to the network slice to handle the increased traffic.

Conversely, if the predicted traffic demand is lower than expected, network resources can be freed up by

removing any unnecessary UPF or modifying the network slice profile to decrease the bandwidth. Therefore,

the predicted results generated by our multiple-time step prediction model can provide valuable insights

for network operators in making informed decisions regarding network slicing resource allocation, ensuring

efficient and effective utilization of network resources.

5.6 Conclusion And Future Work

This chapter presented a digital twin system for predicting 5G network traffic that can make effective adaptive

decisions in network slice configurations. The system leverages Holt smoothing and time series transformer

models to accurately predict network slicing traffic in multiple time steps. The chapter compares our ap-

proach with various machine learning algorithms, which reveals that the combination of Holt smoothing and

time series transformer models yields the best performance. The proposed system provides a foundation

for developing future intelligent network slicing management systems in 5G and beyond networks. Further-

more, the prediction results can be used for deploying elastic network slicing to improve network resource

utilization and ensure the reliability and efficiency of the network.
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There are multiple directions along which this work can be further improved and extended. We plan to ex-

plore the use of ensemble learning techniques to further improve the prediction performance of the proposed

system. Additionally, we will investigate the application of the proposed system in a real-world scenario,

specifically in OpenRAN Singh et al. [2020c], and evaluate its performance under different traffic conditions

and network configurations. Additionally, we plan to integrate the prediction result into the network slic-

ing management process, which will enable network operators to proactively allocate network resources and

address potential network issues before they occur. Moreover, the combination of multiple-time step predic-

tion models and continual learning techniques can offer significant benefits to network operators, providing

valuable insights into network resource allocation decisions. By continuously monitoring network traffic pat-

terns and adjusting slice configurations, operators can ensure optimal performance and efficient utilization of

network resources. Additionally, incorporating continual learning techniques enables the prediction models

to adapt to changing network conditions and improve their accuracy over time, resulting in more reliable

forecasts. Finally, the effectiveness of our hybrid model may vary based on the distribution of the network

traffic. Therefore, we will explore the use of other methods to identify the best approach for different sce-

narios. Furthermore, in the event of introducing a distributed digital twin system, multiple SDN controllers

would be utilized. In such cases, our previous work Min et al. [2021b] can be leveraged to minimize the

end-to-end latency by reducing the queuing time of the SDN controller. This can significantly enhance the

overall performance of the system,

Our implementation available in open-source from

https://github.com/minziran/NetworkSlicingDigitalTwin.
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CHAPTER 6

CONCLUDING REMARKS

This dissertation presents innovative solutions to address challenges in the 5G & IoT network including

self-adaptive load balancing, software-defined dynamic 5G network slice management, unsupervised traf-

fic classification, and dynamic network slicing traffic prediction. We propose self-adaptive load balancing

approaches and software-defined dynamic 5G network slice management middleware for industrial IoT use

cases, respectively. These solutions provide effective self-adaptation, self-healing, and predictable communi-

cation for real-time and autonomous needs of IoT applications while effectively sharing network resources.

To further improve the network resource utilization and minimize the end-to-end latency, we propose two

works for classifying and predicting IoT network traffic, which aims to improve the efficiency, reliability, and

predictability of the network.

6.1 Summary of Contributions

6.1.1 A Self-Adaptive Load Balancing Approach for Software-Defined Networks in IoT

The Internet of Things (IoT) is gaining popularity as it offers to connect billions of devices and exchange data

over the internet. However, the large-scale and heterogeneous IoT network environment brings serious chal-

lenges to assuring the quality of service of IoT-based services. In this context, Software-Defined Networking

(SDN) shows promise in improving the performance of IoT services by decoupling the control plane from

the data plane. However, existing SDN-based distributed architectures are able to address the scalability and

management issues in static IoT scenarios only. In this work, we utilize multiple M/M/1 queues to model and

optimize the service-level and system-level objectives in dynamic IoT scenarios, where the network switches

and/or their request rates could change dynamically over time. We propose several heuristics-based solu-

tions including a genetic algorithm, a simulated annealing algorithm and a modified greedy algorithm with

the goal of minimizing the queuing and processing times of the requests from switches at the controllers

and balancing the controller loads while also incorporating the switch migration costs. Empirical studies

using Mininet-based simulations show that our algorithms offer effective self-adaptation and self-healing in

dynamic network conditions.

6.1.2 Software-defined Dynamic 5G Network Slice Management for Industrial Internet of Things

This work addresses the challenges of delivering fine-grained Quality of Service (QoS) and communication

determinism over 5G wireless networks for real-time and autonomous needs of Industrial Internet of Things
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(IIoT) applications while effectively sharing network resources. Specifically, this work presents DANSM, a

software-defined, dynamic and autonomous network slice management middleware for 5G-based IIoT use

cases, such as adaptive robotic repair. The novelty of our approach lies in (1) the use of multiple M/M/1

queues to formulate a 5G network resource scheduling optimization problem comprising service-level and

system-level objectives; (2) the design of a heuristics-based solution to overcome the NP-hard properties

of this optimization problem, and (3) the implementation of a software-defined solution that incorporates

the heuristics to dynamically and autonomously provision and manage 5G network slices that deliver pre-

dictable communications to IIoT use cases. Empirical studies evaluating DANSM on our testbed comprising

a Free5GC-based core and UERANSIM-based simulations reveal that the software-defined DANSM solution

can efficiently balance the traffic load in the data plane thereby reducing the end-to-end response time and im-

prove the service performance by completing 34% more subtasks than a Modified Greedy Algorithm (MGA),

64% more subtasks than First Fit Descending (FFD) and 22% more subtasks than Best Fit Descending (BFD)

approaches all while minimizing operational costs.

6.1.3 A Classification Framework for IoT Network Traffic Data to aid in the Provisioning of 5G Net-

work Slices in Smart Computing Applications

Existing massive deployments of IoT devices in support of smart computing applications across a range of

domains must leverage critical features of 5G, such as network slicing, to receive differentiated and reliable

services. However, the voluminous, dynamic, and heterogeneous nature of IoT traffic imposes complexities

on the problems of network flow classification, network traffic analysis, and accurate quantification of the

network requirements, thereby making the provisioning of 5G network slices across the application mix a

challenging problem. To address these needs, we propose a novel network traffic classification approach

that consists of a pipeline that combines Principal Component Analysis (PCA), with KMeans clustering and

Hellinger distance. PCA is applied as the first step to efficiently reduce the dimensionality of features while

preserving as much of the original information as possible. This significantly reduces the runtime of KMeans,

which is applied as the second step. KMeans, being an unsupervised approach, eliminates the need to label

data which can be cumbersome, error-prone, and time-consuming. In the third step, a Hellinger distance-

based recursive KMeans algorithm is applied to merge similar clusters toward identifying the optimal number.

This makes the final clustering results compact and intuitively interpretable within the context of the problem,

while addressing the limitations of traditional KMeans algorithm, such as sensitivity to initialization and the

requirement of manual specification of the number of clusters. Evaluation of our approach on a real-world

IoT dataset demonstrates that the pipeline can compactly represent the dataset as three clusters. The service

properties of these clusters can be easily inferred and directly mapped to different types of slices in the 5G
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network.

6.1.4 A Novel 5G Digital Twin Approach for Traffic Prediction and Elastic Network Slice Manage-

ment

5G and beyond cellular networks are promising technologies for Industrial Internet of Things (IIoT) be-

cause of their support for high bandwidth, low latency, reliability and differentiated services that are provided

through a virtualization technique called network slicing. However, the dynamic nature of IIoT traffic and

their differentiated QoS requirements makes deploying multiple network slices on the same shared physical

infrastructure a challenging problem. To address this problem, this work presents an approach based on a dig-

ital twin of the 5G network that is used in predicting network traffic to improve network resource utilization,

reliability, and efficiency. Specifically, the digital twin combines Holt smoothing and time series transformer

models to predict end-to-end 5G network traffic in multiple time steps. Empirical evaluations comparing

the performance of different machine learning algorithms used by the digital twin on two datasets: LTE 4G

network traffic (497,545 instances with 4 features) and Unicauca-Version2-87Atts (3,577,296 instances with

87 features). The results reveal that the combination of Holt smoothing and time series transformer models

yields the best results. The prediction results from our approach are then used in deploying elastic network

slices.

6.2 Future Work

Future work in the field of Software-Defined Networking (SDN) and the Internet of Things (IoT) could fo-

cus on addressing the challenges of delivering fine-grained Quality of Service (QoS) and communication

determinism over 5G wireless networks for real-time and autonomous needs of Industrial Internet of Things

(IIoT) applications. This could involve the development of self-adaptive load balancing approaches for SDN

in IoT, as well as software-defined dynamic 5G network slice management for IIoT use cases. Future work

could also involve the development of a classification framework for IoT network traffic data for provisioning

5G network slices in smart computing applications, as well as the exploration of novel 5G digital twin ap-

proaches for traffic prediction and elastic network slice management. Overall, future work could involve the

development and refinement of algorithms and solutions that address the scalability and management issues

in dynamic IoT scenarios, and offer effective self-adaptation and self-healing in dynamic network conditions.
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Maćkiewicz, A. and Ratajczak, W. (1993). Principal components analysis (pca). Computers & Geosciences,
19(3):303–342.

Madhukar, A. and Williamson, C. (2006). A longitudinal study of p2p traffic classification. In 14th IEEE
international symposium on modeling, analysis, and simulation, pages 179–188. IEEE.

Malboubi, M., Wang, L., Chuah, C.-N., and Sharma, P. (2014). Intelligent sdn based traffic (de) aggre-
gation and measurement paradigm (istamp). In IEEE INFOCOM 2014-IEEE Conference on Computer
Communications, pages 934–942. IEEE.

MarketsandMarkets (2021). 5g services market by vertical (smart cities, connected vehicles, connected fac-
tories, and broadband services), application (embb, mmtc, and urllc), service (platform and software), and
region - global forecast to 2027. https://www.marketsandmarkets.com/Market-Reports/
5g-services-market-226908556.html. Accessed: April 5, 2023.

McKeown, N., Anderson, T., Balakrishnan, H., Parulkar, G., Peterson, L., Rexford, J., Shenker, S., and
Turner, J. (2008). Openflow: enabling innovation in campus networks. ACM SIGCOMM computer com-
munication review, 38(2):69–74.

Metzger, F., Hoßfeld, T., Bauer, A., Kounev, S., and Heegaard, P. E. (2019). Modeling of aggregated iot
traffic and its application to an iot cloud. Proceedings of the IEEE, 107(4):679–694.

Middleton, P. (2017). Forecast analysis: Internet of things — endpoints, worldwide, 2017 update. https:
//www.gartner.com/en/documents/3841268.

Min, Z., Shekhar, S., Mahmoudi, C., Formicola, V., Gokhale, S., and Gokhale, A. (2022a). Software-defined
dynamic 5g network slice management for industrial internet of things. In 2022 IEEE 21st International
Symposium on Network Computing and Applications (NCA), volume 21, pages 251–259. IEEE.

Min, Z., Shekhar, S., Mahmoudi, C., Formicola, V., Gokhale, S., and Gokhale, A. (2022b). Software-defined
dynamic 5g network slice management for industrial internet of things. In 2022 IEEE 21st International
Symposium on Network Computing and Applications (NCA), volume 21, pages 251–259.

Min, Z., Sun, H., Bao, S., Gokhale, A. S., and Gokhale, S. S. (2021a). A self-adaptive load balancing
approach for software-defined networks in iot. In 2021 IEEE International Conference on Autonomic
Computing and Self-Organizing Systems (ACSOS), pages 11–20.

Min, Z., Sun, H., Bao, S., Gokhale, A. S., and Gokhale, S. S. (2021b). A self-adaptive load balancing
approach for software-defined networks in iot. In 2021 IEEE International Conference on Autonomic
Computing and Self-Organizing Systems (ACSOS), pages 11–20. IEEE.

Mitchell, M. (1998). An introduction to genetic algorithms. MIT press.

Munir, M. S., Abedin, S. F., Alam, M. G. R., Tran, N. H., and Hong, C. S. (2018). Intelligent service
fulfillment for software defined networks in smart city. In 2018 International Conference on Information
Networking (ICOIN), pages 516–521.

86

https://www.marketsandmarkets.com/Market-Reports/5g-services-market-226908556.html
https://www.marketsandmarkets.com/Market-Reports/5g-services-market-226908556.html
https://www.gartner.com/en/documents/3841268
https://www.gartner.com/en/documents/3841268
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